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Our world is increasingly data driven 

Source (http://www.agencypja.com/site/assets/files/1826/marketingdata-1.jpg) 



Aggregated Personal Data … 

… is made publicly available in many forms.  
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De-identified records  
 (e.g., medical) 

Statistics 
 (e.g., demographic) 

Predictive models 
 (e.g., advertising) 



… but privacy breaches abound 
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>50 year old problem … what’s new? 

 … and why are computer scientists excited about 
this problem?  
 

–  Internet 
– Rampant data collection 
– Sophistication in off-the-shelf  analysis techniques 
– and ...  
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>50 year old problem … what’s new? 

Privacy through the lens of  Computation* 
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>50 year old problem … what’s new? 

Privacy through the lens of  Computation 

•  Privacy is a property of  the computation 
generating the aggregated data and not of  the 
output dataset itself  

CRCS Lunch Seminar, Harvard University 7 



>50 year old problem … what’s new? 

Privacy through the lens of  Computation 

•  Ability to formulate and prove whether an 
adversarially chosen sequence of  computations on 
sensitive data satisfies privacy. 

•  Ability to build algorithms with provable 
guarantees of  privacy. 
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Provable guarantees of  privacy 

Differential Privacy: “The output of an algorithm 
should not be significantly affected by the addition 

or deletion of one row in the dataset”
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Think: row = individual



Provable Privacy Challenge 

•  Can traditional algorithms for data release and 
analysis be replaced with provably private 
algorithms while ensuring little loss in utility? 
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This talk 

•  Yes we can … a case study on US Census Bureau 
Data 

– Current algorithm for data release with no provable 
guarantees and parameters used have to be kept secret 

– Our new algorithms provably satisfy a strong privacy 
guarantee (like differential privacy)  

– Can release tabular summaries with comparable or better 
utility than current techniques!  
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A case study on US Census Bureau Data 
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A case study on US Census Bureau Data 
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US Census Bureau’s OnTheMap 
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Existing LODES Data as Presented in the OnTheMap Web
Tool

Employment in Lower Manhattan Residences of Workers Employed in
Lower Manhattan

Available at http://onthemap.ces.census.gov/.
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Available at http://onthemap.ces.census.gov/. 



OnTheMap 
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Underlying data: LODES 

•  Employee 
– Age  
–  Sex 
– Race & Ethnicity 
– Education 
– Home location (Census block) 

•  Employer 
– Geography (Census blocks) 
–  Industry 
– Ownership (Public vs Private) 
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•  Job 
–  Start date 
–  End date 
–  Worker & Workplace IDs 
–  Earnings 



Underlying data: LODES 

•  Employee 
–  Age  
–  Sex 
–  Race & Ethnicity 
–  Education 
–  Home location (Census block) 
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Released using an algorithm 
that satisfies a variant of  

differential privacy  
[Machanavajjhala et al 2008] 

 
First real world application of  

differential privacy. 



Goal: Release Tabular Summaries 

Counting Queries 
•  Count of  jobs in NYC 
•  Count of  jobs held by workers age 30 who work 

in Boston.  

Marginal Queries 
•  Count of  jobs held by workers age 30 by work 

location (aggregated to county) 
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A case study on US Census Bureau Data 
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Release of  data about employers and 
employees is regulated by …  

•  Title 13 Section 9 
 

Neither the secretary nor any officer or employee … 
… make any publication whereby the data furnished  

by any particular establishment or individual  
under this title can be identified … 
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Disclosure Review Board 

•  Approves the release of  data that, in its view, 
satisfy these statutory confidentiality protection 
requirements.  
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Current Interpretation 

•  The existence of  a job held by a particular individual 
must not be disclosed.  

•  The existence of  an employer business as well as its 
type (or sector) and location is not confidential.  

•  The data on the operations of  a particular business 
must be protected.  
–  Total employment 
–  Number of  males/females, etc.  
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Current Interpretation 

•  The existence of  a job held by a particular individual 
must not be disclosed.  

•  The existence of  an employer business as well as its 
type (or sector) and location is not confidential.  

•  The data on the operations of  a particular business 
must be protected.  
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No exact re-identification of  employee records … by an informed attacker.  

Can release exact numbers of  employers 

Informed attackers must have an uncertainty of  up to a  
multiplicative factor (1+�) about the workforce of  an employer 



Current Protection: Input Noise Infusion 

•  Each employer assigned a permanent multiplicative noise 
distortion factor 

•  True employer workforce counts multiplied by noise 
factor before aggregation 

•  Additional techniques to hide small counts in 
tabulations.  

•  No provable guarantees against inference 
–  Method to generate noise factors public, but the parameters 

used are a secret.  
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Can we use differential privacy (DP)? 
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For every output … 

O D2 D1 

Should not be able to distinguish whether O 
was generated by D1 or D2 

 
  Pr[A(D1) = O]    
  Pr[A(D2) = O]                . 

For every pair of  
Neighboring Tables 

  <  ε       (ε>0) log 



Neighboring tables for LODES? 

•  Tables that differ in … 
– one employee? 
– one employer?  
– something else?  

•  And how does DP (and its variants) compare to 
the current interpretation of  the law?  
– Who is the attacker? Is he/she informed? 
– What is secret and what is not? 
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A case study on US Census Bureau Data 
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The Pufferfish Framework 

•  What is being kept secret?  

•  Who are the adversaries? 

•  How is information disclosure bounded?  
–  (similar to epsilon in differential privacy) 
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Sensitive Information 

•  Secrets: S be a set of  potentially sensitive 
statements 
–  “individual j’s record is in the data, and j has Cancer” 
–  “individual j’s record is not in the data” 

•  Discriminative Pairs:  
Mutually exclusive pairs of  secrets.  
–  (“Bob is in the table”, “Bob is not in the table”) 
–  (“Bob has cancer”, “Bob has diabetes”) 
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Adversaries 
•  We assume a Bayesian adversary who is can be completely 

characterized by his/her prior information about the data 
–  We do not assume computational limits 

•  Data Evolution Scenarios: set of  all probability distributions 
that could have generated the data ( … think adversary’s prior). 

–  No assumptions:  All probability distributions over data instances are 
possible.  

–  I.I.D.: Set of  all f such that: P(data = {r1, r2, …, rk}) = f(r1) x f(r2) 
x…x f(rk) 
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Pufferfish Privacy Guarantee 
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Prior odds of   
s vs s’ 

Posterior odds 
of   s vs s’ 



No Free Lunch in privacy 

 It is not possible to guarantee any utility in addition 
to privacy, without making assumptions about  

 
•  the data generating distribution  

•  the background knowledge available  
to an adversary 
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DP vs Pufferfish 

Discriminative Pairs:  
–  (x in table with value r, x not in table) 

•  Attackers can’t tell whether a record is in the data with 
value x, or is not in the data.  
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DP vs Pufferfish 

Discriminative Pairs:  
–  (x in table with value r, x not in table) 

Data Evolution Scenarios: 
 Set of  all priors such that records are independent 

 
 P(data = {r1, r2, …, rk}) = f1(r1) x f2 (r2) x…x fk (rk) 
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DP vs Pufferfish 

Discriminative Pairs:  
–  (x in table with value r, x not in table) 

Data Evolution Scenarios: 
P(data = {r1, r2, …, rk}) = f1(r1) x f2 (r2) x…x fk (rk) 

 
A mechanism ensures the Pufferfish privacy 
guarantee with above setting of  secrets and 

adversaries if  and only if  it satisfies DP.  
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Back to LODES 

•  Discriminative Secrets:  
–  (w works at E, or w works at E’ ) 
–  (w works at E, w does not work) 
–  (|E| = x, |E | = y),   for all x <y <(1+�)x 
– … 

•  Data evolution scenarios: 
– All priors where employee records are independent 

of  each other.   
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Example of  a formal privacy 
requirement 

releases through composition rules. We model the requirements
based on the Pufferfish privacy framework [34, 35].
Informed Attacker: National statistical agencies are concerned
about two kinds of attackers – uninformed and informed. Unin-
formed attackers can access the output of the algorithm A, but may
not possess detailed background knowledge about specific individ-
uals and establishments in the data. Informed attackers are more
powerful. They possess specific knowledge about individual em-
ployees or employers, or statistics about those in the dataset. Ex-
amples of such attackers include a group of employees who would
like to determine a private attribute of their co-worker, or one (or
more) employer(s) attempting to learn detailed statistics about a
competing employer. Our goal is to ensure the confidentiality of
employer and employee characteristics from such attackers.

We assume the adversary knows the set of all establishments (say
E), and their public attributes (location, industry code and owner-
ship). The attacker also knows the universe of all workers U . Each
worker w 2 U has a set of private attributes A

1

. . . A
k

(like age and
sex). We add another attribute with domain E [ ? that represents
whether w works in one of the establishments in E , or not.

For each employee w, the attacker’s belief is defined as ⇡
w

, a
probability distribution over all the values in T = (E [ ?) ⇥
A

1

⇥ A
2

⇥ . . . ⇥ A
k

. ✓ =

Q
w2U

⇡
w

represents the adversary’s
belief about all employees in the universe U . That is, the adver-
sary possesses no knowledge correlating employees. We denote
by ⇥ = {✓}, the set of all possible adversarial beliefs that as-
sume no correlations between employees and between employers.
Nevertheless, ⇥ includes informed attackers who may know ex-
act information about all but one employee, and those who know
exact information about all but one employer. We note that ⇥ con-
tains very strong attackers. Algorithms that can provably protect
against such attackers while ensuring error comparable to current
SDL techniques would underscore the possibility that provable pri-
vacy could be achieved at low utility cost.

We distinguish a subset of attackers ⇥
weak

⇢ ⇥ as weak attack-
ers. Weak attackers have no prior knowledge over worker attributes
– i.e., all workers are the same in their eyes. The weak attacker may
still have the same detailed knowledge about establishments as our
general attacker. We capture a weak adversary by requiring that the
prior for each worker ⇡

w

be a product of ⇡
(1,e)

(worker indepen-
dent prior over establishments), and ⇡

(2,w)

(a uniform prior over
all worker attributes). We use these definitions to define a weaker
privacy notion.
What should we protect? We now specify which properties of the
data we need to protect against such adversaries.

1. No re-identification of individuals: We would like to ensure
that adversaries do not learn too much additional information about
any single employee in the dataset when an algorithm A operates
on the dataset D. In particular, they should not be able to determine
(i) whether or not an employee is in or out of the dataset (? versus
not), (ii) whether or not an employee works at a specific (type of)
employer (E versus E�E, where E ✓ E), and (iii) whether or not
the employee has certain characteristics (e.g., Hispanic with age
greater than 35).

We formalize this as follows. For any pair of values a, b 2 T , we
require that the ratio of the adversary’s posterior odds (after seeing
the output A(D)) that a worker record takes the value w = a vs
w = b to the adversary’s prior odds that w = a vs w = b be
bounded at a known level. That is, we want to bound the Bayes
factor: the ratio of the posterior odds to the prior odds, and this
bound is the privacy-loss budget.

DEFINITION 4.1 (EMPLOYEE PRIVACY REQUIREMENT).
For randomized algorithm A, if for some ✏ 2 (0,1), and for every

employee w 2 U , for every adversary ✓ 2 ⇥, for every a, b 2 T
such that Pr

✓

[w = a] > 0 and Pr
✓

[w = b] > 0, and for every
output ! 2 range(A):

log

✓
Pr

✓,A

[w = a|A(D) = !]

Pr
✓,A

[w = b|A(D) = !]

�
Pr

✓

[w = a]

Pr
✓

[w = b]

◆
 ✏ (3)

Then the algorithm A protects employees against informed attack-
ers at privacy-loss level ✏.

Definition 4.1 bounds the logarithm of the maximum Bayes fac-
tor an informed attacker can achieve. This implies, as a conse-
quence of the general bound on privacy loss, that an informed at-
tacker can’t learn any property of a worker record with probability
1 after seeing the output of the algorithms unless the attacker al-
ready knew that fact, as reflected in his prior odds.

2. No precise inference of establishment size: An informed
attacker should not infer the total employment of a single esta-
blishment to within a multiplicative factor of ↵. We do not require
stronger privacy of the form “presence of an establishment must not
be inferred,” since (a) the existence of an employer establishment is
considered public knowledge, (b) the data are an enumeration of all
employer establishments, and (c) whether or not an establishment
is big or small is well known. This requirement balances the legal
need for protecting the operations of a business with widespread
knowledge of approximate employment sizes of establishments.

We can formalize the employer-size privacy requirement as fol-
lows. For any establishment e, let |e| denote the random variable
representing the number of workers employed at e. We define the
requirement for both informed and weak adversaries.

DEFINITION 4.2 (EMPLOYER SIZE REQUIREMENT). Let e
be any establishment in E . A randomized algorithm A protects
establishment size against an informed attacker at privacy level
(✏,↵) if, for every informed attacker ✓ 2 ⇥, for every pair of num-
bers x, y, and for every output of the algorithm ! 2 range(A),
����log

✓
Pr

✓,A

[|e| = x|A(D) = !]

Pr
✓,A

[|e| = y|A(D) = !]

�
Pr

✓

[|e| = x]

Pr
✓

[|e| = y]

◆����  ✏ (4)

whenever x  y  d(1+↵)xe and Pr
✓

[w = x], P r
✓

[w = y] > 0.
We say that an algorithm weakly protects establishments against an
informed attacker if the condition above holds for all ✓ 2 ⇥

weak

.

As in Definition 4.1, this definition bounds the maximum Bayes
factor the informed attacker can learn within the universe of allow-
able data tables. Unlike the case of individuals, Definition 4.2 does
allow an adversary to learn about the gross size of an employer
establishment.

3. No precise inference of establishment shape: An informed
attacker cannot precisely infer the composition of a single esta-
blishment’s workforce (e.g., the fraction of males who have a bach-
elor’s degree or the fraction with Hispanic ethnicity). We call the
distribution of an establishment’s workforce based on worker char-
acteristics its shape. One can think of this requirement as protect-
ing the distribution of characteristics of the workforce, whereas the
previous requirement protected the magnitude of each character-
istic. We believe this shape requirement implements the legally
mandated confidentiality of an establishment’s operating charac-
teristics. The definition bounds the maximum Bayes factor that
the informed adversary can learn within the set of allowable inputs.

DEFINITION 4.3 (EMPLOYER SHAPE REQUIREMENT). Let e
be any establishment in E . Let eX denote the subset of employees
working at e who have values in X ⇢ A

1

⇥ . . .⇥ A
k

. A random-
ized algorithm A protects establishment shape against an informed
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A case study on US Census Bureau Data 
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Satisfying Privacy Requirements 

But algorithms that satisfy DP (employers) result 
in a high loss in utility.  
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Privacy for 
Employees 

Privacy for 
Employers 

Input Noise Infusion No No 

DP (employees) Yes No 

DP (employers) Yes Yes 



Employer-Employee Privacy 

•  A new privacy definition that is customized to the 
privacy requirements, and yet permits useful 
algorithms.  

•  Neighboring tables: 
– Differ in the set of  employees working at a single 

establishment 
–    

CRCS Lunch Seminar, Harvard University 40 

prosecute the attacker. If they are not, then the data item itself is no
longer confidential, and statutory protection doesn’t apply because
the employer released the value.

Next, we show that individual employees could be re-identified
by informed attackers (thus violating Definition 4.1). Suppose a
marginal query q

VI[VW with one combination v
W

2 dom(V
W

)

fits exactly one workplace w. Additionally, suppose an adversary
knows that there is only one employee in w with a college degree.
If V

W

contains the education attribute, then the only cells that cor-
respond to having a college degree in h(w, c) with positive counts
are those that correspond to the true values of the other attributes for
that employee. Since zero counts are preserved in the current SDL,
the attacker can infer the other true attributes for this employee by
looking at the published counts. Current publications of the ER-EE
data we consider are vulnerable to this attack, but can be thwarted
by the algorithms we propose.

6. APPLYING DIFFERENTIAL PRIVACY
In this section we directly apply differential privacy to our prob-

lem by considering the entities in our problem (employers and em-
ployees) to be nodes in a bipartite graph connected by edges that
represent jobs. Thus, work applying differential privacy to graphs
can now be brought to bear on our problem [18, 20, 32, 31].

Two standard variants considered in the context of graphs are
edge and node differential privacy. Edge differential privacy con-
siders neighboring graphs that differ in the presence of a single
edge. In our context, that corresponds to adding or removing a sin-
gle job (hence, worker) from our database. We can show that this
definition is sufficient to satisfy the employee privacy requirement
(Definition 4.1). However, edge differential privacy does not ensure
privacy of establishments (Definitions 4.2 and 4.3; see Claim B.1
in Appendix B). For instance, under this definition an adversary
is allowed to compute the total employment count at a single esta-
blishment by adding to the true count noise drawn from Lap(1/✏).
We can show that the noise added is at most log(1/p)

✏

with proba-
bility 1� p (i.e., at most 5 for ✏ = 1 and p = 0.01). Knowing that
the total employment in an establishment is 10,000 ±5 is almost as
good as knowing the true count, and this inference continues to im-
prove as the establishment size increases; hence, it cannot respect
a fixed privacy-loss budget for establishments.

Node differential privacy considers neighboring graphs that dif-
fer in the presence of an single node and all the edges incident to
it. In our context that corresponds to removing or adding a single
employer along with all the workers who are employed at this em-
ployer. Node differential privacy is much stronger, and in the con-
text of our problem will satisfy the employee and employer privacy
requirements (Definitions 4.1, 4.2 and 4.3). However, this comes at
a huge cost to utility.

Since there is no a priori bound on the number of edges inci-
dent on each node (other than the number of nodes in the graph),
the Laplace mechanism is inapplicable for edge counting queries
under node-differential privacy. Hence, an alternate method to per-
turb counts is projection. Projection techniques [18, 20, 32] modify
the graph by adding or deleting edges and nodes until the maximum
degree of a node is bounded by a small number ✓. Edge counting
queries on this bounded-degree graph have bounded sensitivity (of
✓) and hence can be answered by adding noise from Laplace(✓/✏).
For instance, the truncation method [32] projects the graph by re-
moving nodes until all nodes have degree less than ✓. When ✓ is
small, a significant fraction of the nodes with degree larger than ✓
will be excluded from the count query. In our context, this would
severely distort the characteristics of large employers. Preserving

properties of these establishments is important for economic stud-
ies. When ✓ is large, the noise added would also be very large,
adding too much noise to cells with small businesses to be useful.

Using this technique on our data with ✓ = 1000 in the context of
ER-EE data results in removing all establishments with more than
1,000 employees; between 740 and 815 establishments would be
removed.7Moreover, in a tabular summary of counts by place, in-
dustry and ownership, over 93% of the counts have a total count
less than a 1000. Adding Laplace noise with sensitivity of a 1000

(even with ✏ = 1) would result in expected noise greater than the
cell counts. We present further empirical evidence of the error in-
curred by this technique in Section 10.

7. FORMAL PRIVACY DEFINITION
We present two refinements of our privacy definitions that ensure

protection against informed and weak adversaries, respectively, as
we have defined them. Our new definitions are in Section 7.1; their
privacy semantics are in Section 7.2. Our formal privacy definitions
ensure that the requirements in Section 4 are satisfied.

7.1 Privacy for Employer-Employee Data
We denote the universe of establishments as E and the universe

of workers as U .

DEFINITION 7.1 (STRONG ↵-NEIGHBORS). Let D and D0

be two ER-EE tables that differ in the employment attribute of ex-
actly one record (say corresponding to establishment e). Let E
denote the set of workers employed at e in D, and E0 denote the
set of workers employed at e in D0. Then D and D0 are strong ↵-
neighbors if E ✓ E0, and |E|  |E0|  max((1+↵)|E|, |E|+1)

We refine our privacy definition using definition 7.1:

DEFINITION 7.2 ((↵, ✏)-ER-EE PRIVACY). A randomized al-
gorithm M is said to satisfy (↵, ✏)-ER-EE Privacy, if for every set
of outputs S ✓ range(M), and every pair of strong ↵-Neighbors
D and D0, we have

Pr[M(D) 2 S]  e✏Pr[M(D0
) 2 S]

First, note that every pair of neighboring ER-EE tables must differ
in the presence or absence of at least one worker. Next, note that
neighboring tables do not differ in either the number of establish-
ments or the values of their public attributes. Definition 7.1 bounds
changes in a subset of the workforce of an establishment by ↵ times
the total workforce.

THEOREM 7.1. Let M be an algorithm satisfying (↵, ✏)-ER-
EE privacy. Then, M satisfies the individual privacy requirement
at privacy level ✏, and the establishment size and shape require-
ments at privacy level (✏,↵).

When releasing counts over both establishment and worker at-
tributes, this definition 7.2 is too strong to provide useful results.
We further refine our definitions.

DEFINITION 7.3 (WEAK ↵-NEIGHBORS). Let D and D0 be
two ER-EE tables such that they differ in the employment attribute
of exactly one record (say corresponding to establishment e). Let
� : U ! {0, 1} be any property of a worker record, and for any
S ⇢ U , let �(S) =

P
r2S

�(r). Let E denote the set of workers
7The number of establishments with size > 1000 is a sensitive
count. This count was computed using the Laplace mechanism with
✏ = 0.1. The reported range is the 95% confidence interval.



Employer-Employee Privacy 

prosecute the attacker. If they are not, then the data item itself is no
longer confidential, and statutory protection doesn’t apply because
the employer released the value.

Next, we show that individual employees could be re-identified
by informed attackers (thus violating Definition 4.1). Suppose a
marginal query q

VI[VW with one combination v
W

2 dom(V
W

)

fits exactly one workplace w. Additionally, suppose an adversary
knows that there is only one employee in w with a college degree.
If V

W

contains the education attribute, then the only cells that cor-
respond to having a college degree in h(w, c) with positive counts
are those that correspond to the true values of the other attributes for
that employee. Since zero counts are preserved in the current SDL,
the attacker can infer the other true attributes for this employee by
looking at the published counts. Current publications of the ER-EE
data we consider are vulnerable to this attack, but can be thwarted
by the algorithms we propose.

6. APPLYING DIFFERENTIAL PRIVACY
In this section we directly apply differential privacy to our prob-

lem by considering the entities in our problem (employers and em-
ployees) to be nodes in a bipartite graph connected by edges that
represent jobs. Thus, work applying differential privacy to graphs
can now be brought to bear on our problem [18, 20, 32, 31].

Two standard variants considered in the context of graphs are
edge and node differential privacy. Edge differential privacy con-
siders neighboring graphs that differ in the presence of a single
edge. In our context, that corresponds to adding or removing a sin-
gle job (hence, worker) from our database. We can show that this
definition is sufficient to satisfy the employee privacy requirement
(Definition 4.1). However, edge differential privacy does not ensure
privacy of establishments (Definitions 4.2 and 4.3; see Claim B.1
in Appendix B). For instance, under this definition an adversary
is allowed to compute the total employment count at a single esta-
blishment by adding to the true count noise drawn from Lap(1/✏).
We can show that the noise added is at most log(1/p)

✏

with proba-
bility 1� p (i.e., at most 5 for ✏ = 1 and p = 0.01). Knowing that
the total employment in an establishment is 10,000 ±5 is almost as
good as knowing the true count, and this inference continues to im-
prove as the establishment size increases; hence, it cannot respect
a fixed privacy-loss budget for establishments.

Node differential privacy considers neighboring graphs that dif-
fer in the presence of an single node and all the edges incident to
it. In our context that corresponds to removing or adding a single
employer along with all the workers who are employed at this em-
ployer. Node differential privacy is much stronger, and in the con-
text of our problem will satisfy the employee and employer privacy
requirements (Definitions 4.1, 4.2 and 4.3). However, this comes at
a huge cost to utility.

Since there is no a priori bound on the number of edges inci-
dent on each node (other than the number of nodes in the graph),
the Laplace mechanism is inapplicable for edge counting queries
under node-differential privacy. Hence, an alternate method to per-
turb counts is projection. Projection techniques [18, 20, 32] modify
the graph by adding or deleting edges and nodes until the maximum
degree of a node is bounded by a small number ✓. Edge counting
queries on this bounded-degree graph have bounded sensitivity (of
✓) and hence can be answered by adding noise from Laplace(✓/✏).
For instance, the truncation method [32] projects the graph by re-
moving nodes until all nodes have degree less than ✓. When ✓ is
small, a significant fraction of the nodes with degree larger than ✓
will be excluded from the count query. In our context, this would
severely distort the characteristics of large employers. Preserving

properties of these establishments is important for economic stud-
ies. When ✓ is large, the noise added would also be very large,
adding too much noise to cells with small businesses to be useful.

Using this technique on our data with ✓ = 1000 in the context of
ER-EE data results in removing all establishments with more than
1,000 employees; between 740 and 815 establishments would be
removed.7Moreover, in a tabular summary of counts by place, in-
dustry and ownership, over 93% of the counts have a total count
less than a 1000. Adding Laplace noise with sensitivity of a 1000

(even with ✏ = 1) would result in expected noise greater than the
cell counts. We present further empirical evidence of the error in-
curred by this technique in Section 10.

7. FORMAL PRIVACY DEFINITION
We present two refinements of our privacy definitions that ensure

protection against informed and weak adversaries, respectively, as
we have defined them. Our new definitions are in Section 7.1; their
privacy semantics are in Section 7.2. Our formal privacy definitions
ensure that the requirements in Section 4 are satisfied.

7.1 Privacy for Employer-Employee Data
We denote the universe of establishments as E and the universe

of workers as U .

DEFINITION 7.1 (STRONG ↵-NEIGHBORS). Let D and D0

be two ER-EE tables that differ in the employment attribute of ex-
actly one record (say corresponding to establishment e). Let E
denote the set of workers employed at e in D, and E0 denote the
set of workers employed at e in D0. Then D and D0 are strong ↵-
neighbors if E ✓ E0, and |E|  |E0|  max((1+↵)|E|, |E|+1)

We refine our privacy definition using definition 7.1:

DEFINITION 7.2 ((↵, ✏)-ER-EE PRIVACY). A randomized al-
gorithm M is said to satisfy (↵, ✏)-ER-EE Privacy, if for every set
of outputs S ✓ range(M), and every pair of strong ↵-Neighbors
D and D0, we have

Pr[M(D) 2 S]  e✏Pr[M(D0
) 2 S]

First, note that every pair of neighboring ER-EE tables must differ
in the presence or absence of at least one worker. Next, note that
neighboring tables do not differ in either the number of establish-
ments or the values of their public attributes. Definition 7.1 bounds
changes in a subset of the workforce of an establishment by ↵ times
the total workforce.

THEOREM 7.1. Let M be an algorithm satisfying (↵, ✏)-ER-
EE privacy. Then, M satisfies the individual privacy requirement
at privacy level ✏, and the establishment size and shape require-
ments at privacy level (✏,↵).

When releasing counts over both establishment and worker at-
tributes, this definition 7.2 is too strong to provide useful results.
We further refine our definitions.

DEFINITION 7.3 (WEAK ↵-NEIGHBORS). Let D and D0 be
two ER-EE tables such that they differ in the employment attribute
of exactly one record (say corresponding to establishment e). Let
� : U ! {0, 1} be any property of a worker record, and for any
S ⇢ U , let �(S) =

P
r2S

�(r). Let E denote the set of workers
7The number of establishments with size > 1000 is a sensitive
count. This count was computed using the Laplace mechanism with
✏ = 0.1. The reported range is the 95% confidence interval.
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Employer-Employee Privacy 

•  Provides a differential privacy type privacy 
guarantee for all employees 
– Algorithm output is insensitive to addition or 

removal of  one employee 

•  Appropriate privacy for establishments 
– Can learn whether an establishment is large or small, 

but not exact workforce counts.  
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A case study on US Census Bureau Data 
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Laplace Mechanism 
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Global Sensitivity 

•  S(q): Maximum change in the query answer over 
any pair of  neighboring databases.  

•  Theorem: Adding Laplace noise with  
�= S(q) /� satisfies �-DP.   
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Sensitivity for LODES queries 

•  q: Count of  jobs in NYC 

•  If  M is the maximum possible workforce size for 
an establishment,  
     S(q) = M(1+�) 

 
 Laplace mechanism will result in too much noise 
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Sensitivity for LODES queries 

•  q: log ( Count of  jobs in NYC ) 

     S(q) = log (1+�) 
 

 Log-Laplace Algorithm 
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Smooth sensitivity 

•  q: Count of  jobs in NYC 

•  Local Sensitivity LS(q, D):  
Maximum change in query answer among 
neighbors of  D.  

  LS(q,D) = �q(D)  
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Smooth sensitivity 

•  q: Count of  jobs in NYC 
    LS(q,D) = �q(D)  

 
•  LS(q, D) in our case is smooth, so we can add 

noise proportional to LS(q, D) 
 

 Smooth-Gamma and Smooth-Laplace* Algorithms 
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Composition 

Sequential Composition:  
 Answering k queries under Employer-Employee 

privacy each with parameter �ensures privacy 
with parameter k�. 
 
Parallel Composition:  

 Answering queries on disjoint sets of  employers 
does not degrade the privacy parameter.  

CRCS Lunch Seminar, Harvard University 50 



This talk 

•  A case study on US Census Bureau Data 

– Current algorithm for data release with no provable 
guarantees and parameters used have to be kept secret 

– Our new algorithms provably satisfy a strong privacy 
guarantee (like differential privacy)  

– Can release tabular summaries with comparable or better 
utility than current techniques!  
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Empirical Results on Utility 

•  Sample constructed from 3 states in US 
– 10.9 million jobs and 527,000 establishments 

•  Q1: Marginal counts over all establishment 
characteristics 

•  Metric: L1 error (new)/L1 error (current) 
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Marginal query 
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Figure 1: Average L
1

error ratio of releasing employment count for Census place by NAICS sector (industry) by ownership marginal
compared to the current system.
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Figure 2: Spearman correlation between tested model and input noise infusion on the count of employment ranked for Census place
by NAICS sector (industry) by ownership.
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Figure 3: Average L
1

error ratio of releasing single queries of employment in the Census place by NAICS sector (industry) by
ownership by sex by education marginal, compared to the current system.

•  Smooth-Laplace has the least 
utility cost 
–  Due to small chance of  

violating privacy 

•  For �≥ 1, and �≤ 5% 
utility cost is at most a factor 
of  3.  

•  DP(employees) algorithm has 
uniformly high cost (>10) for 
all epsilon values. 
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Empirical Results on Utility 

•  Sample constructed from 3 states in US 
– 10.9 million jobs and 527,000 establishments 

•  Q2: Rank cells in the marginal table by total 
count 

•  Metric: Spearman rank-ordered correlation  
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Ranking Query 
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Summary 

•  Can traditional algorithms for data release and 
analysis be replaced with provably private 
algorithms while ensuring little loss in utility? 
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Summary 

•  A case study on US Census Bureau Data 
–  Current algorithm for data release with no provable guarantees 

and parameters used have to be kept secret 
–  Our new algorithms provably satisfy a strong privacy 

guarantee (like differential privacy) 
–  Our privacy guarantees ensure privacy requirements that we 

developed by reviewing the current interpretations of  the 
legal regulations  

–  Can release tabular summaries with comparable or better utility 
than current techniques!  
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Provable Privacy Challenge 

•  Can traditional algorithms for data release and 
analysis be replaced with provably private 
algorithms while ensuring little loss in utility? 
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Challenge 1 

•  Customizing Privacy to applications 
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Challenge 1 

•  Customizing Privacy to applications 
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No Free Lunch 
SIGMOD 2011 

Pufferfish 
PODS 2012 

Blowfish 
SIGMOD 2014  

VLDB 2015 

One-sided privacy 
SIGIR Workshop 2016 

Output constrained DP 
VLDB 2017 (under review) 

Privacy for Census Bureau Data 
SIGMOD 2017 

Xi He Sam Haney 



Challenge 2 

•  Raising awareness of  DP technology 
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Challenge 2 
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Challenge 3 

•  Building privacy implementations that are 
provably private and have low error 
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Challenge 3 

•  Building privacy implementations that are 
provably private and have low error 
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Challenge 3 

•  Building privacy implementations that are 
provably private and have low error 
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Challenge 3 

•  Building privacy implementations that are 
provably private and have low error 
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UMass/Duke/Colgate Team: Ongoing Efforts

1

Pythia → Operator framework

Event monitoring

User study on differential privacy  
(with CMU)

DARPA Brandeis CRT Meeting   Jan. 13, 2017
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Challenge 4 

•  Enabling end-to-end science on private data 
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Challenge 4 
“Gap between theory and practice”
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Figure 1: Two alternative models for the workflow of private data analysis: (a) depicts an idealized work-
flow where private algorithm A performs task T on the private input; (b) presents a more realistic but more
complex workflow for typical data mining tasks. Our proposed research focuses on the shaded boxes.

components of the data mining workflow, analysts are unlikely to obtain useful results.
• No guidance on setting privacy policy. While prior works have given semantic interpretations to dif-

ferential privacy, none provide concrete guidance on how to set parameters. Setting policy is even more
complex with emerging variants of differential privacy [22, 75, 113], which give the data owner po-
tentially overwhelming flexibility in the protected properties of the private input. An algorithm may
technically satisfy differential privacy, but an inappropriate policy can lead to blatant disclosure [73].

• Inadequate empirical evaluation. A final barrier is that the research community has not made a con-
vincing argument that algorithms are ready for deployment. Experiments are done under idealized
conditions with an emphasis on comparative error rates (is A1 better than A2?) rather than absolute
utility (is the error in the output of A acceptable?). Emerging algorithms have complex dependencies
on the input, making it difficult to extrapolate performance from published results. There has been little
attention paid to the methodology of empirical evaluation and no benchmarks have been established.
As a result, a data owner cannot easily assess the state-of-the-art methods for their task.

Addressing the issues outlined above is essential if the rich array of private data mining algorithms devel-
oped in the research community are going to see widespread adoption. Although our vision poses new
challenges for private data analysis, it does not necessarily mean the utility of the output must be reduced.

Proposed research We aim to achieve three broad objectives: (a) systematically formalize a complete
workflow for differentially private data analysis, (b) develop solutions for key components of the workflow
that are currently unknown, and (c) improve the empirical evaluation and dissemination of differentially
private algorithms under realistic working conditions. Our plan includes the following outcomes:
• Private algorithms for cleaning and transformation (Research Aims 1-4; Sec. 2.2) In preliminary work,

we find that we can improve the accuracy of differentially private classifiers through preprocessing. In
addition, we see that some standard preprocessing techniques that traditionally work well break down
in the private setting. Thus, we plan to comprehensively re-design preprocessing algorithms so they
satisfy privacy conditions and achieve maximum utility.

• Improved model selection and support for iteration. (Research Aims 5-6; Sec. 2.3) We will develop
improved model selection algorithms by characterizing how privacy impacts bias-variance tradeoffs in
model selection. While these tradeoffs are well-studied in the non-private setting, the noise introduced
for privacy alters the equation. For example, preliminary work shows that some query answering strate-
gies can be almost universally improved by imposing a data-dependent uniformity bias. We plan to ex-
pand this work to a broader range of tasks. In addition, we propose to develop algorithms that support
the specific kinds of iterative processes that arise in model selection, including ensemble methods.

• Principled empirical evaluation of private workflows (Research Aims 7-10; Sec. 2.4) To improve em-
pirical evaluation we plan to design and build a public web-based platform, DPCOMP, to support prin-
cipled evaluation of private data mining workflows and to encourage dissemination of related code and
data. In conjunction with DPCOMP, we will develop new principles for determining appropriate pri-
vacy policies as well as new standards for making meaningful judgements of utility. These privacy and
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components of the data mining workflow, analysts are unlikely to obtain useful results.
• No guidance on setting privacy policy. While prior works have given semantic interpretations to dif-

ferential privacy, none provide concrete guidance on how to set parameters. Setting policy is even more
complex with emerging variants of differential privacy [22, 75, 113], which give the data owner po-
tentially overwhelming flexibility in the protected properties of the private input. An algorithm may
technically satisfy differential privacy, but an inappropriate policy can lead to blatant disclosure [73].

• Inadequate empirical evaluation. A final barrier is that the research community has not made a con-
vincing argument that algorithms are ready for deployment. Experiments are done under idealized
conditions with an emphasis on comparative error rates (is A1 better than A2?) rather than absolute
utility (is the error in the output of A acceptable?). Emerging algorithms have complex dependencies
on the input, making it difficult to extrapolate performance from published results. There has been little
attention paid to the methodology of empirical evaluation and no benchmarks have been established.
As a result, a data owner cannot easily assess the state-of-the-art methods for their task.

Addressing the issues outlined above is essential if the rich array of private data mining algorithms devel-
oped in the research community are going to see widespread adoption. Although our vision poses new
challenges for private data analysis, it does not necessarily mean the utility of the output must be reduced.

Proposed research We aim to achieve three broad objectives: (a) systematically formalize a complete
workflow for differentially private data analysis, (b) develop solutions for key components of the workflow
that are currently unknown, and (c) improve the empirical evaluation and dissemination of differentially
private algorithms under realistic working conditions. Our plan includes the following outcomes:
• Private algorithms for cleaning and transformation (Research Aims 1-4; Sec. 2.2) In preliminary work,

we find that we can improve the accuracy of differentially private classifiers through preprocessing. In
addition, we see that some standard preprocessing techniques that traditionally work well break down
in the private setting. Thus, we plan to comprehensively re-design preprocessing algorithms so they
satisfy privacy conditions and achieve maximum utility.

• Improved model selection and support for iteration. (Research Aims 5-6; Sec. 2.3) We will develop
improved model selection algorithms by characterizing how privacy impacts bias-variance tradeoffs in
model selection. While these tradeoffs are well-studied in the non-private setting, the noise introduced
for privacy alters the equation. For example, preliminary work shows that some query answering strate-
gies can be almost universally improved by imposing a data-dependent uniformity bias. We plan to ex-
pand this work to a broader range of tasks. In addition, we propose to develop algorithms that support
the specific kinds of iterative processes that arise in model selection, including ensemble methods.

• Principled empirical evaluation of private workflows (Research Aims 7-10; Sec. 2.4) To improve em-
pirical evaluation we plan to design and build a public web-based platform, DPCOMP, to support prin-
cipled evaluation of private data mining workflows and to encourage dissemination of related code and
data. In conjunction with DPCOMP, we will develop new principles for determining appropriate pri-
vacy policies as well as new standards for making meaningful judgements of utility. These privacy and
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Summary 

•  Goal: Replace traditional algorithms for data 
release and analysis with provably private 
algorithms while ensuring little loss in utility. 

•  Can be done …  

•  … number of  interesting theoretical and 
systems research challenges  
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