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This examination consists of 5 problems, which are subdivided into 10 questions, where each
question counts for the explicitly given number of points, adding to a total of47 points. Please
write your answers in the spaces indicated, or below the questions, using theback of the sheets
for completing the answers andfor all scratch work, if necessary. You are allowed to consult
three 8.5in× 11in sheets with notes, butnot your book or your class notes. If you get stuck on a
problem, it may be advisable to go to another problem and comeback to that one later.

You will have120 minutes to do this test.
Good luck!
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Problem 1 (16 points)

(a, 4pts) Letp be a positive prime integer. Please define under which conditions a residueg∈ Zp is a
primitive root.

(b, 4pts) True or false: Ifp is a positive prime integer and botha andb are quadratic non-residues
modulop, thenc = (a·b) mod p must be a quadratic residue modulop. Please explain.

(c, 4pts) The RSA public key cryptosystem ismalleable. Please explain what that means.

(d, 4pts) Please state Fermat’s last theorem, which was proved by Andrew Wiles in 1994.
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Problem 2 (5 points): Please compute the sum

∑
d|300,d>0

(µ(d) ·d) ,

whereµ is the Möbius function. Please show your derivation. [Hint: note that 300= 22 ·3 ·52 and
that the functionµ(m) ·m is multiplicative.]

Problem 3 (5 points): Using the quadratic reciprocity law, please compute the value of the
Legendre symbol

( 11
1019

)

(Burton’s book writes(11/1019) instead). Note that 1019= 92·11+7.
Please show all your work.
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Problem 4 (16 points): Consider the following table of indices (discrete logarithms) for the prime
number 17 with respect to the primitive rootg = 3:

a 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
ind3(a) 16 14 1 12 5 15 11 10 2 3 7 13 4 9 6 8

(a, 5pts) There areφ(16) residues inZ17\ {0} that are primitive roots (including 3). By inspecting
the above table, please list all those residues.

(b, 5pts) Using the above table, please solve inx∈ Z17 andy∈ Z17 the two congruences

x2 ≡ 2 (mod 17), y3 ≡ 2 (mod 17)

Please give all solutions.
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(c, 6pts) Suppose a residueM ∈ Z17 has been encrypted by the el-Gamal public key system with
public keysp = 17,g = 3 andh≡ 3s ≡ 7 mod 17. The ciphertext is

N = (gr mod 17, M ·hr mod 17) = (14,14).

Please computeM, showing your derivation. [Hint: you can use the table on theprevious
page for deriving the private keys, and for powering, multiplication, and reciprocal mod-
ulo 17.]

Problem 5 (5 points): Please compute all primitive Pythagorean triples(x,y,z) such thatx = 12,
y > 0 andz> 0.
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