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Your Name:
For purpose of anonymous grading, pleasedowrite your name on the subsequent pages.

This examination consists of 6 problems, which are subdivicito 10 questions, where each
guestion counts for the explicitly given number of pointddiag to a total o#46 points. Please
write your answers in the spaces indicated, or below thetimunss using thévack of the sheets
for completing the answers ardr all scratch work, if necessary. You are allowed to consult
three 8.5in x 11in sheets with notes, babt your book or your class notes. If you get stuck on a
problem, it may be advisable to go to another problem and dzank to that one later.

You will have 120 minutes to do this test.
Good luck!
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Problem 1 (16 points)

(a, 4pts) Please state Fermat’s little theorem and Eulerglization to composite moduli.

(b, 4pts) Letp be a positive prime integer and lgtbe Euler'sg function. True or false: there are
@(@(p)) primitve roots modulm. Please explain your answer.

(c, 4pts) True or false: Ip is a positive prime integer analis a quadratic non-residue modybo
then(a® mod p) must be a quadratic non-residue modpldPlease explain.

(d, 4pts) Please explain the Diffie-Hellman private key exade protocol.



Problem 2 (4 points): Please give the value of the sHiglzog ¢~0 @(d).

Problem 3 (5 points): Using the quadratic reciprocity law, please compute the value of the

Jacobi symbo[23%). Please show all your work.



Problem 4 (11 points): Consider the following table of indices (digerogarithms) for the prime
number 17 with respect to the primitive rapt 3:

al] 1 23 45 6 7 8 9 10 11 12 13 14 15 16
indg(a)\16 14 1 12 5 15 11 10 2 3 7 13 4 9 6 8

(a, 5pts) Using the above table, please solvedZ,7 andy € Z,7 the two congruences
x*=2 (mod 17, y’=2 (mod 1%

Please give all solutions.

(b, 6pts) Suppose a residiwk € Z17 has been encrypted by the el-Gamal public key system with
public keysp=17,g= 3 andh = 3°=7 mod 17. The ciphertext is

N = (¢g" mod 17 M -h" mod 17 = (14,14).

Please compute frodl the encryptionN’ of M" = M/3, with r’ = (r + 1 mod 16, that
without computingr or s. Please show your derivation.



Problem 5 (5 points): Letp > 2 be a prime integer witp = 3 (mod 4 and leta € Z be a
quadratic non-residue modufp Show that fox = (a%1 mod p) one hasé = —a (mod p).

Problem 6 (5 points): Please find integexsy, z € Z-g such thax* + y? = 72, Please show your
work.



