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Your Name:
For purpose of anonymous grading, pleasedowrite your name on the subsequent pages.

This examination consists of 6 problems, which are subdivicito 12 questions, where each
guestion counts for the explicitly given number of pointddiag to a total of50 points. Please
write your answers in the spaces indicated, or below thetimunss using thévack of the sheets
for completing the answers ardr all scratch work, if necessary. You are allowed to consult
three 8.5in x 11in sheets with notes, babt your book or your class notes. If you get stuck on a
problem, it may be advisable to go to another problem and dzank to that one later.

You will have 120 minutes to do this test.
Good luck!
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Problem 1 (16 points)

(a, 4pts) Please computé®® mod 10. Please show your work.

(b, 4pts) True of false: For all integexsy, z € Z-o with x> +y? = 72 one haxyz > 60. Please explain
your answet.
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(c, 4pts) Letp= 11 andi = +/—1, which does not exist id,1. Please simplify the fractlon;_T
to forma+ib, wherea,b € Z11. Please show your work.

(d, 4pts) Please give a modulosc Z-, and a quadratic equati@x? 4 bx+c =0 (modm), where
a,b,c e Zn, that has 3 or more solutions in the unknown residgeZm.



Problem 2 (5 points): Using the quadratic reciprocity law, please compute the value of the

Jacobi symbo(188). Please show all your work.

Problem 3 (8 points): We know for all prime numbes> 3 that(%) =+1<= p==+1 (mod §.
Please prove that

(a, 4pts) ifp=1 (mod 8, cis a quadratic non-residue modyspandb = c(P~1/8 4 c7(P-1)/8,
then we havés? = 2 (mod p). Note that(p—1)/8 € Z.

(b, 4pts) ifp=7 (mod 8 andb = 2(P+1)/4 then we havé? = 2 (mod p). Note that(p+1) /4 € Z.



Problem 4 (10 points): Consider the following table of indices (digerlogarithms) for the prime
number 23 with respect to the primitive rapt 5:
a\12 345 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

inds(a)‘02164118196103920142117871215 5 13 11

(a, 4pts) From the above index table, compute the multifieaorder modulo 23 of the following
residues (the exponent that belongs to the following resdnodule 23):

1, 2, 10, 22 €Zops.

Y

(b, 6pts) Using the above table, please solvexfarZos, y € Zp3, andz € Zyz the three congruences
108=22 (mod 23, y®=2 (mod23, 4%=7 (mod 23.

Please givall solutions and show your work.



Problem 5 (6 points): Taher El Gamal’s 1984 public key cryptosysteaiizes probabilistic cryp-
tography. Please explain how Bob chooses his public key, Hme Ancrypts her messages to him,
and how Bob decrypts them with his secret private key. In paldr, explain why randomization
is necessary for the system’s security.

Problem 5 (5 points): Please find three positive integens z € Z- o such thax? + 5y* = 7°. Please
show your work.



