Problem 1 (16 points)

(a, 4pts) Please compute 2!% mod 10. Please show your work.
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(b, 4pts) True of false: For all integers x,y,z € Z~q with x> 4+y? = z2 one has xyz > 60. Please explain
your answer.

Trur: (oolxnz (#we) = x¢d£7/60
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(c,4pts) Let p=11 and i = +/—1, which does not exist in Z;;. Please simplify the fraction 1—:_
to form a+ib, where a,b € Z;;. Please show your work.
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(d, 4pts) Please givefa modulus m € Z>, and a quadratic equation ax? 4+ bx+c =0 (mod m), where
a,b,c € Zn, that has 3 or more solutions in the unknown residue x € Z,,.
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Problem 2 (5 points): Using the quadratic reciprocity law, please compute the value of the

Jacobi symbol (1$8). Please show all your work. ‘
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Problem 3 (8 points): We know for all prime numbers p>3that( ) +1<=p=+1 (mod 8).
Please prove that
(a, 4pts) if p=1 (mod 8), ¢ is a quadratic non-residue modulo p, and b = c(P~D/8 4 7(P-1)/8,
then we have b> =2 (mod p). Note that (p—1)/8 € Z. p -
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(b, 4pts) if p=7 (mod 8) and b = 2(P*1)/4, then we have b* =2 (mod p). Note that (p+1)/4 € Z. c®
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Problem 4 (10 points): Consider the following table of indices (discrete logarithms) for the prime
number 23 with respect to the primitive root g = 5:
all 2 345 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

ind5(a)|0216411819610 3 9 20 14 21 17 8 7 12 15 5 13 11

(a, 4pts) From the above index table, compute the multiplicative order modulo 23 of the following
residues (the exponent that belongs to the following residues module 23):

1, 2, 10, 22 €Zos.
Exponent of 1 is 1, of 2 is 22/ ged(22,2) = 11, of 10 is 22, of 22 is 22/ ged(22,11) = 2.

(b, 6pts) Using the above table, please solve for x € Z3, y € Z3, and z € Zy;3 the three congruences
100*=22 (mod 23), y*=2 (mod23), 4%=7* (mod 23).

Please give all solutions and show your work.

8- inds(x) + inds(10) = inds(22) (mod 22),
8inds(x) = (11 —3) =8 (mod 22), inds(x) =1 (mod 11): so x =5, 18.

13-ind(y) =2 (mod 22), ind(y) = 13712 (mod 22), ind(y) =13, y = 18.

zind(4) =4z =4ind(z) (mod 22), z =ind(z) (mod 11): z 7&22.
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Problem 5 (6 points): Taher El Gamal’s 1984 public key cryptosystem realizes probabilistic cryp-
tography. Please explain how Bob chooses his public key, how Alice encrypts her messages to him,
and how Bob decrypts them with his secret private key. In particular, explain why randomization
is necessary for the system’s security.

Boby s PMV%‘{'{ g é’Z?\Qo} |
PM)&,QAC ZZ} i ?({ui,o.) 8 Plinna. Vook
A= (g p)

Alicy.  em M Dy cloching  rarndin
Le 2, &mab»:f%{h F@"“é
C%wad]:, M#\QMF}fc ></8>

Bol, diogpls &8 =M (e )

)-g Avice hn nol Passe £ Aorolon. |
%= Moy (ned p ) Mmmﬁa e Qw‘ﬁ/&

Problem 5 (5 points): PleaSe find three positive integers x, }z € Zq such that x2 + 5y* = z2. Please

show your work. N :
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y=25tt=2x=5-12=1,z=5+2=9: 1+5-16 = 81.
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