
Problem | (16 points)

(a, 4pts) Please compute 21ffi mod 10. Please show your work.

2too=O [,^d z)
2'* = e-),' =i Q,""A 5 ) ,toio= G GJ ,o)

9 +-5i: T =a'(t+si)=lo+g;

l
(b, 4pts) True of false: For all integers r ,!,2 e Z>o with * +f : * one has ryz ) 60. Please explain

your answer.

Tv,*. C"l x \= &-+) -7 ,1rZ 6o

(c,4pts) I*t p:ll and i : rfi,which does not exist in 211. Pleasesimplify the fraction *l+i
to form a*ib,where a,b e Zn. Please show your work.

7+1 i<:l+t

(d,4pts) Please-i,rn:alusnr€ zT2andaquadraticequation a*+bx+c:0 (modrn),where
arbrc e Z^',that has 3 or more solutions in the unknown residue x e Z*.

x2-l = f+l G;,t) Y= t)3/ \ 1
x3-t = x1 +a(*^a' tr) x. =1, #, l\/ lt



!k'z

1f p:- I (mod 8),cisaquadraticnon-residuemodulo p,andb:cb-r)/8ar7(p-t)/8,
thegwe haveb2:2 (mod p). Notethat (p -l)l8e Z. t a P -f

Gri _ .;'}f,'\ ; 
* " 

r'4 n Z.P' * .- Tt- / \- r c- 
.P-I

o-l= ? t c'? + cP-t.c'*-

if p:7 (mod 8) and b:2b+1)14. then we haveb2= 2 (mod p). Note that (p* l)14 eZ. - C' ci

(a, 4pts)

(b,4pts)

=ZP-T
a-2 :L(r+ )': ,'+= z

\/

€ai.- G) = z'*'= ' (^^*t,



Problem 4 (10 points): Consider the following table of indices (discrete logarithms) for the prime
number 23 with respect to the primitive root g - 5:

all 2 3 4 5 6 7 8 9 10 11 12 13 14 15 t6 t7 18 19 ZO 2t 22
a)10 2 16 4 1 18 19 6 10 20142117 I 712 15 51311

(a,4pts) From the above index table, compute the multiplicative order modulo 23 of the following
residues (the exponent that belongs to the following residues module 23):

l, 2, 10, 22 e Zzt.

Exponent of I is l, of 2 is 221 gcd(22,2) - ll, of lO is 22, of 22 is 22/ gcd(22,1l\ :2.

(b,6pts) Using the above table, please solve forx e Zzt,! e Zzz, and z € Z6thethree congruences

lOxB :22 (mod 23), yr3 =2 (mod 23), 4Z =za (mod 23).

Please give all solutions and show your work.

f .ind5@)+ind510): ind5(22) (md 22),
8ind5@) : (11 - 3) : 8 (mod 22), ind5@) : I (mod l1); sox : 5, 18.

13-ind(y) = 2 (mod 22), ind(y): l3-r 2 (mod 22), ind@: 13, y: 18.

zind$) = 4 7 = a indQ) (mod 22), 7 = ind(z) (mod I t) : z --r!!2.
t)

4@



Problem 5 (6 points): Tiaher El Gamal's 1984 public key cryptosystem realizes probabilistic cryp-
tography. Please explain how Bob chooses his public key, how Alice encrypts her messages to him,
and how Bob decrypts them with his secret private key. In particular, explain why randomization
is necessary for the system's security.
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Problem 5 (5 points): Plea[e find three positiJe integers.r,/4 e zrosuch that I +'rro :1. please G

show your work.

y :2JSt, t :2, x : 5 -t2 : \,2: 5+tz :9: 1 *5. 16: 81.
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