
Ttoo d lo0 = lG lr"J to tu rl
(b,4pts) Trueorfalse: If pisaprimenumbertheno(pz-p):@+t1o1p-1). Pleaseexplain.
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thr"g.-itic

zf e*h(p-r)): 6-(r) ffft{) € tr*r) r(r-r)
G *(r, p-l ) = r ^t s{u{"J. : vLp y^

(c, 4pts) Please construct a primitive Pythagorean triphe (x,7 ,z) eZ3ro such that.# +72 : *.

Problem 1 (16 points)

(a,4pts) Please cornpute 21m mod 100. Please show your work.
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(d, 4pts) Please state a conjecture in number theory, which is yet to be proven. G C_p Gtrf ) = I
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Problem3(spoints): \ *\ s6ffi).ft\".1i;ffi)ffi).nqe;
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a quadratic non-residue, please use 14.

+f

*i')1"/-''/ -r' 
\ l7'+ ) lTa = 21,

Qd=tl lsg [+-)t = 6tax-r )=13
rc/g wl, 4 +z . \ tf t{= lo 

"u=25

,t+Z



Problem 4 (10 points): Consider the following table of indices (discrete logarithms) for the prime

number 23 with respect to the primitive root g - 5:

L 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 t7 18 19 20 2t 22

02164 118196 10 3 920142117 8 712 15 51311

zdt

1{,

(a,4pts) By inspecting the above table, for the multiplicative orders k:1,2,11,22 ptease list one

residue ap e Zy \ {0} each that has order k (belongs to the exponent k modulo 23).

L* \, e c> (i^Jr{"1 d=zz 9r= I

L=z €co[i,"{aG\rzz)=lt : Qr=?7
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Laf 2l

(b, 6pts) Using the above table, please solve for x € 223, y e Zzz,and z € Zcgthethree congruences

l8x6 : 9 (mod 23), y?r :22 (mod 23), 53' :e (mod 23).
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Please give all solutions and show your work.
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Problem 5 (6 points): Taher El Gamal's 1984 public key cryptosystem in its original form is still
malleable. Alice sends Bob a ciphertext

E(Me) : ( g'o mod p., Met{i moA p) , rArandom and hidden,

-.7 -r7
of her message Ma with his public key hs: (d, mod p), sB secret. Charlie, knowing the cipher
xAtlA, can encrypt XcMe with his ,ta without knowing Me. A problem is that Charlie needs to
send his own xc, and does so by using xc: (xtg'c mod p) for his own randotrt rc. Please give

= \'. r.1A 4;^ f^,[,[*r.%)'-1-r tr{
Problem 6 (5 points): Please find three positive integers x,y,z €Zss suchtnxCCdO,.r, : *O*+r:za 
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