
Problem 1 (16 points)

(a, 4pts) Please describe how Bob, using his private keys of a public key crypto system, can provide
a digital signature that Alice can verify using Bob's public keys.
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(b, 4pts) True or false: 60(lm) :6'1oo : I (mod 1000). Please explain.
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(d, 4pts) Please state the recent progress (by Yitang Zhang and followed-up by others) towards prov-

ing that there are infinitely prime twins.
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Problem 2 (5 points): The following is a fiace of the computation of the l,egendre symbol (#)
using Jacobi's reciprocity law. Please fill in the blanks.1.3z- .l 16(#) :(d) ffi, (#) : c,)r:(_ r) '"- +l
r#l: (#, (fri,_ &) : ( - rS( "* -'>tu : (- r r +: + \

5q
f&l(A : i D€ 

#= o\, 
^ :rrnod 

73 :,4;

!,i) 
:7*)Gl)' 

^er.): 
(t,%s -- (-, )'u'7L rl

--r -, (o 12
(d(?:&')='== +l ; 73mod7:3
'-! .-l L'b
(;Xl) :[-r)='€ - -l ; Tmod 3:t; (#): - [

-flletS tgpoiitsl:I*t pbe aprimeintegerwithp:5 (mod 8), thatis, p- t =0 (mod 4),
p * 3 -- O : 3 p * I (mod 8) . I*t a be a quadratic residue and c aquadratic non-residue modulo p.
Please prove thatb2: a (mod p) for
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Problem 4 (10 points): Consider the following table of indices (discrete logarithms) for the prime

number 23 with respect to the primitive root g - 7:

alt 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

t42t19 81015 912 518t713 311

(a, 4pts) From the above index table, please compute the multiplicative order modulo 23 of the fol-
lowing residues (the exponent that belongs to the following residues module 23), showing
your work:

2,3,4,5e22.
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(b, 6pts) Using the above table, please solve for x € Zzz, ! e Zzz, and e € Zrythe three congruences

xre : 19 (mod 23), l9yt2 :14 (mod 23), 722: * (mod 23).

Please give all solutions and show your work.
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Pnoblem 5 (6 points): Suppose Alice has encrypted a residue M e %zt by the Thtrer El-Gamal's
public key system with public keys p - 23, g: 7 and h:7' : 16 mod 23. Atce's ciphertext is

E : (g' mod23, M.h'mod 23) : (13,11).

Please show how Bob computes M. [Hint: you can use the table on the previous page for deriving
Bob's private key s, and for powering, multiplication, and reciprocal modulo 23.]
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T' /5 relatively prime, such that./ *y2 : f .
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