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Problem 1 (16 points)

(a, 4pts) In public key cryptography, Alice encodes her clear text using no secret. Please explain why
such a cipher text can be secure, in particular what assumption guarantees the security of an

RSA cipher.
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(b, 4pts) True or false:'if n is a composiu integJr ) 4 then Q@) < l, wnere @ is Euler's function.
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Please explain.
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(c, 4pts) True or false: for all non-negative integerc n e Z2_s there exist four non-negative integers

x,!,2,w e Z>g such that n: * +y2 + z2 +ur2. Please explain.
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(d, 4pts) True or false: there exist positive integers x,!,2,w e Z2s such that *o +yo t z4 : w4. Please

explain.
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Problem 2 (5 points): The following is a fface of the computation of the Legendre symbol

(#) ,'r
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ff) using Jacobi's reciprocity law. Please fill in the blanks.

-l - I t

(#): (#) (#), (*): G I ) I'i :-l
(#):(*)G), (*): Gt\'uu*o/4 : +l

rAlff)':G,'f='"' = -, ; 23emod7r :z6i

(*):r*l (#), (+): .(-t\'o'"/* - + |

I t 
-174i (71\'- r ,'.. 6 ' 35 I

Gi)(o):(-t) =+l ;71 modt3:6

(*l : (*l(*)' (fr) : Gr \'' '"/o- -\ 
'-l -r I

(*Xf) :cr\r -b=+l 
'(+) :-Lt ; (;#):*[

tl
Problem 3 (8 points):

(a, 4pts) Please show that a: p -): -2 (mod p) is a quadratic residue modulo a prime p > 3 lf
and only lf p:1 (mod 8) or p : 3 (mod 8). [Hint: Legendre symbol.]
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(b,4pts) Suppose that p: 1 (mod 8). Let c be a quadratic non-residue modulo p_, and' 

tet-i : 6@'r)/z - {(r*t)/e' note that (p - D lA e Z. Please show that b2 = -Z (mod p).
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Problem 4 (10 points): Consider the following table of indices (discrete logarithms) for the prime

t+127131017459

(a, 4pts) For the primitive root gt : 5 there is a constant residue k e 222 such that for all residues

a e Zzt \ 101 o"" has ind5 (a) : k -ind1s(a) (rnod 22). Please compute ft (using the above

table) and show your work.
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Please give all solutions and show your work.
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(b,6pts) Usingtheabovetable,pleasesolveforx€ Zzg,!e Zzt,andze Zlllhe threecongruences

15.115 = 16 (mod 23), 18y16: 13 (mod 23), lo-22 =222 (mod 23)'
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Problem 5 (5 points): Suppose Alice requests a digital signature from Bob using Taher El-Gamal's

public key system with p :23 andg : 10 by sending h6: (l}rt mod 23) . 15. Hete 16 is a one-

time random choice. Bob replies with his digital signature t -- (o'(h'i)-'mod 23) : 19, where

hs: (l}ss mod 23) : 20 is Bob's public key and ss is Bob's secret private key. Please show how

Alice can retrieve o from her r4 and hp. You may use the previous page for deriving Alice's r4,

and for powering, multiplication, and reciprocal modulo 23.
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Problem 6 (5 points): Please find two positive integers x,y e Z;s, GCD(x,y) : 2,

such that * +y': (y*2)2.
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