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Mobile phones have placed communication, sensing, and computation at the
center of nearly all human activity. A great deal of the software written for this
new platform is extraordinarily fun and useful. However, the question of how
much of it we can trust remains unanswered.

M

y undergraduate operating systems class
spends a lot of time thinking about computer systems that don’t work properly.
When discussing ways to ensure that a system
remains predictable in the face of bugs, attacks,
and failures, the students inevitably reach a
point where they have to trust that some thing
or set of things behaves as advertised. If a system is well-designed, then this set of trusted
components will be small, and interactions
between trusted and untrusted components
will be constrained by a set of narrow, wellunderstood interfaces. Of course, even when a
designer carefully abides by these principles,
everything can and will go wrong if his or her
trust is misplaced.

Unexpected Behavior

One system that I discuss in my class to underscore the role that trust plays in system design is
the Secure Sockets Layer (SSL), which provides
the basis for secure communication on the Web.
SSL’s roots of trust are the certificate authorities
(CAs) that vouch for the authenticity of a website’s public key. When I cover SSL, my students
and I work through questions such as how a Web
browser knows if a CA has vouched for another
website’s key, and why we should believe what a
CA says in the first place.
This past fall, with the SSL lecture coming
up, I went online to research CAs’ trustworthiness so that I could update my slides. Using my
office PC, I searched for the name of an overseas CA who had been involved in several highprofile data-confidentiality incidents. Through
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my searches, I read several reports about the CA
from both well-known news organizations and
technology-policy blogs. I updated my slides
with this new information, and my SSL lecture
was well received.
The next day, something unexpected happened: I received an unsolicited text message about job opportunities at the company
I had been researching on my desktop the day
before. I don’t consider myself a paranoid person, but this was too strange and specific to be
a mere coincidence. What made this unwanted
message even stranger was that it was delivered to my private mobile-phone number. I
hide this number behind a Google Voice number that I share with others. Only a handful
of family members know my private number,
and, as far as I know, no public record links it
to me. Nonetheless, someone or something was
able to link my private mobile-phone number
to my Web searches from the day before. How
could this have happened? Who would have
had access to both my private number and my
Web searches?
Google certainly knows both because I route
phone calls to my mobile phone through Google
Voice, and Google obviously knows everything
I search for. However, it seems highly unlikely
that Google was responsible given that, as far
as I know, it doesn’t sell SMS-based ads based
on recent Web searches. My best guess is that
my surprise message was a result of analytics
performed on the websites I visited and data collected by apps installed on my phone. A Web
analytics company would know what search
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term led me to a particular website
via the “referer[sic]” field in an HTTP
request. And, as my collaborators at
Penn State, Intel, and Duke documented in our work on TaintDroid,1
many mobile apps are linked with
third-party libraries that forward
information about a user to remote
advertising and analytics servers.
Any of the apps I use on my device
could easily have collected my
mobile-phone number.

Searching for Bases of Trust

Mobile developers might feel pressure to collect and sell their users’
personal information for several
reasons. First, mobile apps are much
more similar to Web applications
than desktop applications, in that
they represent a form of inexpensive, light entertainment for many
people. This puts pressure on developers to price their apps low enough
to remain an “impulse buy” for users
browsing their device’s app store.
The standard 30/70 split imposed on
developers by app store maintainers
undercuts sales revenue even more.
Given these market realities, no one
should be surprised that developers
have turned to advertising and harvesting users’ information to earn a
living. Yet our apps still seem to do
things we don’t expect.
Google instructs users to “only
install applications you trust,” but
it’s unclear on what basis a user
can decide whether an app is trust
worthy. If an app is attractive and
useful, and requires access to a
device’s location to provide its core
functionality (for example, searching for nearby restaurants), then, for
most users, it makes perfect sense to
give the app access to a device’s location. Unfortunately, an app’s attractiveness and utility says very little
about its trustworthiness.
Security researchers have described
“Trojan horse” attacks on computer
systems since at least 1972, when
the term was used in an appendix of
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James Anderson’s report for the US
Air Force entitled Computer Security Technology Planning Study.2 In
his report, Anderson describes a
Trojan horse as a piece of software
that is “so useful” that a system’s
operator will use it even if he or she
isn’t completely sure how the software was developed or what it’s doing.
Anderson insightfully observed that
Trojan horse attacks exploit vulnerabilities in how software is admitted
into a system, rather than vulnerabilities in the mechanisms used to
control the software’s actions once
it starts to execute. A Trojan horse
attack relies on us to misplace our
trust in something just because it’s
useful or attractive.
Are mobile apps Trojan horses?
Not all apps misuse their users’ data,
and even for the apps that share data
in unexpected ways, calling them
Trojan horses seems harsh. We think
of a Trojan horse as something that’s
truly malicious and actively tries to
damage someone or something. The
vast majority of mobile apps aren’t
interested in causing damage. Yet
when an app isn’t clear about how it
will use the personal data to which
it has access, then its behavior will
closely match the textbook definition of a Trojan horse.

S

hort of denying ourselves all the
ways that apps make our mobile
devices useful and fun, how can we
ensure that our data is handled properly? Three methods come to mind:
economic, legal, or technical frameworks. Given that the economics of
mobile app stores has created strong
incentives for developers to harvest
information instead of charging consumers more directly for the cost of
creating and maintaining services,
an economic framework capable
of securing users’ data is unlikely
to emerge. Rumblings have arisen
that the government might try to
enact laws to ensure that personal

information is handled properly, but
I’m not a legal expert, and the legislative process is hard to predict.
However, we can easily imagine a
technical approach to ensuring that
users have a sound basis for trusting an app. Simply giving users more
information about what an app will
do when they decide to install it and
providing good tools for monitoring
what it does after installation would
improve the current situation a
great deal. Quite a bit of early,
good work is occurring on both
approaches,3 and several opportunities exist for start-ups and researchers in human–computer interaction,
operating systems, and networking
to help create the right framework
for ensuring that sensitive data is
handled properly.
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