
Computational Complexity Theory, Fall 2010 November 5

Lecture 17: Interactive Proof Systems

Lecturer: Kristoffer Arnsfelt Hansen Scribe: Søren Valentin Haagerup

1 Interactive Proof Systems

Definition 1. Let a prover P : Σ∗ → Σ∗ be any function. Let a verifier V be a polynomial time
Probablistic Turing Machine.

• P and V has access to input x.

• Let V be equipped with a special communication tape (in addition to the usual input and
work tapes) and an additional communication state. If V enters the communication state,
the control goes to the prover, which can modify the communication tape. Afterwards V is
restarted.

• If m1, . . . ,mk has been contents of the communication tape in the k rounds including the
current, mk+1 = P (〈x,m1, . . . ,mk〉) will be written on the communication tape (mj is written
by V for odd j, and by P for even j).

Define IP = the class of languages L which can be computed by interaction between any prover P
and verifier V with the following properties

• There is polynomially many rounds of communication

• (Completeness) If x ∈ L, V will accept with probability ≥ 2
3 by interaction with P

• (Soundness) If x /∈ L, V will accept with probability ≤ 1
3 by interaction with any prover P̂

Observation 2. NP ⊆ IP . V is deterministic. P sends certificate for witness to V (full com-
pleteness and soundness). Thus any NP -language has an interactive proof system, i.e. one-way
communication from prover to verifier.

1.1 Why does V need to be probablistic?

Lemma 3. If V was deterministic, we would only characterize languages in NP . (Also see Lemma
8.4 in Arora et. al).

Proof. Assume P is any function and V is a deterministic Turing Machine, and let L be a language
with x ∈ L if and only if V accepts after k rounds of communication between P and V .

Then P could make do without V :
A certificate that x ∈ L is a transcript 〈m1, . . . ,mk〉 of the communication between P and V .
We can thus replace V by V ′ that simulates V , using the transcribe to handle communication

states: When V is started with mj on the communication tape, it is verified that if it stops
in the communication state, mj+1 is on the tape. The machine is restarted with mj+2 on the
communication tape.
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Then V ′ accepts on input 〈x,m1, . . .mk〉 if and only if V accepts after k rounds of communication
between P and V .

But then L ∈ NP , since the transcript 〈m1, . . . ,mk〉 is a certificate, and V ′ is a polynomial
time checker.

Definition 4. Graph Isomorphism (GI ∈ NP )
Given graphs G1, G2: Are G1, G2 isomorphic?

That is, does there exist bijection Φ : V (G1)→ V (G2) s.t.

(u, v) ∈ E(G2)⇔ (φ(u), φ(v)) ∈ E(G2)

It is not known whether GI ∈ P or whether GI is NP-hard.

Definition 5. Graph Non-isomorphism (GNI ∈ co−NP )
Given graphs G1, G2, decide if they are not isomorphic.

It is not known if GNI ∈ NP .

Theorem 6. GNI ∈ IP

Proof. Communication protocol

• V:

– If |V (G1)| 6= |V (G2)| accept.

– Else

∗ V (G1) = V (G2) = {1, . . . , n}
∗ Choose i ∈ {1, 2} uniformly at random.

∗ Choose permutation σ of vertices {1, . . . , n} uniformly at random

∗ Send σ(Gi) to P .

• P: Send j ∈ {1, 2} to V (such that σ(Gi) is a permutation of Gj)

• V: Accept ⇔ i = j

Completeness: If (G1, G2) ∈ GNI, G1 � G2, and P will be able to find the correct j, s.t.
σ(Gi) ∼= Gj and i = j, and send it to V . Thus V accepts with probability 1.

Soundness: If (G1, G2) /∈ GNI. Then the distributions of graphs σ(G1) and σ(G2) are identi-
cal. Thus any prover P̂ will with probability ≤ 1

2 give the right answer s.t. j = i. Repeat the
communication to get smaller success probability.

Observation 7. If the protocol is iterated sequentially k times,

• 2
3 can be replaced with 1− 2−Ω(k)

• 1
3 can be replaced with 2−Ω(k)

The analysis is analogous to the success amplification analysis for BPP with Chernoff bounds.
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Proposition 8. IP ⊂ PSPACE

Proof. Let L ∈ P be given by (P, V ). We will simulate the interaction between P ∗ and V where
P ∗ is the prover which maximize the probability for V to accept. We compute the probability that
V accepts by interaction with P ∗ recursively.

Random choices

P*

Possible answers for any function P

accept reject

max

average

average

(...)

In the following, let p be a polynomial that bounds the running time of V .

We define the following algorithm:
AcceptProb(V, x, coins, ctape) :

• Deterministically simulate V with input x, communication tape ctape and random choices
coins, and stop if V enters communication state.

• If V is in accept state

– return 1.

• If V is in reject state,

– return 0.

• If V is in communication state,

– return maxz∈{0,1}p(|x|) avgr∈{0,1}p(|x|)AcceptProb(V, x, r, z)

We see that AcceptProb can be computed in PSPACE: Computing max and average requires
only very little storage (for max, it is the current maximum. For the average, it is a sum and a
counter) - i.e. they are bounded by a polynomial. Since V has to accept/reject within a polynomial
number of rounds, there are only polynomially many recursions, so in total, we only need polynomial
space.

The actual probability we seek is

Pr = avgcoins∈{0,1}p(|x|)AcceptProb(V, x, coins, ε)

which is also in PSPACE.
Checking Pr ≥ 2

3 , then x ∈ L. If Pr ≤ 1
3 , x /∈ L.
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Theorem 9. Let

#SATD = {〈Φ, k〉 | Φ is a 3-CNF formula with k assignments satisfying Φ}

Then #SATD ∈ IP .
Note: A consequence of this is that co−NP ∈ IP (By setting k = 0).

Proof. We introduce the aritmetization of Φ. A(Φ) is a polynomial.

• A(xi) = xi

• A(x̄i) = 1− xi

• A(l1 ∨ l2 ∨ l3) = 1− (1−A(l1))(1−A(l2))(1−A(l3))

• A(c1 ∧ c2 ∧ . . . ∧ cn) = A(c1)A(c2) . . . A(cn)

If Φ has n variables and m clauses, then A(φ) is a polynomial in x1, . . . , xn of degree 3m.
If P (x) = A(Φ) then #Φ =

∑1
x1=0

∑1
x2=0 · · ·

∑1
xn=0 P (x).

SUMCHECK-protocol: Given prime p, number K, polynomial Q(x1, . . . xn) of degree d,
decide if

1∑
x1=0

1∑
x2=0

· · ·
1∑

xn=0

Q(x) ≡ K mod p

Protocol:

• P: Send polynomial S(x1). (The idea is we should have: S(x1) =
∑1

x2=0 · · ·
∑1

xn=0Q(x))

• V: If S(0) + S(1) 6≡ K mod p, reject.

– If n > 1: We will ensure that P doesn’t cheat us. Choose a ∈ {0, . . . , p − 1} uniformly
at random. Send a to P . Recursively require that P proves

1∑
x2=0

· · ·
1∑

xn=0

Q(a, x2, . . . xn) ≡ S(a) mod p

(this is also a SUMCHECK problem).

– If n = 1: Accept ⇔ Q(0) +Q(1) = K.

There is maximally n rounds, and the verifier can evaluate the polynomial in polynomial time.
Completeness: If

1∑
x1=0

1∑
x2=0

· · ·
1∑

xn=0

Q(x) ≡ K mod p

V will accept with probability 1.
Soundness: If V accepts even though

∑1
x1=0

∑1
x2=0 · · ·

∑1
xn=0Q(x) 6≡ K mod p, then there

exists a round where P has to prove a wrong statement, and V asks in next round to prove a correct
statement. What is the probability that this happens?
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It has to hold that

S(x1) 6≡
1∑

x2=0

· · ·
1∑

xn=0

Q(x1, . . . xn) ≡ K mod p

and

S(a) ≡
1∑

x2=0

· · ·
1∑

xn=0

Q(a, x2, . . . xn) ≡ K mod p

Then T (x1) = S(x1)−
∑1

x2=0 · · ·
∑1

xn=0Q(x1, . . . xn) ≡ K mod p is a polynomial of degree maxi-
mally d, with T (a) ≡ 0.

This happens with probability d
p , since

• there is maximally d roots of a polynomial with degree d in Zp, since Zp is a field.

• {0, . . . , p− 1} are all potential roots, therefore p in the denominator

The total error for all rounds is ≤ nd
p by union bound.

Protocol for #SATD Choose p ∈ {2n+1 . . . 2(2n+1)} prime (there are maximally 2n satisfying
assigments). Run SUMCHECK. The probability of error is now ≤ nd

p < n3m
2n .
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