New Topic

* proof systems
Umans

Complexity Theory Lectures * interactive proofs and their power

Lecture 14: Interactive Proofs « Arthur-Merlin games

Proof systems Proof systems

L ={ (A, 1¥) : Ais a true mathematical assertion
with a proof of length k}

given language L, goal is to prove x € L

proof system for L is a verification algorithm V

— completeness: x € L = 3 proof, V accepts (X, proof)

What is a “proof"? “true assertions have proofs”

— soundness: x & L = V proof*, V rejects (x, proof*)
“false assertions have no proofs”

complexity insight: meaningless unless can be

— efficiency: V x, proof: V(x, proof) runs in polynomial
efficiently verified time in |x|




Classical Proofs

* previous definition:
“classical” proof system
* recall:
L € NP iff expressible as
L={x]| 3y, lyI<Ix% (x,y)ER}and R € P.
* NP is the set of languages with classical
proof systems (R is the verifier)

Interactive Proofs

» Two new ingredients:
randomness: verifier tosses coins, errs with
some small probability
interaction: rather than “reading” proof, verifier
interacts with computationally unbounded
prover

* NP proof systems lie in this framework: prover
sends proof, verifier does not use randomness

Interactive Proofs

* interactive proof system for L is an
interactive protocol (P, V)

— common input: x —

— )
Prover Verifier
-

PE——
-

" # rounds =
. poly(Ix1)

— _ accept/
reject

Interactive Proofs

* interactive proof system for L is an
interactive protocol (P, V)
completeness: x € L =

Pr[V accepts in (P, V)(x)] = 2/3
soundness: X ¢ L = VvV P*

Pr[V accepts in (P*, V)(x)] = 1/3
efficiency: V is p.p.t. machine

* repetition: can reduce error to any €




Interactive Proofs

IP ={L : L has an interactive proof
system}
» Observations/questions:

— philosophically interesting: captures more
broadly what it means to be convinced a
statement is true

— clearly NP C IP. Potentially larger. How much
larger?

— if larger, randomness is essential (why?)

Graph Isomorphism

» graphs G, = (V, Eg) and G, = (V, E,) are
isomorphic (G, = G,) if exists a
permutation :V — V for which

(X, y) € Eg = (1(x), T1(y)) € E4
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Graph Isomorphism

* GI={(Gy, Gy): Gy =Gy }

in NP

not known to be in P, or NP-complete
* GNI = complement of Gl

not known to be in NP

Theorem (GMW): GNI € IP
indication IP may be more powerful than NP

GNIin IP

* interactive proof system for GNI:

— input: (6o, 6,) —

Prover Verifier
H = n(G) flip coin
ifH=6, ce{01)
r=0, ple
elser=1 r random T
T accept
iffr=c




GNIin IP

* completeness:

If G, not isomorphic to G, then H is isomorphic
to exactly one of (G, G,)

Prover will choose correct r
* soundness:

If Gy = G, then prover sees same distribution on
Hforc=0,c=1

If no information on ¢ = any prover P* can
succeed with probability at most 1/2

The power of IP

* We showed GNI € IP

* GNI € IP suggests IP more powerful than
NP, since we don’ t know how to show
GNIin NP

* GNI in coNP

Theorem (LFKN): coNP C IP

The power of IP

* Proof idea: input: @(xy, Xy, ..., X,)
— prover: “| claim ¢ has k satisfying assignments”
— true iff
* @(0, Xy, ..., X,) has k, satisfying assignments
* @(1, Xy, ..., X,) has k; satisfying assignments
< k=ky+k,

— prover sends K, k;
— verifier sends random ¢ €{0,1}

— prover recursively proves “@’ = @(c, x,, ..., X,) has k;
satisfying assignments”

— at end, verifier can check for itself.

The power of IP

* Analysis of proof idea:
Completeness: ¢(x4, Xy, ..., X,) has k satisfying
assignments = accept with prob. 1
Soundness: ¢(X4, Xy, ..., X,) does not have k
satisfying assigns. = accept prob. < 1 — 2"

So Not a Sound Proof System

—Why? It is possible that k is only off by one;
verifier only catches prover if coin flips ¢ are
successive bits of this assignment




The power of IP

 Solution to problem (ideas):
—replace {0,1}" with (F,)"
— verifier substitutes random field element at
each step

— vast majority of field elements catch cheating
prover (rather than just 1)

Theorem: L = { (¢, k): CNF ¢ has exactly k
satisfying assignments} is in IP

The power of IP

« First step: arithmetization
Transform @(x;, ... X,) into polynomial p,(x, X,, ... ) of
degree d over a field F; g prime > 2"

Recursively:
CXX “=¢ = (1-p)
AP = (p)Py)
c Qv —=1-(1-p,)(1-py)
For all x € {0,1}" we have p,(x) = ¢(x)
Degree(p,(x)) = d = |¢|
Can compute p,(x) in poly time from ¢ and x

The power of IP

Prover wishes to prove:

K= 2y 20120201 " Zxy = 0, 1Pe(X1s Xay -5 Xp)
Define: k, = Ty =01 Zxy =0, 1P(Zs Xas -os Xp)
prover: sends k, for all z& F (will improve this later)
verifier:
— checks that k, + k; =k
- sends random z € F,
continue with proof that

K, = Ty =017 Zny =0, 1P(Zs g1 --s Xp)

at end: verifier checks for itself

The power of IP

* Prover wishes to prove:

K= Zx =0 12xp =01 " Zxy =0, 1PeX1 X, -y X5)

¢ Define: k, = 2y, - g1 Zx, = 0, 1Po(Zs Xa5 -2 Xp)

* a problem: can’tsend k, forallz€ F,

» solution: send the polynomial !

—recall degree d < |o|




The actual protocol
o input: (9, K) —————
Prover 0,() Verifier
- X e ) o PiOypiD)=k?
PO = Zg, e 0P Xer X0 21 iy random 24 inF,
po(x) = Ly xpe (0] Py(z1, X, X3, ..., Xp)
po(X) ————— paA0)po(1)=pi(z:)?
Z2_ pick random z, in F,

ps(x) = zx4’“,><ne(0,1) Po(Z1, 22, X, X4 ..y X,)

P3(X)\. p3(0)+p3(1)=pa(22)?
. pick random z; in F,

Pl ——o . Pn(0)+pr(1)=py-1(2n1)?
pn(zn) - pq;(zll Zy, o Zn)? PICk random z, in Fq
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Analysis of protocol

» Completeness:

—if (p, k) € L then honest prover on previous
slide will always cause verifier to accept

Analysis of protocol

» Soundness:
— let p;(x) be the correct polynomials
— let p*(x) be the polynomials sent by (cheating) prover
— Note: each p,(x) and p;*(x) of degree at most d < ||
(so have at most d zeros) over a field Fy; q prime > 2"
(9. k) & L=p(0) +py(1) # k
either p,*(0) + p,*(1) #k (and V rejects)
or p;* # py = Pr,,[p,*(z1) = p4(24)] = degree(p,*-p,)/q
= d/q = |g|/2"
Assume p;4(0)+pi.(1) = pi(z) # pi*(z)
either p,,*(0) + p..*(1) #p*(z) (and V rejects)
Or Piyt™ # Py => Prz‘+1[pl+1*(zl+1) = Pit(Zieg)l = 2
degree(pi.1™-pi.1)/q = |@l/2"

Analysis of protocol

* Soundness (continued):
If verifier does not reject, there must be some i
for which:
p;" # p; and yet p;*(z) = pi(z)
For each i, probability is degree(p;*-p;)/q =< |@|/2"

Union bound: probability that there exists an i
for which the bad event (out of n events) occurs
is

= n(|o}/2") =poly(n)/2n << 1/3 Y




Analysis of protocol

» Conclude: L ={ (o, k): CNF ¢ has exactly
k satisfying assignments} is in IP

¢ L is coNP-hard, so coNPC IP

* Question remains:
— NP, coNP C IP. Potentially larger. How much
larger?
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IP = PSPACE

Theorem: (Shamir) IP = PSPACE
— Note: IP C PSPACE
« enumerate all possible interactions, explicitly
calculate acceptance probability
* interaction extremely powerful !

* An implication: you can interact with master
player of Generalized Geography and determine
if she can win from the current configuration
even if you do not have the power to compute
optimal moves!

IP = PSPACE

* need to prove PSPACE C IP
- Use same type of protocol as for coNP
- Also some modifications needed to deal with
Jand V quantifiers.
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IP = PSPACE

* protocol for QSAT
— arithmetization step produces arithmetic
expression p;
*(IX)P = Zx-0 1P
* (V%)@ = [lx=0,1Py
— start with QSAT formula in special form
(“simple”) where:

* no occurrence of x; separated by more than
one “V” from point of quantification
28




Example

» Papadimitriou — pp. 475-480
@ =V xAy(xvy)A VZ((XaZ)v(yA-2Z))v Tw(zv(yr-w))
Py = [e=0.1Zy=01[(X +¥) " [z=04[(x2 + y(1-2)) + =9 4(2

+y(1-w))ll
(pp= 96 but V doesn’ t know that yet !)
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IP = PSPACE

Key Observation: The quantified Boolean
expression @ is true if and only if p, > 0

— Key Problem: [T's may cause p,, > 22

— Solution: evaluate mod q where 2"< q < 2°%"
— prover sends “good” q in first round
* “good” q is one for which p,mod q> 0

— Claim: good q exists
« # primes in range [2", 2°] is at least 22"/n by prime

number theorem
30

The QSAT protocol
—  inputt T
Prover K, 9, pi(x) Verifier

4Pl
) p1(0)+py(1) = k? or
p:(x): remove outer T oﬂw Pi(O)Px(ll) - k?

pick random z; in F,

p2(x): remove outer X or TT from

Palxi=-2i] Po(X) ——— . p,(0)+po(1)=py(2,)? or
z p2(0)p.(1) = ps(z1)?

p5(x): remove outer £ or TT from pick random z; in F,

Pw[’ﬁezh X;<2,]
p3(x)
: Pr(0)+p(1)=pp1(21)? oF

Pa(X) — = PaO)P() = Prazoa)?
pick random z, in F,

pn(z,) = Pw[x1‘*z1,--«, Xp<2Z,]
31

Analysis of the QSAT protocol

» Completeness:

—if @ € QSAT then honest prover on previous
slide will always cause verifier to accept

32




Analysis of the QSAT protocol

+ Soundness:

— let p(x) be the correct polynomials

— let p*(x) be the polynomials sent by (cheating) prover

— @& QSAT = 0 =p,(0) + p,(1) #k .

9 is

— either p,*(0) + p,*(1) # k (and V rejects’)/ “simple”

—or py* # py = Pr,[p*(24) = p4(2)] = degree(p;*-p;)/q
< 2|p|/2"

— Assume p;,4(0) + pi(1) = pi(z) # pi*(2)

— either p,1*(0) + pi,1*(1) # p;*(z) (and V rejects)

= OF Pit™ # Pivy = Pryy [P141™(Zis1) = Pies(Ziq)] <
degree(pi.1"-pi.1)/q = 2|o|/2"
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Analysis of protocol

» Soundness (continued):

— if verifier does not reject, there must be some i
for which:

p* # p; and yet p*(z) = pi(z)
— for each i, probability is < 2|p|/2"

—union bound: probability that there exists an i
for which the bad event occurs is

< 2n|@|/2" < poly(n)/2" << 1/3
* Conclude: QSAT isin IP
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Example

» Papadimitriou — pp. 475-480

@ =V x3y(xvy)aVz((xaz)v(ya-z))v Iw(zv(yr-w))

Py =

[Tx=01Zy=01[(X +Y) * [o=04[(XZ + Y(1-2)) + -9 4(z
+y(1-w))ll

(pp= 96 but V doesn’ t know that yet !)
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Example

Py = [Mx=01Zy=0.1[(X *+ ¥) * [o=0,1[(2 + ¥(1-2)) + Zy=04(2 + y(1-W))]]
Round 1: (prover claims p,, > 0)

— prover sends q = 13; claims p,, = 96 mod 13 =
5;sendsk=5

— prover removes outermost “[1”; sends
p;(X)=2x2+8x + 6
— verifier checks:
P1(0)p4(1) = (6)(16) = 96 = 5 (mod 13)
— verifier picks randomly: z; = 9
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Example

@ =VXQ Y(XvY)A VZ((XAZ)V(YA=Z))vP W(ZV(yAr—W))

Py = [My=0,1Zy=0,1[(X +¥) * [o=04[(xZ + y(1-2)) +
2 =04z + y(1-wW))I]

PolXx<=9]1 = Z,_0 4[(9 +y) * [1,204[(9Z + y(1-2)) +
2 =04z + y(1-wW))I]
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Example

P1(9)= 2,0 (9 + ¥) * Mom4l(97 + Y(12)) + Zcg4(z + y(1-w))]
Round 2: (prover claims this = 6)
—prover removes outermost “X”; sends
Po(y) = 2y° +y* + 3y
—verifier checks:
p,(0) + p,(1)=0+6 =6 =6 (mod 13)
—verifier picks randomly: z, = 3
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Example

@ =Vx3Ay(xvy)aVz((xaz)v(yr-z))v Iw(zv(yr-w))

Po = [k=01Zy=01[(X +Y) * [o=01[(x2 + y(1-2)) + £, 4(z
+y(1-w))l]

olx=-9, y<=31 = [(9 + 3) * [M,=0.[(92 + 3(1-2)) +
Zy=04(z + 3(1-W))]

39

Example

P2(3) = [(9 + 3) * [M,=0,4[(92 + 3(1-2)) + = 4(z + 3(1-W))]]
Round 3: (prover claims this = 7)
— everyone agrees expression = 12%(...)
— prover removes outermost “[1”; sends
Py(z) =82+ 6
— verifier checks:
p5(0) * p5(1) = (6)(14) = 84; 12*84 = 7 (mod 13)
— verifier picks randomly: z; =7

10



Example
@ =V x3y(xvy)aVz((xaz)v(ya-z))v Iw(zv(yr-w))

Po = [k=01Zy=0 1[(X +¥) * [o=0.1[(x2 + y(1-2)) + £, 4(z
+y(1-w))l]

PoIX<-9, y<3, z<T7] = 12 * [(9*7 + 3(1-7)) + Z,p01(7 +
3(1-w))l

P

Example

12%p4(7) = 12 7 [(9%7 + 3(1-7)) + Z,=0,4(7 + 3(1-W))]
Round 4: (prover claims = 12*10)

— everyone agrees expression = 12*[6+(...)]

— prover removes outermost “2”; sends

ps(w) = 10w + 10

— verifier checks:

p4(0)+p4(1) = 10 + 20 = 30; 12*[6+30] = 12*10 (mod 13)

— verifier picks randomly: z, = 2

— Final check:

12*[(9*7+3(1-7))+(7+3(1-2))] = 12*[6+p,(2)] = 12*[6+30]
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Arthur-Merlin Games

* IP permits verifier to keep coin-flips private
—necessary feature?
— GNI protocol breaks without it

* Arthur-Merlin game: interactive protocol in
which coin-flips are public
— Arthur (verifier) may as well just send results
of coin-flips and ask Merlin (prover) to perform
any computation Arthur would have done

43

Arthur-Merlin Games

* Clearly Author-Merlin C IP

— “private coins are at least as powerful as
public coins”

* Proof that IP = PSPACE actually shows
PSPACE C Arthur-Merlin C IP C PSPACE

— “public coins are at least as powerful as
private coins” !

1



Arthur-Merlin Games

 Delimiting # of rounds:

— AM[K] = Arthur-Merlin game with k rounds,
Arthur (verifier) goes first

— MA[K] = Arthur-Merlin game with k rounds,
Merlin (prover) goes first
Theorem: AM[k] (MA[k]) equals AM[k]
(MA[K]) with perfect completeness.
— i.e., x € L implies accept with probability 1
— proof on problem set
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Arthur-Merlin Games

Theorem: for all constant k = 2
AM[k] = AM[2].
* Proof:

—we show MA[2] C AM[2]
— implies can move all of Arthur’ s messages to
beginning of interaction:
AMAMAM...AM = AAMMAM...AM
... = AAA...AMMM...M

Arthur-Merlin Games

* Proof (continued):
—given L € MA[2]
XxEL= 3ImPr[(x,mr)ER]=1
— =Pr[Im(x,m,r)ER]=1
order reversed
\x‘¢ L=VmPr[(x, mr)ER]<¢
=Pr[3m (x, m,r) ER] = 2Img
— by repeating t times with independent random
strings r, can make error € < 2
—sett=m+1 to get 2IMlg < 5.
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MA and AM

» Two important classes:
- MA = MA[2]
— AM = AM[2]
« definitions without reference to interaction:
— LeMAIff 3 poly-time language R
XEL=3I mPr[(x, m,r)ER]=1
X¢&L=V mPr[(x,mr)ER]=<%
— L € AMiff 3 poly-time language R
xEL=Pr[Im(x mr)eR]=1
X&L=Pr[I m(x mr)ER]<%

12



MA and AM MA and AM
L € AM iff 3 poly-time language R
XxXEL=Pr[Im(x mreR]=1 T, z,
Xx¢&L=Pr[3 m(xmreER] =% \ \

+ Relation to other complexity classes: A‘M C°‘AM
— both contain NP (can elect to not use randomness) MA MA
— both contained in [1,. L € [1,iff 3 R &€ P for which: ‘ Co‘

XEL=Pr[Am(x mr)ER]=1 NP coNP
XEL=Pr[I m(x mr)ER]<1 ~_ _—
— so clear that AM C [, P
— know that MA C AM
49 50
MA and AM MA and AM

Theorem: coNP C AM = PH = AM.
* Proof:
— suffices to show Z,C AM (and use AM C ,)
— L €%,iff 3 poly-time language R
XEL=3yvz(x,y,z)ER
x¢L=Vy3IzXxy,z)&R
— Merlin sends y

— 1 AM exchange decides coNP query:
* Vz(xYy,2)ER?
— 3 rounds; in AM

51

* We know Arthur-Merlin = IP.
— “public coins = private coins”
Theorem (GS): IP[k] C AM[O(k)]
— stronger result
—implies for all constant k = 2,
IP[k] = AM[O(k)] = AM[2]

- So, GNI € IP[2] = AM

52
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Back to Graph Isomorphism

* The payoff:
—not known if Gl is NP-complete.
— previous Theorems:
if Gl is NP-complete then PH = AM
— unlikely!

— Proof: GI NP-complete = GNI coNP-
complete = coNP C AM = PH = AM
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Derandomization revisited

 Le MA iff 3 poly-time language R A‘M
MA

XxEL=3I mPrf[(x,m,r)eR]=1
x¢&L=V mPr[(x,mr)ER] <% |

« Recall PRGs: NP

[seed—1 ¢ [—{ output string |

t bits u bits

— for all circuits C of size at most s:

IPr,[C(y) = 1] - Pr,[C(G(z)) = 1] s &

54

Using PRGs for MA

« Le MAiff 3 poly-time language R
x€L= 3 mPr[(x,m,r)ER] =1
X&L=V mPr[(x,m,r)ER]<%

» produce poly-size circuit C such that

Cx,m,r)=1,(x,mr) 2R

+ for each x, m can hardwire to get C, ,

A mPr[C, . (y)=1]=1 (“yes”)
vmPr[C, (y) =1]<1/2 (“no”™)

55

Using PRGs for MA
poly(n)
» can compute Pr,[C, (G(z)) = 1] exactly
— evaluate C,(G(z)) on every seed z € {0,1}!

—running time (O(|C, ,|)+(time for G))2!

x€L= 3m[Pr[C, (G(z) =1]=1]
x¢L=V m[PrC, (G)=1=%+7
— L 2 NP if PRG with t = O(log n), 2 < 1/4

Theorem: E requires exponential size
circuits = MA = NP.

56
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MA and AM

(under a hardness assumption)

nZ ZZ

\ \
A‘M co‘AM
MA coMA

I/ N\
NP coNP

\ /

P
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MA and AM

(under a hardness assumption)

nZ ZZ
| |

AM CoAM

MA = NP coNP = coMA
\ /

2]
What about AM, coAM?
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Derandomization revisited

Theorem (IW, STV): If E contains functions
that require size 220 circuits, then E
contains functions that are 22" -
unapproximable by circuits.

Theorem (NW): if E contains 2%M-unapp-
roximable functions there are poly-time
PRGs fooling poly(n)-size circuits, with
seed length t = O(log n), and error 2 < 1/4.
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Oracle circuits

* circuit C /,“\
— directed acyclic graph v N
—nodes: AND (A); OR (v); =~ "\

NOT (-); variables x; /,"\ /V\ ;
X; Xp X3 .. X,
* A-oracle circuit C iz
— also allow “A-oracle gates” o

[TTTTT
X

60
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Relativized versions

Theorem: If E contains functions that
require size 22 A-oracle circuits, then E
contains functions that are 29 -
unapproximable by A-oracle circuits.

» Recall proof:
—encode truth table to get hard function
— if approximable by s(n)-size circuits, then use
those circuits to compute original function by
size s(n)*-size circuits. Contradiction.
61

Relativized versions
/ f:{0,1}o9k — {0,1}
m:\o|1|1|o|o|o|1|o\/ f7:{0,1)°9" — {0,1}

encmy[0[1]1]0]0]0]1]0]o]o[o]1]0] [ small A-oracle

circuit C
r: [o]0] 1]o]1]o] 1[o]o[o[d]@]o] |approximating f
___________ + | small A-oracle

decoding \'\ 1 |circuit computing
procedure : C : f exactly
i 2 {0, 1ok ' —f) |
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Relativized versions

Theorem: if E contains 22M-unapp-
roximable fns., there are poly-time PRGs
fooling poly(n)-size A-oracle circuits, with
seed length t = O(log n), and error 2 < 1/4.

» Recall proof:
— PRG from hard function on O(log n) bits
—if doesn’ t fool s-size circuits, then use those
circuits to compute hard function by size s¢n*-

size circuits. Contradiction.
63

Relativized versions

Gn(Y)zflog n(y|S1)°rog n(y|82)°' . 'of\og n(y|Sm)
fo ¢ | 010100101111101010111001010 |

—doesn’ t fool A-oracle circuit of size s:
IPr[C(x) = 11 = Pr,[C(G,(y) ) = 1] > €

— implies A-oracle circuit P of size s’ =s + O(m):
Pr,[P(Gn(Y)---i1) = Gyl > 2+ e/m

64
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Relativized versions

Gn(y)zflog n(y\S1)°rog n(y\Sg)o' . 'oflog n(y|Sm)
fo o | 010100101111101010111001010 |

output
fzlog n(y
S

A-oracle circuit P
approximating f

-BEREALEAE

hardwired tables 65

Using PRGs for AM

+ L e AMiff 9 poly-time language R
XEL=Pr[9m((x,m,r)ER]=1
XEL=Pr[9m(x, mr)ER]<%

* produce poly-size SAT-oracle circuit C

such that 1 SAT query, accepts iff answer is “yes”
C(x,r)=1,9m(x,mr)2R
« for each x, can hardwire to get C,
Pr,[C(y)=1]=1 (“yes”)
Pr,IC,(y)=1]< " (“no”)

66

Using PRGs for AM

x€L = [Pr[C,(G(2))=1]=1]
x¢L=[Pr[C(G(2)=1]=%+7
» C, makes a single SAT query, accepts iff
answer is “yes”
 if Gis a PRG with t = O(log n), 2 < ¥4, can
check in NP:
—does C,(G(z)) = 1 for all z?
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Relativized versions

Theorem: If E contains functions that require size
29 A-oracle circuits, then E contains functions
that are 29 -unapproximable by A-oracle
circuits.

Theorem: if E contains 2%M-unapproximable
functions there are PRGs fooling poly(n)-size A-
oracle circuits, with seed length t = O(log n), and
error 2 < .

Theorem: E requires exponential size SAT-
oracle circuits = AM = NP.

68
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MA and AM
(under a hardness assumption)
nZ ZZ
N/
AM coAM

X

MA = NP coNP = coMA
\ /

P

69

MA and AM

(under a hardness assumption)
nZ ZZ

AM = MA = NP
\/
[

coNP = coMA = coAM

70
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