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ABSTRACT

PROVENANCE AND UNCERTAINTY
Sudeepa Roy
Susan B. Davidson

Sanjeev Khanna

Data provenance, a record of the origin and transformation of data, explains how out-
put data is derived from input data. This dissertation focuses on exploring the connection
between provenance and uncertainty in two main directions: (1) how a succinct represen-
tation of provenance can help infer uncertainty in the input or the output, and (2) how
introducing uncertainty can facilitate publishing provenance information while hiding
associated private information.

A significant fraction of the data found in practice is imprecise, unreliable, and in-
complete, and therefore uncertain. The level of uncertainty in the data must be measured
and recorded in order to estimate the confidence in the results and find potential sources
of error. In probabilistic databases, uncertainty in the input is recorded as a probability
distribution, and the goal is to efficiently compute the induced probability distribution
on the outputs. In general, this problem is computationally hard, and we seek to expand
the class of inputs for which efficient evaluation is possible by exploiting provenance
structure.

In some scenarios, the output data is directly examined for errors and is labeled accord-
ingly. We need to trace back the errors in the output to the input so that the input can be
refined for future processing. Because of incomplete labeling of the output and complex-
ity of the processes generating it, the sources of error may be uncertain. We formalize
the problem of source refinement, and propose models and solutions using provenance
that can handle incomplete labeling. We also evaluate our solutions empirically for an
application of source refinement in information extraction.

Data provenance is extensively used to help understand and debug scientific exper-
iments that often involve proprietary and sensitive information. In this dissertation, we

consider privacy of proprietary and commercial modules when they belong to a work-

vi



flow and interact with other modules. We propose a model for module privacy that makes
the exact functionality of the modules uncertain by selectively hiding provenance infor-

mation. We also study the optimization problem of minimizing the information hidden

while guaranteeing a desired level of privacy.
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Chapter 1

Introduction

Data provenance (also known as lineage or pedigree) is a record of origin and transforma-
tion of data [33]. Data provenance, which explains how the output data is derived from
the input data in an experiment, simulation, or query evaluation, has been extensively
studied over the last decade. Its applications include data cleaning, sharing, and integra-
tion [46, 99, 166], data warehousing [51], transport of annotations between data sources
and views [34], view update and maintenance [18, 34, 44, 81, 87, 88, 173], verifiability and
debugging in scientific workflows [19, 24, 27, 128, 158] and business processes [53, 69],
and so on. Various tools and frameworks have been proposed to support provenance in
these applications [32, 99, 175].

The central focus of this dissertation is to explore the connection between provenance and
uncertainty. A significant fraction of data found in practice is imprecise, unreliable, and
incomplete, which leads to uncertainty in data. For example, RFID sensor data in wireless
sensor networks is often noisy due to environmental interference, inherent measurement
noise, and sensor failures. Similarly, data collected by surveys or crowd-sourced platforms
like Amazon Mechanical Turk [1] is uncertain because of variations in taste, opinion,
and the level of effort put in by the crowd in generating the data. In addition, some
information may be lost or introduced when data undergoes multiple transformations
and is stored in different formats.

In any practical application, it is important to measure and record the level of un-

certainty in the data in order to estimate the confidence in the results obtained, or find



potential sources of errors. Uncertainty can be recorded either in the source or in the
output. In applications like sensor networks, it is well-known that RFID sensors often
record inaccurate values. Therefore, multiple sensors are usually deployed for the same
task, e.g., recording the temperature of a room. Based on the values these sensors record,
we obtain a probability distribution over a range of temperatures. This is an example of
recording uncertainty in the source. Further processing of the recorded temperatures (e.g.,
finding whether the room temperature was greater than a certain threshold at any time
of a day) induces a probability distribution on the possible outputs.

In some scenarios, we do not have a prior measure of confidence on the source data,
whereas the output data can be directly examined for errors and is labeled accordingly.
For instance, in the above example, an independent observer may certify that the room
temperature was always lower than the given threshold, whereas the sensors recorded
otherwise. In this case, the sensor recordings are labeled as incorrect. It is important that
this (often incompletely) labeled output data is now used to identify the faulty sensors
for rectification or removal.

The above examples motivate the first part of this dissertation. Here we study appli-
cations of provenance, i.e. how the output was generated from the input, in inferring
uncertainty in the input or the output data. The framework of projecting uncertainty in
the input, specified as probability distributions, to the output has been widely studied
in the field of probabilistic databases [161]. Here the main challenge is to compute the
probability distribution on the possible output values as efficiently as possible for a large
input data set. We use a certain form of provenance, that we call Boolean provenance, to
efficiently compute the exact or approximate probabilities of the outputs. It has been
shown in the literature that there is a class of “hard” positive relational queries (involving
SELECT-PROJECT-JOIN-UNION operators) that are not amenable to efficient computa-
tion of output probabilities on some instances. Our first contribution is to efficiently
identify a natural class of query-database instance pairs that allow efficient computation of
the output probabilities even if the query is hard. Our second contribution is to initiate
the study of queries that involve the set difference operator (EXCEPT or MINUS in SQL),

which adds substantial complexity to the class of positive queries.



Conversely, for tracing uncertainty in the output back to the input, we also use Boolean
provenance. The goal is to refine the source, i.e. find and remove inputs that are respon-
sible for producing many incorrect outputs. However, the same input might produce
a combination of correct and incorrect outputs. So we must ensure that refining the
inputs does not delete a significant number of correct outputs. We formalize the prob-
lem of balancing incorrect outputs retained and correct outputs deleted by the process
of source refinement, and propose efficient algorithmic solutions for this problem. We
also address the problem of incomplete labeling of the output by proposing a statisti-
cal model that helps predict the missing labels using techniques from machine learning.
Our approach of source refinement is discussed via an important application in informa-
tion extraction where we also evaluate our solutions empirically on a real-life information
extraction system [114].

In general, data provenance helps understand and debug an experiment, transaction,
or query evaluation in scientific, medical, or pharmaceutical research and business pro-
cesses [19, 24, 27, 53, 69, 128, 158]. Workflows, which capture processes and data flows in
these domains, constitute a critical component of experiments like genome sequencing,
protein folding, phylogenetic tree construction, clinical trials, drug design and synthe-
sis, etc. Due to substantial investments in developing a workflow and its components,
which also often includes proprietary or sensitive elements (e.g., medical information,
proprietary algorithms, etc), organizations may wish to keep certain details private while
publishing the provenance information.

The second part of this dissertation focuses on module privacy for proprietary and com-
mercial modules when they combine with other modules in a workflow in order to com-
plete a task. Unlike the first part of the dissertation where we use provenance to infer
uncertainty in the input or the output, we intentionally introduce uncertainty in provenance
to protect functionality of the private modules. Arbitrary network structure and interac-
tion with other modules in a workflow make it difficult to guarantee desired privacy
levels for proprietary modules. Here we show that we can find private solutions locally
for individual modules and combine them to ensure privacy of modules in a workflow

irrespective of its structure. Naturally, there is a tension between publishing accurate



provenance information and privacy of modules. So our algorithms aim to minimize the
provenance information hidden while ensuring a required privacy level. We also argue
that the guarantees provided by our algorithms are essentially the best possible.

In view of the above discussion, we now describe two main directions in this dis-
sertation connecting provenance and uncertainty: (i) how a succinct representation of
provenance can help infer uncertainty in the input or the output (Section 1.1), and (ii)
how uncertainty can facilitate privacy-aware provenance (Section 1.2). In these sections,
we briefly review the relevant previous approaches, discuss how we use provenance to

address the underlying challenges, and summarize our technical contributions.

1.1 Provenance for Inferring Uncertainty in Input or Output

We consider the relational setting For inferring uncertainty in the input or the output,
where a relational algebra query runs on an input (relational) database to compute the
output view. Both projecting uncertainty in the input to the output and tracing un-
certainty in the output back to the input require the knowledge of how-provenance of
the outputs, which encodes how each output tuple is generated from the input tuples’.
Specifically, we can encode the how-provenance of an output tuple as a polynomial in
variables annotating the source tuples (see Figure 1.1). Then joint use of source tuples
by the JOIN operator is captured by Boolean AND (-), alternative ways of generating
an output tuple by the PROJECT and UNION operators are captured by Boolean OR
(+), and SELECT operator maps potential output tuples to TRUE or FALsE. We call these
polynomials Boolean provenance (also known as event expressions or lineage) Imielinskil.84,
GreenKToy. Figure 1.1 shows an example of Boolean provenance annotating output tu-
ples. The provenance of tuple b, is u; - v3 - w3, which says that the tuple b; is generated in
the output by joining the source tuples R(by,c3),S(c2,a3) and T(az). On the other hand,
it follows from the provenance of b; that it can be generated by joining three different
combinations of source tuples. Next, we discuss the specific use of Boolean provenance

in inferring uncertainty in the input and the output.

"We discuss the other forms of provenance in Chapter 2
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Figure 1.1: A database instance I with three relations R,S, and T, query g, and Boolean

provenance of the output tuples.

1.1.1 Projecting Input Uncertainty to the Output

Unreliable data sources, noisy data collectors (like sensor data), and multiple transforma-
tions and revisions inject uncertainty in data. Probabilistic databases enable us to capture,
model, and process uncertain data assuming a probability distribution on the possible
instances of the database. Query evaluation on probabilistic databases results in a proba-
bility distribution on possible outputs instead of a deterministic answer.

Boolean provenance in probabilistic databases. A standard and fundamental model
is to assume tuple-independent probabilistic databases. Here each source tuple realizes in
a random instance of the database with some probability independent of the other source
tuples. The Boolean variable annotating a source tuple correspond to the event that the
source tuple realizes, e.g. R(by,c1) exists in a random instance of the database if and only
if u; = TrUE, and this event has a certain probability Pr[u]. It can be easily seen that
an output tuple appears as a result of query evaluation on a random database instance
if and only if its Boolean provenance evaluates to TRUE. Therefore, in tuple-independent
probabilistic databases, the probability of an output tuple equals the probability of its
Boolean provenance, e.g. Pr[b; appears in q(I)] = Pr[uq - v1 - wq + Uy - 02 - wp + U3 - 04 - Wy).

There are several reasons to use Boolean provenance for query evaluation in proba-
bilistic databases. First, the number of random instances of the input database can be
exponential in the number of source tuples with non-zero probability. Using Boolean
provenance saves the effort of dealing with all possible database instances, i.e. evaluating

the query on each such instance and summing up the probabilities of the instances that



gives the intended output tuple?. Second, evaluating the probability of a Boolean expres-
sion from the probabilities of its constituent variables has been extensively studied in the
literature, and is closely related to computing the number of satisfying assignments of
a Boolean expression. This enables us to have a better understanding of the difficulties
in probability computation. Moreover, the Boolean provenance of the output tuples can
be computed without much overhead when a query is evaluated on an annotated source
database. The challenge in computing the probability distributions using Boolean prove-
nance appears in the next step. The problem of computing the probability of an arbitrary
Boolean expression from that of its constituent variables is directly related to counting
the number of satisfying assignments of the expression which is known to be computa-
tionally hard (#P-hard). Further, these hard expressions may be generated by very simple
queries. Therefore, the key challenge in probabilistic databases is to be able to efficiently
compute the probability distribution on the outputs for a large class of inputs.

Previous approaches. Dalvi et. al. have studied efficient computability of proba-
bility distribution on the outputs, and have given important dichotomy results for positive
relational algebra queries [54—57]. These results show that the set of such queries can be
divided into (i) the queries for which poly-time computation of output probability dis-
tribution is possible on all instances (called safe queries); and (ii) the queries for which
such computation is hard (called unsafe queries). There has been interesting progress in
other directions in probabilistic databases as well. Several systems for query processing
on probabilistic databases have been developed, including MistiQ [25], Trio [17, 174], and
MayBMS [10]. Significant work has been done on top-k queries [117, 144, 159] and aggre-
gate queries [146] on probabilistic databases. The relation between Boolean provenance
generated by safe queries and several knowledge compilation techniques has also been
explained [101, 137]. Frameworks have been proposed for exact and approximate evalua-
tion of the answers that work well in practice (but may not run in time polynomial in the
size of input database) [77, 100, 140]. A completely different approach models correla-
tions between tuples, compiles queries and databases into probabilistic graphical models

and then performs inference on these [149, 154, 155]. Another line of work has focused

2For some queries, explicit computation of the Boolean provenance is not needed and the probabilities of

the outputs can be directly computed while evaluating the query [54, 55].



on exploring more expressible query languages for probabilistic databases and their com-
putability. For instance, [68] considers datalog, fixpoint and “while” queries, where either
the state of the database changes after each evaluation of the query, or new results are
added to the answer set; [109] studies compositional use of confidence parameters in the
query such as selection based on marginal and conditional probabilities.

Our contributions. In view of the above state of the art, this dissertation considers
two simple yet fundamental questions. In Chapter 3, we extend the class of inputs (query-
database pairs) for which poly-time exact computation is possible, while in Chapter 4, we
enrich the class of queries studied in the literature by including the difference operations.

Here we give a technical summary of our contributions in these two chapters.

e Query Evaluation in Probabilistic Databases using Read-Once Functions
Chapter 3 is based on the results published in [152] (joint work with Vittorio Perduca
and Val Tannen). As mentioned earlier, safe queries are amenable to poly-time
computation for all input databases. However, the class of unsafe queries includes
very simple queries like g() : —R(x),S(x,y),T(y) and are unavoidable in practice.
Our observation is that, even for unsafe queries, there may be classes of “easy” data
inputs where the answer probabilities can be computed in polynomial time in the
size of the database: this we call the instance-by-instance approach. In particular, our
goal is efficiently identify the input query-database pairs where Boolean provenance

of an output is read-once.

A Boolean expression is in read-once form if each of its variables appears exactly once,
e.g. x(y+z)3. The significance of a read-once expression is that its probability can be
computed in linear-time in the number of variables when the variables are mutually
independent (repeatedly use Pr[xy| = Pr[x] Pr[y] and Pr[x +y] =1 — (1 — Pr[x])(1 —
Pr[y])). However, there are expressions that are not in read-once form, but are read-
once, i.e. such an expression has an equivalent read-once form (e.g. xy + xz). Indeed,
there are non-read-once expressions as well (e.g. xy + yz + zx or xy +yz +zw). In
Figure 1.1 the provenance of b, (i.e. upv3w3) is read-once and also in read-once form,

while the provenance of by (i.e. ujv1w; + u1vw2 + Uzv4w») is not read-once. Our

“ o

3From now on, we will omit “-” to denote AND operation in Boolean expression for brevity.



goal in this chapter is to decide whether a Boolean provenance is read-once (and if

yes, to compute the read-once form) as efficiently as possible.

When the Boolean formula is given in “irredundant” disjunctive normal form (DNF)
(i.e. none of the disjuncts can be omitted using absorption like x 4+ xy = x), there is
a fast algorithm by Golumbic et. al. [85] to decide whether a Boolean expression is
read-once. This algorithm is based upon a characterization given by Gurvich [91].
For positive relational queries, the size of the irredundant DNF for a Boolean prove-
nance is polynomial in the size of the table, but can be exponential in the size of
the query. On the other hand, often optimized query plans produce more compact
expressions, motivating the study of approaches that can avoid the explicit compu-
tation of these DNFs. However, DNF computation seems unavoidable for arbitrary
Boolean expressions. Hellerstein and Karpinski[g7] have shown that given a mono-
tone Boolean formula defining a read-once function, the equivalent read-once form

cannot be computed in poly-time in the size of the formula unless NP = RP4.

In [152], we exploit special structures of Boolean provenance to avoid expanding
the expression into DNF. We show that for a large and important class of queries,
conjunctive queries without self-join, the existing characterization and algorithms can
be used to decide read-once-ness of arbitrary Boolean provenance (not necessarily
in irredundant DNF) by recording some additional information when the query is
evaluated. Moreover, using the properties of conjunctive queries without self-join,
we propose a simpler and asymptotically faster algorithm that also introduces a

novel characterization of the read-once Boolean provenance for this class of queries.

e Queries with Difference on Probabilistic Databases
Chapter 4 presents our results published in [106] (joint work with Sanjeev Khanna
and Val Tannen). Difference operations (e.g. EXCEPT, MINUS in SQL) are fre-
quently found in real-life queries, but the complexity of query evaluation with these

operations had not been studied previously for probabilistic databases. The concept

4The complexity class RP (Randomized Polynomial time) consists of the languages L having a polynomial-
time randomized algorithm that rejects all inputs not in L with probability 1, and accepts all inputs in L with

probability > 1/2.



of Boolean provenance naturally extends to difference (see Chapter 4). However,
there are some new and considerable difficulties with such queries. For any posi-
tive query without difference operations, even if the exact computation is hard, the
well-known DNF-counting algorithm given by Karp and Luby [104] can be adapted
to approximate the probabilities upto any desired level of accuracy. But, for queries
with difference, the DNF of Boolean provenance is no longer monotone, and may be
exponential in the size of the database. This precludes using both the read-onceness
testing algorithm of [85], and also the approximation algorithm given by Karp and
Luby. In recent and independent work [77], Fink et. al. proposed a framework
to compute exact and approximate probabilities for answers of arbitrary relational
algebra queries that allow difference operations. However, there is no guarantee of

polynomial running time.

In this work, we study the complexity of computing the probability for queries
with difference on tuple-independent databases. (1) We exhibit two Boolean queries
g1 and ¢, both of which independently have nice structures, namely they are safe
conjunctive queries without self-joins (i.e. allow poly-time computation on all in-
stances), but such that computing the probability of g1 — g is #P-hard. This hard-
ness of exact computation result suggests that any class of interesting queries with
difference which are safe in the spirit of [54-56] would have to be severely restricted>
(2) In view of this lower bound for exact computation, we give a Fully Polyno-
mial Randomized Approximation Scheme (FPRAS) for approximating probabilities for
a class of queries with difference. In particular, a corollary of our result applies to
queries of the form q; — g2, where q; is an arbitrary positive query while ¢; is a
safe positive query without self-join. Our algorithm uses a new application of the
Karp-Luby framework [104] that goes well beyond DNF counting, and also works for
the instance-by-instance approach in the spirit of Chapter 3. (3) We show that the
latter restriction stated above is important: computing the probability of “True — q”
is inapproximable (no FPRAS exists) where True is the Boolean query that is always

true while g is the Boolean conjunctive query q():— S(x),R(x,y),S(y). Table 1.1

5There is always the easy and uninteresting case when the events associated with g; and with g, are

independent of each other because, for example, they operate on separate parts of the input database.



Prlg; — g2]
q1 q2 Exact Approximate
UCQ | safe CQ without self-join FPRAS
#P-hard
UuCcQ UCQ Inapproximable

Table 1.1: Complexity of exact and approximate computation of probability for difference

of two positive queries (CQ = conjunctive query, UCQ = Union of conjunctive query).

summarizes the three results for differences of positive queries. This work is a first
step to explore the complexity of queries with difference operation; an important
future direction in this area is to obtain a complete classification of these queries

(and Boolean provenance) in terms of their complexity.

1.1.2 Tracing Output Uncertainty back to the Input

In applications like information extraction (e.g., finding all instances of person names
from a document), database administration (e.g., curating source data in order to satisfy
certain requirements on one or more views), and business reorganization (e.g., reorganiz-
ing connections between employees and customers) the outputs are often identified as
correct (as expected), or incorrect (spurious). In other words, an output of these systems
can be labeled as a true positive or false positive by an expert or user of the system. A nat-
ural goal related to these applications is to use this (potentially incomplete) labeling to
improve the quality of the output of the system by refining potential erroneous inputs.
Previous approaches. In this regard, there have been two main directions of work
in the literature: deletion propagation [35, 107, 108] and causality [124, 125]. The goal of
deletion propagation, as studied in [35, 107, 108], is to delete a single incorrect answer
tuple of a positive relational query while minimizing the source-side-effect (the number of
source tuples needed to be deleted) or view-side-effect (the number of other output tuples
deleted). Clearly, a more general version of the deletion propagation problem can be
defined which can handle deletion of multiple tuples in the output. On the other hand,
the goal of the causality framework is to compute the responsibility of every source tuple.

The responsibility is computed in terms of the minimum number of modifications needed

10



to the other source tuples (in addition to the current source tuple) that gives the desired
set of outputs (if possible). The notion of causality can be considered as propagation of
undesired tuple deletion and missing tuple insertion with a minimal source-side-effect.
In the presence of only incorrect tuples (i.e. no missing tuples), both deletion propa-
gation and causality approaches attempt to delete all false positives in the output: while
the former primarily aims to minimize the number of true positives deleted, the latter
aims to minimize the modifications in source data that also preserves all true positives.
However, these approach have shortcomings for many practical purposes. For instance,
deleting a false positive may require deleting many other true positives. Figure 1.2 shows
an example mentioned in [35, 50, 107, 108]. Here there are two source tables, UserGroup
(allocation of users to groups) and GroupAccess (files that a group has access to). The

output view UserAccess computed as
UserAccess(u, f) = UserGroup(u,g) X GroupAccess(g, f)

As depicted in the figure, the output tuple (John, f1) is incorrect (e.g., the user John does
not want to work on the file f1) and is desired to be removed. To delete (John, f1), either
(John,sale) or (sale, f1) has to be deleted in the source. Whichever source tuple is chosen
to be deleted, two other correct output tuples are deleted as well (either (John, f2) and
(John, f3), or (Lisa, f1) and (Joe, f1)). Though either of these two solutions are optimum
for the deletion propagation approach in [35, 50, 107, 108]°, depending on the applica-
tion and importance of the correct output tuples being deleted as a side effect, simply
retaining the single incorrect tuple (John, f1) may be a better option. To formalize the
above intuition, we need to quantify and optimize the “balance” between true positives
removed and false positives retained in the answer. In Chapter 5, we will see an important
application of this approach in improving the output quality of an information extraction
system.

To balance the precision (minimize false positives) and recall (avoid discarding true pos-
itives) in the output, our goal in Chapter 5 is to maximize the F-score (the harmonic mean

of precision and recall) [171]. We study this optimization problem under two natural con-

®The causality approach computes responsibility of every source tuple as zero since no transformation on

the source tuples can keep all correct tuples while deleting the single incorrect tuple.
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UserAccess

John | f1 | incorrect

Lisa | fl1 | correct

UserGroup GroupAccess

John | sale sale f1

Joe | f1 | correct

John | f2 | correct

Lisa | sale sale 12

Joe | sale sale 13

Lisa | f2 | correct

Joe | f2 | correct

mary | eng eng f4
Ted | mkt mkt 15

John | f3 | correct

Lisa | f3 | correct

Joe | f4 | correct

Ted f4 | correct

Figure 1.2: Input relations UserGroup, Group Access, and output relation User Access with

correct/incorrect labeling on the output tuples.

straints that a human supervisor is likely to use: a limit on the number of source tuples
to remove (size constraint), or the maximum allowable decrease in recall (recall constraint).

Boolean provenance in source refinement. Boolean provenance of the output tuples
in terms of the input tuples help the objective of source refinement. First, an output tuple
gets deleted if and only if its Boolean provenance becomes FALsE. This is an efficient way
to check if an output tuple survives, and thus to measure the F-score of the output after
refinement. Second, Boolean provenance also helps when the labeling on the output is
incomplete. In practice, only a small amount of labeled data is available since manually
labeling a large output data is an expensive and time consuming task. We assume that
an output tuple is correct if and only if its Boolean provenance evaluates to TRUE given
TrUE and FALSE values of the source tuples in the provenance (denoting whether or not
the source tuples are correct for this output tuple). Given the labeled output tuples, the
probability of the correctness of the source tuples can be estimated. These probabilities
are then used to compute the probability of an unlabeled output tuple being correct. This

approach helps to estimate and maximize the F-score when the labeling is incomplete
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and avoid over-fitting the small labeled data.

Although the focus of Chapter 5 is on rule-based information extraction system, this
work generalizes to any application where (i) the inputs can be modeled as source tuples
in relational databases, (i) the query can be abstracted as a positive relational query, and
(iii) the output tuples can be marked as correct (true positive) or incorrect (false positive).
In particular, the application in information extraction (extraction of structured data from
unstructured text) involves operations dealing with text data (e.g., finding occurrences of
person names in the text using lists or dictionaries of such names, merging two occur-
rences of first and last names which are close to each other to get a candidate person
name, etc.). These operations can be abstracted using relational algebra operators like
selection and join. We defer all the details specific to information extraction systems to
Chapters 2 and 5.

Our contributions. Chapter 5 is based on [151] (joint work with Laura Chiticariu,
Vitaly Feldman, Frederick R. Reiss and Huaiyu Zhu), where we systematically study the
source refinement problem when the labeling is incomplete. We summarize our results
abstracted in terms of positive relational algebra queries on relational databases; the ac-
tual results in Chapter 5 are presented in the context of improving the quality of an

information extraction system.

e Provenance-based Approach for Dictionary Refinement in Information Extraction
In Chapter 5, we divide the refinement problem into two sub-problems: (a) Label
estimation copes with incomplete labeled data and estimates the “fractional” labels
for the unlabeled outputs assuming a statistical model. (b) Refinement optimization
takes the (exact or estimated) labels of the output tuples as input. It selects a set of
source tuples to remove that maximizes the resulting F-score under size constraint
(at most k entries are removed) or recall constraint (the recall after refinement is

above a threshold).

(1) For label estimation, we give a method based on the well-known Expectation-
Maximization (EM) algorithm [67]. Our algorithm takes Boolean provenance of the
labeled outputs as input and estimates labels of the unlabeled outputs. Under cer-

tain independence assumptions, we show that our application has a closed-form
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expression for the update rules in EM which can be efficiently evaluated.

(2) For refinement optimization, we show that the problem is NP-hard under both
size and recall constraint, even for a simple query like g1 (x,y) : —R(x),T(x,y),S(y)
where the relations R and S are potential sources of errors and T is trusted. Under
recall constraint, this problem remains NP-hard for a simpler query like g(x) :
—R(x),T(x) where only the relation R is a potential source of errors’. However, for
queries like go, which is of independent interest in information extraction, we give

an optimal poly-time algorithm under size-constraint.

(3) We conduct a comprehensive set of experiments on a variety of real-world infor-
mation extraction rule-sets and competition datasets that demonstrate the effective-

ness of our techniques in the context of information extraction systems.

1.2 Introducing Uncertainty for Privacy-aware Provenance

This section gives an overview of our contributions in the second part of this dissertation:
how introducing uncertainty in provenance can protect privacy of proprietary modules
when they belong to a workflow. In the previous section, we discussed applications of
Boolean provenance in inferring uncertainty in the input or the output. Boolean prove-
nance is a form of fine-grained data provenance that captures low-level operations when a
relational algebra query is evaluated on an input (relational) database. However, in the
experiments in scientific research, the researchers need to handle more complex inputs
than tuples (files with data in different formats) and more complicated processes than the
SELECT-PROJECT-JOIN-UNION operations (e.g. gene sequencing algorithms). To under-
stand and debug these experiments, the researchers are often interested in coarse-grained
data provenance (also known as workflow provenance), which is a record of the involved pro-
cesses and intermediate data values responsible for producing a result. Coarse-grained
provenance can handle arbitrary inputs and processes, but it treats individual processes

(called modules) as black box hiding their finer details. It also does not have a well-

7The provenance of the answers under g; is of the form x - y, whereas for g,, they are simply of the form

x. Here x and y denote variables annotating source tuples
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defined semantics like fine-grained Boolean provenance like equivalence under equiva-
lent queries.

Workflows, which graphically capture systematic execution of a set of modules con-
nected via data paths, constitute a key component in many modern scientific experi-
ments and business processes. Provenance support in workflows ensures repeatability
and verifiability of experimental results, facilitates debugging, and helps validate the
quality of the output, which is frequently considered to be as important as the result
itself in scientific experiments. There are some obvious challenges related to using work-
flow provenance, like efficient processing of provenance queries, managing the poten-
tially overwhelming amount of provenance data, and extracting useful knowledge from
the provenance data 8. However, we study an almost unexplored but highly important
challenge, privacy concerns in provenance, that restrains people from providing and us-
ing provenance information. We identified and illustrated important privacy concerns in
workflow provenance in several workshop and vision papers [61, 65, 162] that include pri-
vacy of sensitive data, behavior of proprietary modules, or important decision processes
involved in an execution of a workflow. Previous work [42, 83, 84] proposes solutions
to enforce access control in a workflow given a set of access permissions. But, the pri-
vacy notions are somewhat informal and no guarantees on the quality of the solution are
provided both in terms of privacy and utility.

Module privacy by uncertainty. In the second part of this dissertation (Chapters 6
and 7), we initiate the study of module privacy in workflow provenance. A module can be
abstracted as a function f that maps the inputs x to the outputs f(x). Our goal is to
hide this mapping from x to f(x) when f is a commercial or proprietary module (called
a private module), which interacts with other modules in a workflow. Publishing accurate
provenance information, i.e. the data values in an execution, reveals the exact value of f(x)
for one or multiple inputs x to f. Our approach is to selectively hide provenance information,
so that the exact value of f(x) is not revealed with probability more than 7, where 7 is the

desired level of privacy. We show that selectively hiding provenance information makes a

8In fact, our work in this area has considered two approaches to address this issue: compact user-views
that reduce provenance overload but preserve relevant information [20]; and compact and efficient reachability

labeling scheme to answer dependency queries among data items [14]. Other work includes [15, 16, 96] etc.
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private module indistinguishable from many other modules (called possible worlds), even
when the private module interacts with other modules in a workflow, and when there
are public modules in the workflow with known functionality (like reformatting modules).
Moreover, each input x is mapped to a large number of outputs by these possible worlds
(there are more than 1/ different possible values of f(x)).

Our contributions. Our first contribution is to formalize the notion of I'-privacy of
a private module given a “privacy requirement” I' (= 1/), when it is a standalone entity
(I-standalone privacy) as well as when it is a component of a workflow (I'-workflow privacy).
We extend the notion of /-diversity [121]° to our workflow setting to define I'-privacy. Our

other contributions in these two chapters are summarized below.

e Provenance Views for Module Privacy
Chapter 6 presents the results in [63] (joint work with Susan B. Davidson, San-
jeev Khanna, Tova Milo and Debmalya Panigrahi). (1) We start with standalone
modules, i.e. a simple workflow with a single module. We analyze the computa-
tional and communication complexity of obtaining a minimal cost set of input/out-
put data items to hide such that the remaining, visible attributes guarantee I'-
standalone-privacy. In addition to being the simplest special case, the solutions

for I'-standalone-privacy serve as building blocks for I'-workflow-privacy.

(2) Then we consider workflows in which all modules are private, i.e. modules for
which the user has no a priori knowledge and whose behavior must be hidden.
The privacy of a module within a workflow is inherently linked to the workflow
topology and the functionality of the other modules. Nevertheless, we show that
guaranteeing workflow-privacy in this setting essentially reduces to implementing
the standalone-privacy requirements for each module. For such all-private work-
flows, we also analyze the complexity of minimizing the cost of hidden attributes
by assembling the standalone-private solutions optimally. We show that the min-
imization problem is NP-hard, even in a very restricted case. Therefore, we give

poly-time approximation algorithms and matching hardness results for different

9In (-diversity, the values of non-sensitive attributes in a relation are generalized so that, for every such

generalization, there are at least ¢ different values of sensitive attributes.
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variants of inputs (based on how standalone solutions are provided). We also show
that a much better approximation can be achieved when data sharing, i.e. using the

same data as input by multiple modules, is limited.

(3) However, as expected, ensuring privacy of private modules is much more diffi-
cult when public modules with known functionality are present in the same work-
flow. In particular, the standalone-private solutions no more compose to give a
workflow-private solution. To solve this problem, we make some of the public
modules private (privatization) and prove that this ensures workflow-privacy of the
private modules. We study the revised optimization problem assuming a cost asso-
ciated with privatization; the optimization problem now has much worse approxi-

mation in all the scenarios.

Propagation Model for Module Privacy in Public/Private Workflows

Chapter 7 is based on [66] (joint work with Susan B. Davidson and Tova Milo),
where we take a closer look at module privacy in workflows having both public and
private modules. Although the approach in Chapter 6 (privatization) is reasonable
in some cases, there are many practical scenarios where it cannot be employed. For
example, privatization does not work when the workflow specification (the module
names and connections) is known to the users, or when the identity of the privatized
public module can be discovered through the structure of the workflow and the

names or types of its inputs/outputs.

To overcome this problem we propose an alternative novel solution, based on prop-
agation of data hiding through public modules. Suppose a private module m; is
embedded in a chain workflow m; — mj, where m; is a public equality modules
(e.g., a formatting module). In the propagation model, if the output from m; is hid-
den, then the output from m; would also be hidden, although the user would still
know that m; is the equality function (in privatization, the “name” of mj; is hidden

so that no one knows it is an equality module).

We show that for a special class of workflows, that includes common tree and chain
workflows, propagating data hiding downstream along the paths comprising en-

tirely of public modules (which we call public closure) is sufficient. This is facili-
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tated by a different composability property between standalone-private solutions
of private modules and “safe” solutions for public modules. We also argue why
the assumptions of downward propagation (instead of propagating both upward
and downward) and the properties of this special class of workflows are necessary.
However, we also provide solutions to handle general workflows, where the data

hiding may have to propagated beyond the public-closure of a private module.

Then we consider the optimization problem of minimizing the cost of the hidden
data. We study the complexity of finding “safe” subsets of public modules, and
show that for chain and tree workflows an optimal assembly is possible in poly-

time, whereas for general DAG workflows the problem becomes NP-hard.

1.3 Roadmap

The rest of the dissertation is organized as follows. In Chapter 2, we discuss prelim-
inaries and review related work that will be frequently used in this dissertation. The
first part of the dissertation, the results on inferring input and output uncertainty using
Boolean provenance, is discussed in Chapters 3 to 5. Chapter 3 discusses query evalua-
tion in probabilistic databases using read-once functions, Chapter 4 discusses evaluation
of queries with difference operations in probabilistic databases, and Chapter 5 discusses
tracing errors in the output back to the input in the context of information extraction.
Then we present the second part of this dissertation, introducing uncertainty to ensure
module privacy, in Chapters 6 and 7. Chapter 6 introduces the notion of module privacy
and studies the problem with a focus on workflows with all private modules. Chap-
ter 7 describes the propagation model to handle workflows with both private and public

modules. We conclude in Section 8 by discussing future directions.
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Chapter 2

Background

This chapter presents some preliminary notions that are relevant to the rest of the disser-
tation. As mentioned in Chapter 1, this dissertation considers both Boolean provenance
(used in Chapters 3 to 5), and workflow provenance (used in Chapters 6 and 7); here we
discuss these two notions in more detail. First in Section 2.1, we review the background
and related work for fine-grained data provenance, which generalizes Boolean provenance,
in the context of both projecting input uncertainty to the output in probabilistic databases
and tracing errors in the output back to the input in information extraction. Then in Sec-
tion 2.2, we present our model for coarse-grained workflow provenance. Finally, Section 2.3
describes several complexity classes and notions of approximation and hardness used in

this dissertation.

2.1 Data Provenance

The fine-grained data provenance describes the derivation of a particular data item in a
dataset [33, 36, 43]. In recent years, several forms of provenance for database queries
have been proposed to explain the origin of an output and its relation with source data
(see the surveys [43, 165]). Cui et. al. formalized the notion lineage of output tuples
[51], where each output tuple is associated with the source tuples that contributed to that
output tuple. However, this form of provenance does not explain whether two source

tuples have to co-exist, or, whether there are more than one possible way to produce an
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output tuple. Subsequently, Buneman et. al. proposed the notion of why-provenance that
captures different witnesses for an output tuple [33]. They showed that a certain notion
of “minimal” witnesses (a set of source tuples that is sufficient to ensure existence of an
output tuple) exhibits equivalent why-provenance under equivalent queries. Buneman
et. al. [33] also introduced another notion of provenance called where-provenance, which
describes the relation between the source and output locations. Here the location refers
to a cell in the table, i.e. the column name in addition to the identity of a tuple. However,
why-provenance and where-provenance fail to capture some information about “how”
an output tuple is derived. For instance, in the case of queries with self-joins, why-
provenance does not reflect whether or not a source tuple joins with itself to produce an
output tuple.

This is addressed in the notion of how-provenance, which has been formalized using
provenance semirings by Green et. al. [87]. Intuitively, the provenance of an output tu-
ple is represented as a polynomial (using semiring operations) with integer coefficients
in terms of variables annotating the source tuples. These polynomials can reflect not
only the result of the query, but also how the query has been evaluated on the source
tuples to produce the output tuples using the specific query plan. Nevertheless, equiva-
lent queries always produce equivalent provenance polynomials. Moreover, provenance
semirings generalize any other semiring that can be used to annotate the output tuples
in terms of the source tuples. Examples include set and bag semantics, event tables by
Fuhr-Rolleke and Zimanyi [79, 178], Imielinski-Lipski algebra on c-tables [98], and also
why-provenance. The semiring approach captures where-provenance as well when each
location in the source relations (i.e. each attribute of each source tuple) is annotated with
a variable [165]. In addition, provenance semirings exhibit a commutativity property
for this mapping (homomorphism) to another semiring: first applying the mapping and
then evaluating the query yields the same result as first evaluating the query and then
applying the mapping.

In Chapters 3, 4 and 5 we will use a certain form of how-provenance (same as event
expressions in [79, 178]), where the output tuples are annotated with Boolean polynomi-

als in variables annotating the source tuples. This particular semiring has been called
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PosBool[X] in [87], that eliminates the integer coefficients of monomials and exponents
of variables by the idempotence property of Boolean algebra (e.g.. 2x* = x); we call this
Boolean provenance. Next we discuss its connection with projecting input uncertainty to
the output in probabilistic databases, and tracing errors in the output back to the input

in the context of information extraction in Sections 2.1.1 and 2.1.2 respectively.

2.1.1 Boolean provenance in Probabilistic Databases

Continuing the discussion of Section 1.1, here we detail relevant previous work as well
as the connection between query evaluation and Boolean provenance in probabilistic
databases. In both Chapters 3 and 4, we work with the widely studied and fundamental
model of tuple-independent probabilistic databases [41, 54-57, 79, 86, 178]. Tuple-independent
databases are defined by tables such as those in Figure 2.1, where each tuple ¢; is associ-
ated with a probability p; € [0,1]. We annotate each tuple ¢; by a distinct Boolean variable
u; which can be thought of as a notation for the event that t; appears in a random instance
of the database independent of the other tuples. Then p; = Pr{u;]. We call the u;’s tuple
variables. For example in Figure 2.1, the tuple variable u; denotes the event that the tuple
R(by,c1) appears in a random instance defined by I and the fraction 0.7 inside parentheses

is the probability of that event (i.e. Pr[u;] = 0.7).

S
R 0.1) T

ci 4y | 01 0.1

b1 C1 M1(0.7) ai w1(0.3)
1 a2 02(05)

bz (8)) M2(0.8) ar ZU2(0.4)
Cr a3 03(0.2)

b1 C3 1/!3(1.0) as ZU3(06)
c3 ap | v4(0.9)

Figure 2.1: A tuple-independent probabilistic database I with three input relations R, S, T,

where the tuples are annotated with tuple variables and probabilities.

Boolean provenance in probabilistic databases. Explicitly manipulating all possible
instances is expensive (the number of such instances can be exponential in the size of
the database), so techniques have been developed for obtaining the query answers from

the much smaller representation tables [10, 17, 79, 116, 178]. Then query evaluation on
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tuple-independent probabilistic databases reduces to the computation of probability of
the Boolean provenance of the output tuples given the probabilities of the source tuples
(see Section 1.1).

For all queries g, given a probabilistic database I, the computation of the probabilities
for the tuples in the answer g(I) can be presented in two stages [79, 178]. In the first stage
we compute the Boolean provenance for each tuple in the answer g(I). This first stage
is not a source of computational hardness, provided we are concerned, as is the case in
this dissertation, only with data complexity ™ (i.e., we assume that the size of the query is
a constant). Indeed, every Boolean provenance in g(I) is of polynomial size and can be

computed in polynomial time in the size of I.

q(1)
q(x> : —R(X,y),S(y,Z) bl M](Ul + Uz) + U3V4
bz Un0U3

Figure 2.2: A safe query g and Boolean provenance of the output tuples in g(I).

In the second stage, the probability of each Boolean provenance is computed from the
probabilities that the model associates with the tuples in I, i.e., with the tuple variables
using the standard laws. For example, in Figure 2.2 the event that the output tuple b,
appears in g(I) for a random instance described by I is described by its Boolean prove-
nance u,v3. By the independence assumptions it has probability Pr[uyvs] = Pr{us] Pr[vs] =
0.4 x0.2=0.08.

This break into two stages using the Boolean provenance is called intensional semantics
by Fuhr and Rélleke [79], and they observe that with this method computing the query
answer probabilities requires exponentially many steps in general. Indeed, the data com-
plexity of query evaluation on probabilistic databases is related to counting the number of
its satisfying assignments which leads to #SAT, Valiant’s first #P-complete problem [169],
This problem has shown to be #P-hard, even for conjunctive queries [86], in fact even for

quite simple Boolean queries like () : —R(x),S(x,y),T(z) [55].

°In this dissertation, the data input consists of the representation tables [55, 86] (possible source tuples

and probabilities) rather than the collection of possible worlds.
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Safe and Unsafe queries. Fuhr and Rolleke also observe that certain event inde-
pendences can be taken advantage of, when present, to compute answer probabilities in
PTIME, with a procedure called extensional semantics. The idea behind the extensional
approach is the starting point for the important dichotomy results of Dalvi et. al. [54-57].
In a series of seminal papers they showed that the positive queries can be decidably and
elegantly separated into those whose data complexity is #P-hard (called unsafe queries)
and those for whom a safe plan taking the extensional approach can be found to compute
the answer probabilities in poly-time (called safe queries). Figures 2.3 and 2.2 respectively

show examples of safe and unsafe queries.

q'(I)
q'(x): —R(x,y),5(y,2),T(z) by | uv1wy 4+ u1vawy + Uzv4W)

by | upvsws

Figure 2.3: An unsafe query q' and Boolean provenance of the output tuples in q'(I).

However, even for safe queries the separate study of the Boolean provenance is bene-
ficial. Olteanu and Huang have shown that if a conjunctive query without self-join is safe
then for any database instance I the Boolean provenance of any output tuple in g(I) is
read-once [137]. A Boolean expression is in read-once form if each of its variables appears
exactly once, and is read-once if it is equivalent to a Boolean expression in read-once form.
It is easy to see that the probability of an expression whose variables denote independent
events can be computed in linear time if the expression is in read-once form (basic trick:
Prio V] =1— (1 —Pr[e])(1 —Pr[¢]), because ¢ and ¢ have disjoint sets of variables and
hence are independent). With hindsight, the quest in [55] for plans for safe queries that on
all inputs compute probability in poly-time can be seen as a quest for plans that compute
Boolean provenance directly in read-once form. In Figure 2.2, the Boolean provenance
of both the output tuples produced by the safe query g are already in read-once form,
and are computed in this form by the safe plan IT,(R XIL,;S) found through the algo-
rithm given in [55]. On the other hand, for the unsafe query ¢’ in Figure 2.3, the Boolean
provenance of the tuple q'(by) is not read-once (there is no equivalent read-once form).

Using knowledge compilation techniques such as BDDs and d-DNNFs [60], the study of
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Boolean provenance also enables poly-time computation of probabilities for classes of
queries larger than safe conjunctive queries without self-join [101, 137].

What of unsafe positive queries? As we saw from the example above, they can be quite
common and cannot be ignored. One observation relevant for both Chapters 3 and 4
is that an unsafe query g can produce Boolean provenance that are amenable to poly-
time computation on some instances of database. For instance, modify our example in
Figure 2.1 by deleting the tuple S(c3,a2). To obtain the modified Boolean provenance just
set the corresponding tuple variable v, to 0 in Figure 2.3. The query ¢’ is unsafe, but on
this modified instance the Boolean provenance of the output tuple b; is read-once because
U101W1 + U1 0wy = uq (v1w1 + vaws); therefore the efficient way of computing probabilities
applies. This leads to an “instance-by-instance” approach (discussed in Chapter 3, and
also in Chapter 4) that considers both query and the database instead of only classifying
the input query as safe or unsafe.

Another observation relevant for this dissertation is that giving up on the exact com-
putation of the probabilities solves the problem for unsafe positive queries. This is be-
cause the equivalent disjunctive normal form (DNF) of a Boolean provenance from a pos-
itive query is of polynomial size in the size of the database. Therefore, as shown in [55]
(see also [144]), an FPRAS (Fully Polynomial Randomized Approximation Scheme) can
be obtained by slightly adapting the well-known algorithm for DNF counting given by
Karp and Luby [104]. In this dissertation, however, for positive conjunctive queries with-
out self-join, we consider the problem of exactly evaluating the probabilities (Chapter 3).
On the other hand, for queries with difference operations, we focus on approximating
the probabilities (Chapter 4). Here we show that the exact computation is hard for very
simple queries, and there are queries for which even any non-trivial approximation may

not be possible. .

2.1.2 Boolean Provenance in Information Extraction

We discussed applications of Boolean provenance for source refinement in Section 1.1,
where it is used to trace uncertainty in the output back to the input. In Section 1.1,

we gave an example of view maintenance where a relational query is evaluated on an
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input (relational) database to produce the output view. In this section we show another
interesting application of source refinement in information extraction, which can also be
abstracted using relational setting.

Information extraction systems aim to extract structured data like entities (e.g. Person,
Organization, Location) and relations between entities (e.g. Person’s birth date or phone
number) from unstructured text. The major components for most (rule-based) informa-
tion extraction systems are a set of dictionaries of entries (like names of people, organiza-
tion, location etc.) and a set of extraction rules. In Chapter 5, our goal is to improve the
quality of an information extraction system by refining the dictionaries used in the sys-
tem. Here we discuss the rule language, its abstraction using relational algebra operators,
and Boolean provenance of the output tuples in terms of the input dictionary entries. The

motivation behind dictionary refinement will be discussed in detail in Chapter 5.

Dictionary file first names.dict: w,: chelsea, w,: john, Input document:

w: april.... “This April, mark your calendars for the first derby of
Dictionary file last names.dict: w,: smith,... the season: Arsenal at Chelsea. April Smith reporting
Dictionary file names.dict: w;: april smith, ,... live from Chelsea’s stadium.”
R1: crga'te vnev‘v.F|rstName as ‘ Document:
Dictionary(‘first_names.dict’, Document, text); Ttext
R2: create view LastName as t,1 This April, mark your calendars for the last derby of
Dictionary(‘last_names.dict’, Document, text); the season: Arsenal at Chelsea. April Smith reporting

live from Chelsea’s stadium.

R3: create view FullName as

Dictionary(‘names.dict’, Document, text); FirstName: LastName: EullName:
. ) match match match

R4: create view FirstLast as

select Merge(F.match, L.match) as match t1 April ts:| Smith ts1 April Smith

from FirstName F, LastName L

where Follows Tok(F.match, L.match, 0, 0); t| Chelsea

Person:

R5: -Create the output of the extractor ty] April match

create table Person(match span); t; Chelsea to] April

insert into Person

( select * from FullName A ) union FirstLast: ty:| Chelsea

( select * from FirstLast A) union “match

( select * from FirstName A where tip| April Smith

Not(MatchesRegex('[ I*[A-Z].”, t;1 April Smith |
RightContextTok(A.match, 1)))); t;1:| Chelsea

Figure 2.4: Example Person Extractor with Input Document, rules, dictionaries and inter-
mediate and output views.

Figure 2.4 illustrates a toy example of Person extractor. The inputs to an information
extraction system are a set of documents (“Input Document” in the figure), a set of dic-

tionaries (e.g. first_names.dict, last_names.dict, etc.), and a set of rules (R; to Rs). The output
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is a set of extracted entities or relations (Person in the figure).

Rule Language: We use the SELECT - PROJECT - JOIN - UNION (SPJU) operations
from positive relational algebra queries. enriched with a number of basic extraction prim-
itives handling the input text. This subset expresses a core set of functionality underlying
most rule languages in common use today [12, 52, 114, 148, 157], and therefore our work
can be easily applied to the other rule languages. Specifically, we augment SQL with
some basic information extraction primitives like span, FollowsTok, Right(Left)ContextTok,
Merge and MatchesRegex. We explain these primitives using the example Person extractor
given in Figure 2.4.

To model data values extracted from the input document we add a new atomic data
type called span. A span is an ordered pair (begin,end) that identifies the region of an
input document between the begin and end offsets. We model the input document as
a table called Document with a single attribute of type span named text. For clarity, we
may sometimes identify a span using its string value and drop the offsets when they are
clear from the context. For example, to identify the region starting at offset 5 and ending
at offset 10 in the document in Figure 2.4 we may use (5,10), or (5,10): “April”, or simply,
“April”.

The extractor in Figure 2.4 consists of individual rules, labeled R; through Rs. Rules
R; through R4 define logical views, while rule Rs materializes a table of extraction results.
In our subsequent discussion, we refer to tuples in the output of an extractor such as those
generated by Rs as output tuples, or extraction results, or simply occurrences, to distinguish
them from intermediate tuples, or intermediate results, generated by remaining extraction
rules (e.g., R to Ry).

Rules Ry, R, and Rj illustrate one of our text extraction additions to SQL: the Dictio-
nary table function, which identifies all occurrences of a given set of terms specified as
entries in a dictionary file. The dictionary files used in R; to R3 contain a list of common
first names, a list of common last names, and respectively a list of common full names.
The three rules define three single-column views FirstName, LastName and FullName con-
taining one intermediate tuple for each dictionary match in the document. Since each

dictionary entry may have multiple matches in a document, we use w; to denote individ-
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ual dictionary entries in order to distinguish them from their matches in a document. For
example, the dictionary entry w; generates the intermediate tuples t; and t4.

Rule R4 identifies pairs of first and last names that are o tokens apart in the input
document. The view definition uses two of the scalar functions that we add to SQL: Fol-
lowsTok and Merge. The FollowsTok function is used as a JOIN predicate: it takes two spans
as arguments, along with a minimum and maximum character distance, and returns true
if the spans are within the specified distance of each other in the text. The Merge function
takes as input a pair of spans and returns the shortest span that completely covers both
input spans. (Merge is sensitive to the order of its input spans: if the second span appears
before the first, the result of is undefined.) The select clause of R4 uses Merge to define a
span that extends from the beginning of each first name to the end of the last name.

Finally, rule R5 materializes the table Person, which constitutes the output of our ex-
tractor. It uses a union clause to union together candidate name spans identified by rules
R3 and R4, as well as candidates identified by R; that are not immediately followed by a
capitalized word. Note the where clause of the last union operand of Rs which uses two
other additions to SQL: the RightContextTok function returns the span of a given length
measured in tokens to the right of the input span, while the MatchesRegex predicate re-
turns true if the text of the input span matches the given regular expression. In this case,
the regular expression ‘[ ]x[A-Z].x’ identifies a sequence of zero or more whites-
paces, followed by an upper-case letter, followed by zero or more occurrences of any
character.

Provenance of the output tuples: In Chapter 5, our goal is to improve the quality
of an information extraction system by refining the noisy dictionaries used in the system.
Therefore, we model the dictionaries as input relations, where each entry in each dictio-
nary is annotated with a unique variable. The input text document is considered as a
trusted relation comprising the words, therefore, this relation is not annotated. Now to
relate to the notion of Boolean provenance, we assume a canonical algebraic representa-
tion of extraction rules as trees of operators. For the SPJU subset of the rule language,
the canonical representation is essentially the same as the representation of correspond-

ing SQL statements in terms of the relational operators. In addition, the other opera-
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tions handling text are modeled as one of these relational operations. Extracting spans
from the text matching a dictionary entry (the Dictionary operation) is treated as SELECT,
whereas “merging” two spans combined by operators like FollowsTok is considered as
JOIN. Here we give an example. Prov(tig) = tg + t7 = te + t3 - t5, since Prov(ty) = t3 - t5.
We regard individual dictionary entries as the source of intermediate tuples generated
by the Dictionary operator and express the provenance of an output tuple directly in
terms of the dictionary entries that are responsible for generating that output tuple. For
example, we have that Prov(t3) = w3, Prov(ts) = ws and Prov(ts) = ws, and hence

Prov(tlo) = Ws + W3 + Wy.

2.2 Workflow Provenance

In this section, we discuss some preliminary notions of workflows and provenance in
workflows that will be used in Chapters 6 and 7. The coarse-grained workflow provenance
simply records the sequence of steps taken corresponding to the derivation of a dataset
as a whole [24, 62, 158]. This is unlike the fine-grained data provenance discussed in
the previous section, which considers derivation of each data item in a dataset from the
source data and captures all low level operations used in the derivation. Data prove-
nance has primarily been studied in the relational setting where the input and output
data values are stored as tuples in relational databases, or can be abstracted as relational
databases (see Section 2.1.1). However, in applications like scientific experiments, the sci-
entists need to handle more complex data than tuples (e.g.files) and more complicated
processes than relational algebra operations (e.g., algorithms in biological experiments).
Workflow provenance, that simply records the processes and data values involved in the
generation of a result, plays an important role in understanding and debugging scientific
experiments. Workflow provenance does not exhibit a well-defined semantics like data
provenance (e.g. equivalence under equivalent queries). Nevertheless, it facilitates under-
standing an experiment that uses complex data and processes by treating each data value
as a unit, and each process as a black-box.

In recent years, the importance of workflow provenance has been recognized by the

development of several influential workflow management systems, e.g., myGrid/Taverna
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[136], Kepler [26], and VisTrails [78], that capture and store provenance in scientific work-
flows. A standard for provenance representation called the Open Provenance Model
(OPM) [129] has been designed, and is used in several of the aforementioned systems.
Similarly, for business processes, tools have been developed for tracking, capturing, and
processing large volumes of provenance data in order to monitor and analyze executions
of business operations [53, 153].

Abstracting the notion of workflows in the existing literature, in Section 2.2.1 we de-
scribe our workflow model as a graphical structure connecting nodes or modules by data
flow. Then in Section 2.2 we describe how provenance information of a set of executions

of the workflow can be stored using a provenance relation.

2.2.1 Workflows

A workflow comprises a set of processes, called modules, connected by edges indicating
potential data flow between modules. There are also initial input data to the workflow and
final output data from the workflow. Figure 2.5¢c shows an example workflow with three
modules my,my,m3. Here ay,a; are initial inputs, ae,a7 are final output, and a3,a4,a5 are
intermediate data that connect the modules. Note that we allow data sharing, i.e., output
of a module can be fed as input to more than one modules. In Figure 2.5¢, a4 is input to
both m; and ms.

Note that the modules are connected in a DAG (Directed Acyclic Graph) structure in
Figure 2.5¢'*. This is the case under the assumption that the workflows are static and
all modules in the workflow are executed exactly once in any execution or run of the
workflow. In other words, the workflows do not involve any dynamic operations like
loops (repeated serial executions of a module), forks (repeated parallel executions of a
module), recursion, or decision processes (if-then-else). Although workflows may contain
these operations in practice, standard workflow repositories [2] show that most of the
real-life workflows have static structures. Moreover, static workflows form a simple and
fundamental, yet non-trivial class of workflows for publishing provenance information

while guaranteeing privacy.

"We can assume that all initial inputs originate from a dummy “source node” and all final outputs are

collected by a dummy “sink node” to complete the DAG structure.
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2.2.2 Provenance Relations

In every execution of the workflow, given a set of initial data values, a set of data values
for intermediate and final data items are computed. We record the executions in a relation

with functional dependencies, that we call the provenance relation.

a l laz I O
ap 4a 4z a4 ds 4de 4y

ay az | as ag 4ds

O O O 1 1 1 o
m O (0} o 1 1
(0} 1 1 1 o (o) 1
O 1 1 1 (0}

1 O 1 1 (0} o 1

1 (0} 1 1 o

l l 1 1 1 o 1 1 1
3 a 1 1|1 o 1

(c) R: Provenance relation for work-

(b) R;: Functionality of . . .
flow executions with functional de-

my with functional depen- )
pendencies ajay; — asasas, asas —

dency aya; — azasas
ag, and asas — ay

Figure 2.5: An example workflow, and module and workflow executions as provenance

relations

Provenance Relations for Module Executions. We start with relation for a single mod-
ule, that constitutes a workflow with simplest possible structure and also serves as a
building block for a more complicated workflow. Let m be a module with a set I of input
data items and a set O of (computed) output data items. We model executions of m as
a relation R over a set of attributes A = I U O that satisfies the functional dependency
I = O. In other words, I serves as a (not necessarily minimal) key for R. We assume
that I N O = O, since each data item has a unique name. We will refer to I as the input
attributes of R and to O as its output attributes.

We assume that the values of each attribute 2 € A come from a finite but arbitrarily
large domain A,, and let Dom = [],c;A; and Range = [],coA; denote the domain and
range of the module m respectively. The relation R thus represents the (possibly partial)
function m : Dom — Range and tuples in R describe executions of m, namely for every

t € R, mo(t) =m(m;(t)). We overload the standard notation for projection, 74(R), and
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use it for a tuple t € R. Thus 7r4(t), for a set A of attributes, denotes the projection of t to

the attributes in A.

Example 2.1. Figure 2.5 shows a simple workflow involving three modules m1;,m5,m3 with
Boolean input and output attributes; we will return to it shortly and focus for now on
the top module m;. Module m; takes as input two data items, a; and a;, and computes
a3=a1Vay, ag=-(a; Aap) and as=-(a; az). (The symbol & denotes XOR). The relational
representation (functionality) of module m; is shown in Figure 2.5b as relation R;, with
the functional dependency aja, — azasas. For clarity, we have added I (input) and O

(output) above the attribute names to indicate their role. O

Provenance Relations for Workflow Executions. A workflow W consists of a set of
modules my,---,m,, connected as a DAG (see, for instance, the workflow in Figure 2.5).
Each module m; has a set I; of input attributes and a set O; of output attributes. We
assume that (1) for each module, its input and output attributes are disjoint, i.e. ; N O; =
@, (2) the output attributes of distinct modules are disjoint, namely O; N O; = O, for i #j
(since each data item is produced by a unique module), and (3) whenever an output
of a module m; is fed as input to a module m; the corresponding output and input
attributes of m; and m; are the same. The DAG shape of the workflow guarantees that
these requirements are not contradictory. Note that, it is possible that I; N I; # @ for i # j
since we allow data sharing.

We model executions of W as a provenance relation R over the set of attributes A =
U, (I; U0O;), satisfying the set of functional dependencies F = {I; = O; :i € [1,n]}. Equiv-
alently, the provenance relation R for all possible executions of W can be formed by
joining the individual relations for the modules mj,---,m,. Each tuple in R describes
an execution of the workflow W. In particular, for every t € R, and every i € [1,n],
70, (8) = mi(7wy (1),

Example 2.2. Returning to the sample workflow in Figure 2.5, let module m; compute
ag =a3@ays and the module m3 compute a; = —(as+as). The relation R in Figure 2.5¢
shows all possible executions of the workflow. The input and output attributes of modules
my,my, m3 respectively are (i) Iy = {ay,a2}, O1 = {a3,a4,a5}, (ii) b, = {a3,a4}, O = {ae} and

(iii) Is = {a4,a5}, O3 = {ay}. The underlying functional dependencies in R reflect the keys
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of the constituent modules, e.g. from m; we have aja, — azagas, from mp we have

azay — ag, and from ms3 we have agas — ay. O

Note that since the modules in the workflow are static, the provenance relation R
contains the entire provenance information for any run of the workflow (all modules and
values of the other data items that have been used in the generation of an output data
item can be known). The preliminary notions related to module privacy will be discussed

in Chapters 6 and 7.

2.3 Complexity Classes and Approximation

In addition to the more standard notion of optimality, NP-hardness and polynomial
running time, we will use some other complexity classes, approximation algorithms, and
hardness of approximation in this dissertation.

In Chapter 3 and 4, we will frequently use the terms #P-hardness, FPRAS, and in-
approximability. The complexity class #P captures the class of function problems of the
form “compute f(x)”, where f is the number of accepting paths of a non-deterministic
turing machine. A problem is #P-hard if every problem in #P can be reduced to it by a
polynomial-time counting reduction. The canonical first #P-hard (also #P-complete) prob-
lem defined by Valiant is #SAT [169], which counts the number of satisfying assignments
of a Boolean formula.

An FPRAS (fully polynomial randomized approximation scheme) is a randomized algo-
rithm that runs in time polynomial in the input size and 1/¢ (€ is the accuracy parameter)
and produces a result that is correct to within relative error (1 £ €) with probability
> 3/4. The specific value of 3/4 is not important; the success probability can be boosted
to 1 — J for any given confidence parameter 6 by repeating the experiment log(1/J) times
and then taking the median of the values. On the other hand, a counting problem is
inapproximable, if it has no FPRAS under standard complexity assumptions.

We will use the following standard notions of approximation: an algorithm is said
to be a y(n)-approximation algorithm for a given optimization problem, for some non-
decreasing function p(n) : INT — R, if for every input of size n it outputs a solution of

value at most a multiplicative factor of ji(n) away from the optimum.
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An optimization problem is said to be y(n)-hard to approximate if a poly-time u(n)-
approximation algorithm for the problem does not exist under standard complexity as-
sumptions. In Chapter 6, we will use standard complexity assumptions of the form
NP ¢ DTIME(nf("), where f(n) is a poly-logarithmic or sub-logarithmic function of n
and DTIME represents deterministic time. If a problem is Q(p(n))-hard to approximate
unless NP ¢ DTIME (nf(")), then there cannot be a o(y(n))-approximation algorithm
unless all problems in NP have O(n/(")-time deterministic exact algorithms.

In Chapter 6, we also use APX-hardness. An optimization problem is said to be APX-
hard if there exists a constant € > 0 such that a (1 + €)-approximation in polynomial
time would imply P = NP. If a problem is APX-hard, then the problem cannot have
a PTAS, ie, a (1 + €)-approximation algorithm which runs in poly-time for all constant
€ > 0, unless P = NP. This chapter also discusses communication complexity of some
problems, which tries to quantify the amount of communication required to compute a

given function, ignoring the complexity of computation discussed so far.
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Chapter 3

Query Evaluation in Probabilistic
Databases using Read-Once

Functions

In this chapter, we present our first work to efficiently compute the uncertainty in the
output from uncertain inputs. Here we evaluate probabilities of the output tuples in
probabilistic databases using read-once Boolean provenance (see Sections 1.1.1 and 2.1.1

for a discussion on the query evaluation in probabilistic databases).

3.1 Overview

For tuple-independent probabilistic databases, Dalvi and Suciu showed an elegant di-
chotomy result to divide the class of conjunctive queries into those whose data com-
plexity is #P-hard and those for whom a safe plan can be found to compute the answer
probabilities in poly-time [54-56]. Our starting point in this work is the observation that
even when the data complexity of a query is #P-hard (i.e. the query is unsafe [55]), there
may be classes of data inputs for which the computation can be done in poly-time. We

illustrate with a simple example.

Example 3.2. Consider the tuple-independent probabilistic database in Figure 3.1 and the

conjunctive query 4() : —R(x),S(x,y),T(y). The Boolean provenance annotating the an-
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a 1 01(0.1)
ai w1(03) C1 u1(0.7)
bl C1 02(0.5)
R= bl ZU2(0.4 5= T= (8)) u2(0.8)
a C2 03(0.2)
ar ZU3(O.6) dz M3(0.4)
an dz 274(0.1)

Figure 3.1: A tuple-independent probabilistic database where the tuples are annotated

with tuple variables and probabilities.

swer TRUE is!?

f = wiv1uq + wrvauy + W3v3UY + W3V4U3 (3.1)

This can be obtained with the standard plan 77)((R>< S) > T). However, it is equivalent

to

(w191 + wovp) 1y + w3 (V3 + VaU3) (3-2)

which has the property that each variable occurs exactly once.

The independence of source tuples allows us to use Pr(xy) = Pr(x)Pr(y) and Pr(x +
y)=1—(1—Pr(x))(1 —Pr(y)). Therefore, the probability of the answer (3.2) can be com-
puted as: P(f) = P((w1v1 + wav2)uy + w3 (vsuy + vauz))=1— [1 — P(w1v1 4+ wpvp) P(u1)]
[1 — P(ws)P(vsun 4 vauz)], where P(w1v1 + wovp) =1 — [1 — P(wq)P(v1)][1 — P(w2) P(v2)]
and P(vsuy + vguz) =1 — [1 — P(v3)P(u2)][1 — P(vg)P(u3)]. O

u
02

It can be verified that there is no relational algebra plan that directly yields (3.2) above.
We can extend this example to an entire class of representation tables of unbounded size.
Boolean expressions where each variable appears exactly once have read-once forms, and
the expressions that are equivalent to read-once forms are called read-once®3. Of course,
not all Boolean expressions are read-once, eg., xy + yz + zx or xy + yz + zu are not.

In this work, we consider only Boolean conjunctive queries. We can do this without

loss of generality because we can associate to a non-Boolean conjunctive query g and an

2To reduce the size of expressions and following established tradition we use + for V and - for A, and we

even omit the latter in most terms.
13Read-once expressions have been called by various names, eg., separable, fanout-free [95], repetition-

free [9o], u-expressions [170], non-repeating [141], but since the late 80’s [97] the terminology seems to have

converged on read-once
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instance I a set of Boolean queries in the usual manner: for each tuple t in the answer
relation q(I), consider the Boolean conjunctive query Q; which is obtained from g by
replacing the head variables with the corresponding values in . We will also use g(I) to
denote the Boolean expression generated by evaluating the query g on instance I, which
may have different (but equivalent) forms based on the query plan.

Moreover, we consider only queries without self-join. Therefore our queries have the
form q() : —Rq(x1),...,Re(x¢) where Ry,..., Ry are all distinct table names while the x;’s
are tuples of first order (FO) variables * or constants, possibly with repetitions, matching
the arities of the tables. If the database has tables that do not appear in the query, they
are of no interest, so we will always assume that our queries feature all the table names
in the database schema R.

Therefore the goal of the work is as follows: Given a tuple-independent database 1 and a
Boolean conjunctive query without self join q, when is q(I) read-once and if so, can its read-once
form be computed efficiently?

For this class of queries, we only need to work with monotone Boolean formulas (all
literals are positive, only disjunction and conjunction operations). Every such formula is
equivalent to (many) disjunctive normal forms (DNFs) which are disjunctions of conjunc-
tions of variables. These conjunctions are called implicants for the DNF. By idempotence
we can take the variables in an implicant to be distinct and the implicants of a DNF to
be distinct from each other. A prime implicant of a formula f is one with a minimal set of
variables among all that can appear in DNFs equivalent to f. By absorption, we can re-
tain only the prime implicants in a DNFE. The result is called the irredundant DNF (IDNF)
of f, as it is uniquely determined by f (modulo associativity and commutativity). We
usually denote it by fipnyr. Note that in particular the set of prime implicants is uniquely

determined by f.

Golumbic et. al.[85] gave a fast algorithm to check read-onceness of a Boolean ex-
pression and compute the equivalent read-once form (if possible). However, the Boolean

expression has to be specified in IDNF. The algorithm is based upon a characterization in

'4“First-order” is to emphasize the distinction between the variables in the query subgoals and the vari-

ables in the Boolean expressions.
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terms of the formula’s co-occurrence graph by Gurvich [91] which we explain in Section 3.2.
However, for positive relational queries (even for conjunctive queries without self-join),
the size of the IDNF of Boolean provenance is polynomial in the size of the table, but often
(and necessarily) exponential in the size of the query. This is a good reason for avoiding
the explicit computation of the IDNFs, and in particular for not relying on the algorithm
in [85]. In a recent and independent work, Sen et al. [156] proved that for the Boolean
expressions that arise out of the evaluation of conjunctive queries without self-joins the
characterization in [91] can be simplified. = However, it is also stated [156] that even
for conjunctive queries without self-joins computing co-occurrence graphs likely requires
obtaining the IDNF of the Boolean expressions.

In this context, we summarize our contributions in this chapter below.

1. We show that an excursion through the IDNF is in fact not necessary because the
co-occurrence graphs can be computed directly from the provenance graph [88, 105]
that captures the computation of the query on a table. Provenance graphs are DAG
representations of the Boolean provenance in such a way that most common subex-
pressions for the entire table (rather than just each tuple) are not replicated. The
smaller size of the provenance graphs likely provides practical speedups in the com-
putations (compared for example with the provenance trees of [156]). Moreover, our
approach may be applicable to other kinds of queries, as long as their provenance
graphs satisfy a simple criterion that we identify. To give more context to our re-
sults, we also note that Hellerstein and Karpinski[g7] have shown that if RP # NP
then deciding whether an arbitrary monotone Boolean formula is read-once cannot

be done in PTIME in the size of the formula.

2. The restriction to conjunctive queries without self-joins further allows us to con-
tribute improvements even over an approach that composes our efficient compu-
tation of co-occurrence graphs with one of the linear-time algorithms to check the
desired property of these graphs [29, 49, 92]. Indeed, we show that only a certain
subgraph of the co-occurrence graph (we call it the co-table graph) is relevant for
our stated problem. The co-table graph can be asymptotically smaller than the co-

occurrence graph for some classes of queries and instances. To enable the use of
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only part of the co-occurrence graph we contribute a novel algorithm that computes
(when they exist) the read-once forms, using two new ideas: row decomposition and
table decomposition. Using just connectivity tests (eg., DFS), our algorithm is simpler
to implement than the cograph recognition algorithms in [29, 49, 92] and it has the

potential of affecting the implementation of probabilistic databases.

The proof of completeness for our algorithm does not use the cograph characteriza-
tion on which [156] relies. As such, the algorithm itself provides an alternative new
characterization of read-once expressions generated by conjunctive queries without
self5joins. This may provide useful insights into extending the approach to handle
larger classes of queries. We compare the time complexity of our algorithm with

the previous approaches in detail.

It is also important to note that neither the results of this work, nor those of [156]
provide complexity dichotomies as does, eg. [55]. It is easy to give a family of probabilistic
databases for which the query in Figure 3.1 (c) generates event expressions of the form:
X1X2 4+ X2x3 + - -+ + Xy_1Xy + X X,41. These formulas are not read-once, but with a simple
memoization (dynamic programming) technique we can compute their probability in time
linear in n (see Section A.1.1 in the appendix). In general, Jha and Suciu have studied
classes of queries that allow poly-time computation using other knowledge compilation

techniques beyond read-onceness of Boolean provenance[101].

Organization. In Section 3.2 we explain how to compute provenance DAGs for SELECT-
PROJECT-JOIN (SPJ]) queries and compare the sizes of the co-occurrence and co-table
graphs. Section 3.3 presents a characterization of the co-occurrence graphs for conjunctive
queries without self-joins. The characterization uses the provenance DAG. With this char-
acterization we give an efficient algorithm for computing the co-table (and co-occurrence)
graph. In Section 3.4 we give an efficient algorithm that, using the co-table graph, checks
if the result of the query is read-once, and if so computes its read-once form. Putting to-
gether these two algorithms we obtain an efficient query-answering algorithm that is com-
plete for Boolean conjunctive queries without self-joins and tuple-independent databases
that yield read-once event expressions. In Section 3.5 we compare the time complexity of

this algorithm with that of Sen et al. [156], and other approaches that take advantage of
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past work in the read-once and cograph literature. Related work, conclusions and ideas

for further work ensue.

3.2 Preliminaries

In this section we explain some notions that will be used later in this chapter.

3.2.1 Provenance Graphs

We start with provenance graphs (PG). The concept that we define here is a small variation
on the provenance graphs defined in [88, 105] where conjunctive queries (part of mapping
specifications) are treated as a black box. It is important for the provenance graphs used
in this work to reflect the structure of different SP] query plans that compute the same
conjunctive query.

A provenance graph is a directed acyclic graph (DAG) H such that the nodes V(H) of
H are labeled by variables or by the operation symbols - and +. As we show below, each
node corresponds to a tuple in an event table that represents the set of possible worlds
of either the input database or some intermediate database computed by the query plan.
An edge u — v is in E(H) if the tuple corresponding to u is computed using the tuple
corresponding to v in either a join (in which case u is labeled with -) or a projection (in
which case u is labeled with +). The nodes with no outgoing edges are those labeled
with variables and are called leaves while the nodes with no incoming edges are called
roots (and can be labeled with either operation symbol). Provenance graphs (PGs) are
closely related to the lineage trees of [156]. In fact, the lineage trees are tree representations
of the Boolean event expressions, while PGs are more economical: they represent the
same expressions but without the multiplicity of common subexpressions. Thus, they are
associated with an entire table rather than with each tuple separately, each root of the
graph corresponding to a tuple in the table. 5

We explain how the SPJ algebra works on tables with PGs. If tables R; and R; have

PGs H; and H; then the PG for R; > Ry is constructed as follows. Take the disjoint union

'5Note that to facilitate the comparison with the lineage trees the edge direction here is the opposite of the

direction in [88, 105].
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Figure 3.2: Provenance graph for R < S.

+
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Figure 3.3: Provenance graph for 77y ((R>S) < T).

H of Hy and H,. For every t; € Ry and ¢, € R; that do join, add a new root labeled with -
and make the root of H; corresponding to t; and that of Hj corresponding to ¢, children
of this new root. Afterwards, delete (recursively) any remaining roots from H; and H,.
For example, referring again to Figure 3.1, the PG associated with the table computed by
RS is shown in Figure 3.2.

For selection, delete (recursively) the roots that correspond to the tuples that do not
satisfy the selection predicate. For projection, consider a table T with PG H and X a
subset of its attributes. The PG for xR is constructed as follows. For each t € xR, let
t1,...,tm be all the tuples in R that X-project to t. Add to H a new root labeled with + and
make the roots in H corresponding to ty,...,t, the children of this new root. Referring
again to Figure 3.1, the PG associated with the result of the query plan 77)((R<S) > T)
is shown in Figure 3.3. Since the query is Boolean, this PG has just one root.

The Boolean provenance that annotate tuples in the event tables built in the inten-
sional approach can be read off the provenance graphs. Indeed, if ¢ occurs in an (initial,
intermediate, or final) table T whose PG is H, then, starting at the root u of H corre-
sponding to t, traverse the subgraph induced by all the nodes reachable from u and
build the Boolean expression recursively using parent labels as operation symbols and
the subexpressions corresponding to the children as operands. For example, we read

(((w1 . Z)l) . Ml) -+ (u1 . (ZUZ . Uz)) + (u2 . (03 . ZU3)) + ((ZU3 . 04) . u3)) off the PG in Figure 3.3.
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3.2.2 Co-occurrence Graphs vs. Co-table Graphs

Gurvich [91] gave a characterization of the read-once Boolean expressions in terms of

their co-occurrence graphs which is defined as follows:

Definition 3.3. The co-occurrence graph, notation G, of a Boolean formula f is an undirected
graph whose set of vertices V(Ge,) is the set Var(f) of variables of f and whose set E(Ge,) of
edges is defined as follows: there is an edge between x and y iff they both occur in the same prime

implicant of f.

Therefore, G, is uniquely determined by f and it can be constructed from f;pxr. This
construction is quadratic in the size of fipnr but of course fipnr can be exponentially
larger than f. Figure 3.4 shows the co-occurrence graph for the Boolean expression f in
equation (3.1) of Example 3.2. As this figure shows, the co-occurrence graphs for expres-
sions generated by conjunctive queries without self join are always k-partite’® graphs on

tuple variables from k different tables.

U1
Uy

w1
wy v2 2
w3 U3 us

U4

Figure 3.4: Co-occurrence graph G, for the Boolean provenance f in Example 3.2.

We are interested in the co-occurrence graph G, of a Boolean formula f because it
plays a crucial role in f being read-once. [91] has shown that a monotone f is read-once
iff (1) it is “normal” and (2) its G, is a “cograph”. We don’t need to discuss normality
because [156] has shown that for Boolean provenance that arise from conjunctive queries
without self-joins it follows from the cograph property. We will also avoid defining what
a cograph is (see [47, 49]) except to note that cograph recognition can be done in linear

time [29, 49, 92] and that when applied to the co-occurrence graph of f the recognition

6A graph (V3 U+ UV, E) is k-partite, if for any edge (#,v) € E where u € V;and v € Vj, i # .
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algorithms also produce, in effect, the read-once form of f, when it exists.

Although the co-occurrence graph of f is defined in terms of fipnr, we show in
Section 3.3 that when f is the Boolean provenance produced by a Boolean conjunctive
query without self-joins then we can efficiently compute the G, of f from the provenance
graph H of any plan for the query. Combining this with any of the cograph recognition
algorithms we just cited, this yields one algorithm for the goal of this work, which we
will call a cograph-help algorithm.

Because it uses the more general-purpose step of cograph recognition a cograph-help
algorithm will not fully take advantage of the restriction to conjunctive queries without
self5joins. Intuitively, with this restriction there may be lots of edges in G, that are
irrelevant because they link tuples that are not joined by the query. This leads us to the
notion of co-table graph defined below.

Toward the definition of the co-table graph we also need that of table-adjacency graph,

denoted by Gr, as follows:

Definition 3.4. Given a Boolean query without self-joins q() : —R1(x1),...,Rx(xx), the vertex
set V(Gr) of its table-adjacency graph Gr is the set of k table names Ry, -- ,R. We will say
that R; and R; are adjacent iff x; and x; have at least one FO variable in common i.e., R; and R;

are joined by the query. The set of edges E(Gr) consists of the pairs of adjacent table names.

R S T

*r——9

Figure 3.5: Table-adjacency graph Gr for the relations in Example 3.2.

The table-adjacency graph Gr for the query in Example 3.2 is depicted in Figure 3.5.
This graph helps us remove edges irrelevant to a query from the graph G,. For example,
if there is an edge between x € R; and x’ € R; in G, but there is no edge between R;
and R; in Gr, then (i) either there is no path connecting R; to R; in Gr (so all tuples in
R; pair with all tuples in R;), or, (ii) x and x" are connected in G, via a set of tuples
x1,-- -, Xy, such that the tables containing these tuples are connected by a path in Gr. Our
algorithm in Section 3.4 shows that all such edges (x,x’) can be safely deleted from G,

for the evaluation of the query that yielded Gr. Next we define a co-table graph.
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Figure 3.6: Co-table graph G¢ for the Boolean provenance f in Example 3.2.

Definition 3.5. The co-table graph G is the subgraph of G, with V(G¢) = V(Ge,) and such
that given two tuples x € R; and x' € R; there is an edge (x,x") € E(Gc) iff (x,x") € E(Geo) and

R; and R; are adjacent in Gr.

Figure 3.6 shows the co-table graph G¢ generated by the example in Figure 3.1.
Co-occurrence graph vs. co-table graph.  The advantage of using the co-table graph

instead of the co-occurrence graph is most dramatic in the following example:

Example 3.6. Consider q() : —Rq(x1), R2(x2) where x; and x; have no common FO variable.
Assuming that each of the tables R; and R has n tuples, G, has n? edges while G¢ has
none. A cograph-help algorithm must spend Q(n?) time even if it only reads G. O

On the other hand, G¢ can be as big as G.,. In fact, when Gr is a complete graph (see
next example), Gc = Geo.
Example 3.7. Consider () : —R1(x1,y),...,Ri(xt,y) where x; and x; have no common FO

variable if i # j. Here Gr is the complete graph on Ry,..., Ry and G¢ = Ge,. ]

However, it can be verified that both our algorithm and the cograph-help algorithm

have the same time complexity on the above example.

3.3 Computing the Co-Table Graph

In this section we show that given as input the provenance DAG H of a Boolean con-
junctive query plan without self-joins Q on a table-independent database representation
I, the co-table graph G¢ and the co-occurrence graph G, of the Boolean formula Q(I)

(see definitions in section 3.2) can be computed in poly-time in the sizes of H,I and Q.
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It turns out that Gc and G, are computed by similar algorithms, one being a minor
modification of the other. As discussed in section 3.1, the co-occurrence graph G, can
then be used in conjunction with cograph recognition algorithms (eg., [29, 49, 92]), to find
the read-once form of Q(I) if it exists. On the other hand, the smaller co-table graph Gc¢
is used by our algorithm described in section 3.4 for the same purpose.

We use Var(f) to denote the sets of variables in a monotone Boolean expression f.
Recall that the provenance DAG H is a layered graph where every layer corresponds to
a select, project or join operation in the query plan. We define the width of H as the
maximum number of nodes at any layer of the DAG H and denote it by . The main

result in this section is summarized by the following theorem.

Theorem 3.8. Let f = Q(I) be the Boolean expression computed by the query plan Q on the table
representation I (f can also be read off the provenance graph of Q on I, H), n = |vVar(f)| be the
number of variables in f, my = |E(H)| be the number of edges of H, By be the width of H, and

meo = |E(Geo)| be the number of edges of G,, the co-occurrence graph of f.
1. Ggo can be computed in time O(nmpy + Briico).

2. Further, the co-table graph G of f can be computed in time O(nmpy + B, + thxlog )

where k is the number of tables in Q, and « is the maximum arity (width) of the tables in Q.

3.3.1 LCA-Based Characterization of the Co- Occurrence Graph

Here we give a characterization of the presence of an edge (x,y) in G, based on the least
common ancestors of x and y in the graph H.

Again, let f = Q(I) be the Boolean expression computed by the query plan Q on the
table representation I. As explained in section 3.2 f can also be read off the provenance
graph H of Q and I since H is the representation of f without duplication of common
subexpressions.

The absence of self-joins in Q implies the following.

Lemma 3.9. The DNF generated by expanding f (or H) using only the distributivity rule is in
fact the IDNF of f up to idempotency (i.e. repetition of the same prime implicant is allowed).
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Proof. Let g be the DNF generated from f by applying distributivity repeatedly. Due to
the absence of self-joins g every implicant in ¢ will have exactly one tuple from every
table. Therefore, for any two implicants in g the set of variables in one is not a strict
subset of the set of variables in the other and further absorption (eg., xy + xyz = xy) does
not apply. (At worst, two implicants can be the same and the idempotence rule reduces
one.) Therefore, g is also irredundant and hence the IDNF of f (up to commutativity and

associativity). O

Denote by fipnr the IDNF of f, which, as we have seen, can be computed from f just
by applying distributivity.

As with any DAG, we can talk about the nodes of H in terms of successors, prede-
cessors, ancestors, and descendants, and finally about the least common ancestors of two
nodes, denoted lca(x,y). Because H has a root 1ca(x,y) is never empty. When H is a
tree, 1ca(x,y) consists of a single node. For a node u € V(H), we denote the set of leaf
variables which are descendants of u by Var(u) (overloaded notation warning!); in other
words, a variable x belongs to Var(u), u € V(H), if and only if x is reachable from u in

H. Now we prove the key lemma of this section:

Lemma 3.10. Two variables x,y € Var(f) belong together to a (prime) implicant of fipnr if and

only if the set 1ca(x,y) contains a --node.

Proof. (if) Suppose lca(x,y) contains a --node u, i.e., x,y are both descendants of two
distinct successors v1,v; of u. Since the - operation multiplies all variables in Var(v;)
with all variables in Var(vy), x and y will appear together in some implicant in fipnr
which will not be absorbed by other implicants by Lemma 3.9.

(only if) Suppose that x,y appear together in an implicant of fipyr and lca(x,y)
contains no --node. Then no --node in V(H) has x,y in Var(v;),Var(v,), where v1,v, are
its two distinct successors (note that any --node in a provenance DAG H can have exactly

two successors). This implies that x and y can never be multiplied, contradiction. O

Since there are exactly k tables in the query plan, every implicant in f;pnr will be of

size k. Therefore:

45



Lemma 3.11. For every variable x € Var(f) and --node u € V(H), if x € Var(u), then x €

Var(v) for exactly one successor v of u.

Proof. If x € Var(f) belongs to Var(vy),Var(vy) for two distinct successors v1,v; of u,

then some implicant in fipnr will have < k variables since x - x = x by idempotence. [I

The statement of Lemma 3.10 provides a criterion for computing G, using the compu-
tation of least common ancestors in the provenance graph, which is in often more efficient
than computing the entire IDNE. We have shown that this criterion is satisfied in the case
of conjunctive queries without self-joins. But it may also be satisfied by other kinds of
queries, which opens a path to identifying other cases in which such an approach would

work.

3.3.2 Computing the Table-Adjacency Graph

It is easier to describe the computation of Gr if we use the query in rule form Q() :
—Ri1(x1),-.., Ri(xk)-

The rule form can be computed in linear time from the SPJ query plan. Now the vertex
set V(Gr) is the set of table names Ry, - -, Ry. and an edge exists between R;,R; iff x; and
x; have at least one FO variable in common i.e., R; and R; are joined. Whether or not such
an edge should be added can be decided in time O(alogwa) by sorting and intersecting x;
and x;. Here a is the maximum arity (width) of the tables Ry, ---,Ry. Hence Gr can be

computed in time O(k?aloga).

3.3.3 Computing the Co-Table Graph

Recall that co-table graph Gc is a subgraph of the co-occurrence graph G, where we
add an edge between two variables x,y, only if the tables containing these two tuples
are adjacent in the table-adjacency graph Gr. Algorithm 1 ComrCOTABLE constructs the
co-table graph G¢ by a single bottom-up pass over the graph H.

It is easy to see that a minor modification of the same algorithm can be used to
compute the co-occurrence graph Gg,: in Step 11 we simply skip the check whether the

tables containing the two tuples are adjacent in Gr. Since this is the only place where
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Algorithm 1 Algorithm CompPCOTABLE
Input: Query plan DAG H and table-adjacency graph Gr

Output: Co-table graph Gc.
1. — Initialize V(G¢) = var(f), E(Gc) = ¢.
2: — For all variables x € Var(f), set var(x) = {x}.
3: — Do a topological sort on H and reverse the sorted order.
4 for every node u € V(H) in this order do
5. /* Update Var(u) set for both +-node and --node u*/
6: —Setvar(u)=J,Var(v), where the union is over all successors v of u.
7. ifu € V(H) is a --node then
8: /* Add edges to G¢ only for a --node*/

9: — Let vy, 0, be its two successors.
10: for every two variables x € Var(v;) and y € Var(v;) do
11: if (i) the tables containing x,y are adjacent in Gr and (ii) the edge (x,y) does

not exist in E(Gc¢) yet then

12: — Add an edge between x and y in E(Gc).
13: end if

14: end for

15:  end if

16: end for

Gr is used, the time for the computation of G¢c does not include the time related to
computing/checking Gr.

Correctness. By a simple induction, it can be shown that the set Var(u) is correctly
computed at every step, i.e., it contains the set of all nodes which are reachable from u
in H (since the nodes are processed in reverse topological order and Var(u) is union of
vVar(v) for over all successors v of 1). Next lemma shows that algorithm ComPCOTABLE

correctly builds the co-table graph G¢ (proof is in Appendix A.1.2).

Lemma 3.12. Algorithm CoMPCOTABLE adds an edge (x,y) to Gc if and only if x,y together

appear in some implicant in fipnr and the tables containing x,y are adjacent in Gr.

Time Complexity. Here we give a sketch of the time complexity analysis, details
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can be found in the appendix (Section A.1.3). Computation of the table adjacency graph
takes O(k?aloga) time as shown in Section 3.3.2. The total time complexity of algorithm
CompCOTABLE as given in Theorem 3.8 is mainly due to two operations: (i) computation
of the Var(u) set at every internal node 1 € V(H), and (ii) to perform the test for pairs
x,y at two distinct children of a --node, whether the edge (x,y) already exists in G¢, and
if not, to add the edge.

We show that the total time needed for the first operation is O(nmpy) in total: for
every internal node u € V(H) we can scan the variables sets of all its immediate successor
in O(nd,) time to compute Var(u), where d, is the outdegree of node u in H. This
gives total O(nmy) time. On the other hand, for adding edges (x,y) in Gc, it takes total
O(meoBy) time during the execution of the algorithm, where m, is the number of edges
in the co-occurrence graph (and not in the co-table graph, even if we compute the co-table
graph Gc) and By is the width of the graph H. To show this, we show that two variables
x,y are considered by the algorithm at Step 10 if and only if the edge (x,y) already exists
in the co-occurrence graph G, however, the edge may not be added to the co-table graph
Gc if the corresponding tables are not adjacent in the table adjacency graph Gr. We also
show that any such edge (x,y) will be considered at a unique level of the DAG H. In
addition to these operations, the algorithm does initialization and a topological sort on
the vertices which take O(mpy + ngy) time (ng = |V(H)|) and are dominated by the these

two operations.

3.4 Computing the Read-Once Form

Our algorithm CompRO (for Compute Read-Once) takes an instance I of the schema R =
Ry, -+, Ry, aquery Q() : —Ri(x1),Ra(x2),- - -, Ri(xk) along with the table adjacency graph
Gr and co-table graph G¢c computed in the previous section as input, and outputs whether

Q(I) is read-once. (if so it computes its unique read-once form).

Theorem 3.13. Suppose we are given a query Q, a table-independent database representation I,

the co-table graph G¢ and the table-adjacency graph Gr for Q on I as inputs. Then

1. Algorithm ComrRO decides correctly whether the expression generated by evaluating Q on
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I is read-once, and if yes, it returns the unique read-once form of the expression, and,
2. Algorithm CompRO runs in time O(mraloga + (mc + n)min(k,/n)),

where mr = |E(Gr)| is the number of edges in G, mc = |E(Gc)| is the number of edges in G¢,
n is the total number of tuples in I, k is the number of tables, and « is the maximum size of any

subgoal.

3.4.1 Algorithm CompRO

In addition to the probabilistic database with tables Ry, --, Ry and input query Q, our
algorithm also takes the table-adjacency graph Gr and the co-table graph G¢ computed in
the first phase as discussed in Section 3.3. The co-table graph G¢ also helps us to remove
unused tuples from all the tables which do not appear in the final expression — every
unused tuple won’t have a corresponding node in G¢. So from now on we can assume
wlog. that every tuple in every table appears in the final expression f.

The algorithm ComMPRO uses two decomposition operations: Row decomposition is a
horizontal decomposition operation which partitions the rows or tuples in every table into
the same number of groups and forms a set of sub-tables from every table. On the other
hand, Table decomposition is a vertical decomposition operation. It partitions the set of
tables into groups and a modified sub-query is evaluated in every group. For convenience,
we will represent the instance I as R1[T1],- -, Rg[Tx], where T; is the set of tuples in table
R;. Similarly, for a subset of tuples T/ C T;, R;[T/] will denote the instance of relation R;

containing exactly the tuples in T;. The algorithm CompRO is given in Algorithm 2.

Row Decomposition. The row decomposition operation partitions the tuples variables
in every table into ¢ disjoint groups. In addition, it decomposes the co-table graph G¢ into
¢ > 2 disjoint induced subgraphs'’ corresponding to the above groups. For every pair of
distinct groups j,j’, and for every pair of distinct tables R;, Ry, no tuple in group j of R;
ever joins with a tuple in group j' of Ry (recall that the query does not have any self-join

operation). The procedure for row decomposition is given in Algorithm 3. It should be

7A subgraph H of G is an induced subgraph, if for any two vertices u,v € V(H), if (1,v) € E(G), then
(u,v) € E(H).
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Algorithm 2 CompPRO(Q, I = (Ry[T1],- -, Rk[Tk]), Gc, Gr, FLAG)

Input: Query Q, tables Ry[Ty],---,Ri[Tx], co-table graph G, table-adjacency graph Gr,

and a Boolean parameter Flag which is true if and only if row decomposition is per-

formed at the current step.

Output: If successful, the unique read-once form f* of the expression for Q(I)

1:

2!

3:

4

10:

11:

128

13:

14:

15:

16:

17:

18:

19:

20:

21:

if k=1 then
return ) .r, x with success. (/* all unused tuples are already removed */)
end if
if FLAG = TRUE then {/* Row decomposition */}
— Perform RD((Rq[T1],- -, Rk[Tk]), Gc)-
if row decomposition returns with success then {/* RD partitions every table and G¢
into £ > 2 disjoint groups*/}
— Let the groups returned be ((T{, T ,T£>,GC,]‘>/ je L.
~Vj € [1,4], let f; = ComPRO(Q, (Ry[T]],---,R¢[T]]), Gc,j, Gr, FALSE).
return f* = f; +--- + f, with success.
end if
else {/* Table decomposition */}
— Perform TD((R1[T1],- -, R¢[Tk]), Q, G, Gc).

if table decomposition returns with success then {/* TD partitions I,G¢c and Gr into
¢ > 2 disjoint groups, Zle ki=k*/}
Let the groups returned be ((R;,- - ’R].,kj>/c/2\]" Ge,,Grj), j € [1,4].
~Vj€[1,4], f; = CompRO(Q;, (Ri[Ti1], -+, Re[T]), G, Gr,j, TRUE).
return f* = f;-...- f, with success.
end if
end if
if the current operation is not successful then {/* Current row or table decomposition is

not successful and k > 1%/}
return with failure: “Q(I) is not read-once”.

end if
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noted that the row decomposition procedure may be called on R;, [T} |,- -+, R;, [Ti/,,] and G,

where R;,, -+ ,Rz‘,, is a subset of the relations from Ry,---, R, Ti’l, cee, Ti’p are subsets of the

respective set of tuples T, -- /Ti,s and G(. is the induced subgraph of G¢ on T[l L, ,TZ-’p.
For simplicity in notations, we use Rq[T1],---,Ri[Tk]. This holds for table decomposition

as well.

Algorithm 3 RD((Rq[T1],- -, Re[Tx]), Gf)
Input: Tables Ry[T1],- -, Ri[T], and induced subgraph G- of G¢ on Ufle T;

Output: If successful, the partition of G/ and tuple variables of every input tables into
{ > 2 connected components: ((Tyj,- -+, Tx;),G¢ ), j € [1,4]

1: — Run BFS or DFS to find the connected components in G..

2: — Let £ be the number of connected components.

3: if £ =1 then {/* there is only one connected component */}

4 return with failure: “Row decomposition is not possible”.

5. else

6:  — Let the tuples (vertices) of table R; in the j-th connected component j of G be T;

7 — Let the induced subgraph for connected component j be Gc ;.

8 return ((Tyq,--- ,Tk,1>,G’C,1>, o, (T, - - ,Tk,g>,G,C’£> with success.

o: end if

Table Decomposition. On the other hand, the table decomposition operation partitions
the set of tables R = Ry, -+, R into ¢ > 2 disjoint groups Ry,---,Ry. It also decomposes
the table-adjacency graph Gr and co-table graph G¢ into ¢ disjoint induced subgraphs
Gr1,--+,Gry, and, Gcg,---, Gy respectively corresponding to the above groups. The
groups are selected in such a way that all tuples in the tables in one group join with
all tuples in the tables in another group. This procedure also modifies the sub-query
to be evaluated on every group by making the subqueries of different groups mutually
independent by introducing free variables, i.e., they do not share any common variables
after a successful table decomposition. Algorithm 4 describes the table decomposition
operation. Since the table decomposition procedure changes the input query Q to Q=

Q1,--+,Qy, itis crucial to ensure that changing the query to be evaluated does not change
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the answer to the final expression (see Lemma A.5 in Appendix A.1.4).
The following lemma shows that if row-decomposition is successful, then table decom-
position cannot be successful and vice versa. However, both of them may be unsuccessful

when the Boolean provenance is not read-once (proof is in Appendix A.1.4).

Lemma 3.14. At any step of the recursion, if row decomposition is successful then table decom-

position is unsuccessful and vice versa.

Therefore, in the top-most level of the recursive procedure, we can verify which oper-
ation can be performed - if both of them fail, then the final expression is not read-once
which follows from the correctness of our algorithm. If the top-most recursive call per-
forms a successful row decomposition initially the algorithm ComrRO is called as Com-
PRO(Q, (R1[T1],- -, Rk[Tx]), Gc, Gr, TRUE). The last Boolean argument is TRUE if and only
if row decomposition is performed at the current level of the recursion tree. If in the first
step table decomposition is successful, then the value of the last Boolean variable in the
initial call will be FALSE.

Correctness. The following two lemmas respectively show the soundness and com-

pleteness of the algorithm ComrRO (proofs are in Appendix A.1.4).

Lemma 3.15. (Soundness) If the algorithm returns with success, then the expression f* returned
by the algorithm ComPRO is equivalent to the expression Q(I) generated by evaluation of query

Q on instance 1. Further, the output expression f* is in read-once form.

Lemma 3.16. (Completeness) If the expression Q(I) is read-once, then the algorithm ComMPRO

returns the unique read-once form f* of the expression.

For completeness, it suffices to show that if Q(I) is read-once, then the algorithm
does not exit with error. Indeed, if the algorithm returns with success, as showed in the
soundness lemma, the algorithm returns an expression f* in read-once form which is the
unique read-once form of Q(I) [85],[47].

Time Complexity. Consider the recursion tree of the algorithm CompPRO. Lemma 3.14
shows that at any level of the recursion tree, either all recursive calls use the row decom-
position procedure, or all recursive calls use the column decomposition procedure. The

time complexity of ComPRO given in Theorem 3.13 is analyzed in the following steps. If
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Algorithm 4 TD(<R1[T1],' i /Rk[TkD/ <Q() . —Rl(xl),- ce ,Rk(Xk)>, G/C,G%)

Input: Tables Ry [Ti],- - -, R¢[Tx] query Q() : —R1(x1),- - -, Rg(xk) induced subgraph G/, of
Gr on U, R;, induced subgraph G of Gc on UL, T

Output: If successful, a partition of input tables, G/, G into ¢ groups, and an updated

sub-query for every group

1:

2

3:

10:

11:

128

13:

14:

15:

16:

17:

18:

19:

20:

for all edges e = (R;,R;) in G do
— Annotate the edge e with common variables C, in the vectors x;, x;.
— Mark the edge e with a “+4” if for every pair of tuple variables x € T; and y € T},
the edge (x,y) exists in G.. Otherwise mark the edge with a “—".
end for
— Run BFS or DFS to find the ¢ connected components in Gt w.r.t “—" edges
if ¢ =1 then {/* there is only one connected component */}
return with “Failure: Table decomposition is not possible”.
else
—Let Gp,-+,Gr , be the induced subgraphs of £ connected components of G7 and
Gcyoo v . Ge g be the corresponding induced subgraph for Ge.
—Let Rp = (Rp,- - /Rp,kp> be the tables in the p-th component of G/, p € [1,/].
for every component p do {/* Compute a new query for every component */}
for every table R; in this component p do
— Let C; = U, Ce be the union of common variables C, over all edges e from R;
to tables in different components of Gy (all such edges are marked with ‘+)
— For every common variable z € C;, generate a new (free) variable z', and re-
place all occurrences of z in vector x; by z’. Let x; be the new vector.
— Change the query subgoal for R; from R;(x;) to R;(X;).
end for
Let Q\p() t—=Rp1(Xp1), -+ Rpk, (Xp,) be the new query for component p.
end for
return ((R,1,--- ,Rp,kl),@, Ge,p,Grp), p € [1,£] with success.
end if
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n' = the total number of input tuples at the current recursive call and m{. = the number
of edges in the induced subgraph of G[- on these n’ vertices, we show that row decom-
position takes O(m + n') time and, not considering the time needed to compute the modified
queries /Q\] (Step 11 in Algorithm 4), the table decompositions procedure takes O(m +n’)
time. Then we consider the time needed to compute the modified queries and show
that these steps over all recursive calls of the algorithm take O(mraloga) time in total,
where « is the maximum size of a subgoal in the query Q. Finally, we give a bound of
O(min(k,+/n)) on the height of the recursive tree for the algorithm CompPRO. However,
note that at every step, for row or table decomposition, every tuple in G(- goes to exactly
one of the recursive calls, and every edge in G(- goes to at most one of the recursive calls.
So for both row and table decomposition at every level of the recursion tree the total time
is O(m¢c + n). Combining all these observations, the total time complexity of the algo-
rithm is O(mraloga + (mc + n)min(k,\/n)) as stated in Theorem 3.13. The details can
be found in Appendix A.1.5.

Example. Here we illustrate our algorithm. Consider the query Q and instance I
from Example 3.2 in the introduction. The input query is Q() : —R(x)S(x,y)T(y). In the
first phase, the table-adjacency graph Gr and the co-table graph G¢ are computed. These
graphs are depicted in Fig. 3.5 and Fig. 3.6 respectively.

Now we apply ComrRO. There is a successful row decomposition at the top-most
recursive call that decomposes G¢ into the two subgraphs Gc1,Gc, shown in Fig. 3.7.
So the final expression f* annotating the answer Q(I) will be the sum of the expressions

f1, f> annotating the answers of Q applied to the relations corresponding to G¢ 1 and Gc

respectively.
U1 U3
wq : : 2]
uq w3
wo us
(%) U4

Figure 3.7: G¢c1 and Gep.

The relations corresponding to G¢; are

ap | W a €1 |01
R = S= T= C1 | U
by | wo by c1 |
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and, the relations corresponding to G¢ are

ay C2 | U3 C2 | U2
R = ar | w3 S= T=
ay dy | vy dy | u3

Now we focus on the first recursive call at the second level of recursion tree with
input co-table subgraph G¢ ;. Note that the table-adjacency graph for this call is the same
as Gr. At this level the table decomposition procedure is invoked and the edges of the
table-adjacency graph are marked with + and — signs, see Fig. 3.8. In this figure the
common variable set for R,S on the edge (R,S) is {x}, and for S,T on the edge (S,T) is
{y}. Further, the edge (S, T) is marked with a “+” because there are all possible edges
between the tuples in S (in this case tuples v1,7v;) and the tuples in T (in this case uj).
However, tuples in R (here wq,w;) and tuples in S (here v1,v2) do not have all possible
edges between them so the edge (R,S) is marked with a “—".

Table decomposition procedure performs a connected component decomposition us-
ing “—"-edges, that decomposes Gt in two components {R,S} and {T}. The subset C
of common variables collected from the “+”-edges across different components will be
the variables on the single edge (S,T), C = {y}. This variable y is replaced by new
free variables in all subgoals containing it, which are S and T in our case. So the modi-
tied queries for disjoint components returned by the table decomposition procedure are
Q1() : —R(x)S(x,y1) and Qz() : —=T(y2). The input graph G is decomposed further into
Gca1 and Geqp, where Gepp will have the edges (wq,v1) and (ws,v2), whereas Ge 12
will have no edges and a single vertex u;. Moreover, the expression f; is the product of
fi11 and fi» generated by these two queries respectively. Since the number of tables for
Q\Q is only one, and T has a single tuple, by the base step (Step 2) of CoMPRO, fio = u3.
For expression f1; from Q1, now the graph G¢11 can be decomposed using a row de-
composition to two connected components with single edges each ((w;,v1) and (w,v2)
respectively). There will be recursive subcalls on these two components and each one of
them will perform a table decomposition (one tuple in every table, so the single edges in
both calls will be marked with “+”). Hence f;; will be evaluated to fi1 = w1v1 + w2v;. So
fi= fur- fiz = (w101 + wav2)us.

By a similar analysis as above, it can be shown that the same query Q evaluated on the
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X +y

Figure 3.8: Marked table-adjacency graph for R, S, T.

tables R, S, T given in the above tables give f, = w3(v3v4 + tou3). So the overall algorithm
is successful and outputs the read-once form f* = fi + fo = (w101 + wpv2)u1 + wa(vaus +

V4U3).

3.5 Discussion

To evaluate our approach, we discuss the time complexity of the entire query-answering
algorithm and compare it with the time complexity of the previous algorithms. Putting
together our results from Sections 3.3 and 3.4, we propose the following algorithm for an-
swering Boolean conjunctive queries without self-joins on tuple-independent probabilistic

databases.

e Phase o (Compute provenance DAG)
Input: query g, event table rep I
Output: provenance DAG H
Complexity: O((%)*) (see below)

e Phase 1 (Compute co-table graph)
Input: H, g
Output: table-adjacency graph Gr, co-table graph G¢
Complexity: O(nmpy + Butco + kzalogzx) (Thm. 3.8)

e Phase 2 (Compute read-once form)
Input: event table rep I, q, G, G¢
Output: read-once form f* or FAIL
Complexity: O(mraloga + (mc + n)min(k,v/n)) (Thm. 3.13)

Size of the provenance DAG H. Let f be the Boolean provenance generated by some

query plan for q on the database I. The number of edges mpy in the DAG H represents
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the size of the expression f. Since there are exactly k subgoals in the input query g, one
for every table, every prime implicant of fipnr will have exactly k variables, so the size of
fipnr is at most (}) < (). Further, the size of the input expression f is maximum when
f is already in IDNE. So size of the DAG H is upper bounded by mpy < (%)k . Again, the
“leaves” of the DAG H are exactly the n variables in f. So my > n — 1, where the lower
bound is achieved when the DAG H is a tree (every node in H has a unique predecessor);
in that case f must be read-once and H is the unique read-once tree of f.

Therefore n — 1 < my < (%)k. Although the upper bound is quite high, it is our
contention that for practical query plans the size of the provenance graph is much smaller
than the size of the corresponding IDNF.

Data complexity. The complexity dichotomy of [55] is for data complexity, i.e., the
size of the query is bounded by a constant. This means that our k and « are O(1). Hence
the time complexities of the Phase 1 and Phase 2 are O(nmpy + Bume,) and O(mc + n)
respectively. Since the co-occurrence graph is at least as large as the co-table graph m, >
mc, and therefore the first phase always dominates asymptotically.

In any case, we take the same position as [156] that for unsafe queries [55] the com-
petition comes from the approach that does not try to detect whether the formulas are
read-once and instead uses probabilistic inference [111] which is in general EXPTIME. In
contrast, our algorithm runs in PTIME, and works for a larger class of queries than the
safe queries [55] (but of course, not on all instances).

Comparisons with other algorithms. Here we do not restrict ourselves to data com-
plexity, instead taking the various parameters of the problem into consideration.

First consider the general read-once detection algorithm. This consists of choosing
some plan for the query, computing the answer Boolean provenance f, computing its
IDNE, and then using the (so far, best) algorithm [85] to check if f is read-once and if
so to compute its read-once form. The problem with this approach is that the read-once
check is indeed done in time a low polynomial, but in the size of fipnr. For example,
consider a Boolean query like the one in Example 3.6. This is a query that admits a plan
(the safe plan!) that would generate the Boolean provenance (x1 + y1) - (X + y») on an

instance in which each R; has two tuples x; and y;. This is a read-once expression easily
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detected by our algorithm, which avoids the computation of the IDNF.

Next consider the cograph-help algorithm that we have already mentioned and jus-
tified in Section 3.2. This consists of our Phase o and a slightly modified Phase 1 that
computes the co-occurrence graph G,,, followed by checking if G, is a cograph using one
of the linear-time algorithms given in [29, 49, 92] which also outputs the read-once form
if possible. Since Phase o and Phase 1 are common we only need to compare the last
phases.

The co-graph recognition algorithms will all run in time O(mg, + n). Our Phase 2
complexity is better than this when mcmin(k, /n) = o(m,,) (for instance, when we con-
sider data complexity assuming that the query size is much smaller than the size of the
data). Although in the worst case this algorithm performs at least as well as our algorithm
(when m¢ is 6(m.,) and we consider combined complexity including both the data and
the query size), (i) almost always the query will be of much smaller size than the data,
and therefore the time required in first phases will dominate, so the asymptotic running
time of both these algorithms will be comparable, (ii) as we have shown earlier, the ratio
Tn—fg can be as large as )(n?), and the benefit of this could be significantly exploited by
caching co-table graphs computed for other queries (see discussions in Section 3.7), and
(iii) these linear time algorithms use complicated data structures, whereas we use simple
graphs given as adjacency lists and connectivity-based algorithms, so our algorithms are
simpler to implement and may run faster in practice.

Finally we compare our algorithm against that given in [156]. Let us call it the lineage-
tree algorithm since they take the lineage tree of the result as input as opposed to the
provenance DAG as we do. Although [156] does not give a complete running time anal-
ysis of the lineage tree algorithm, for the brief discussion we have, we can make, to the
best of our understanding, the following observations.

Every join node in the lineage tree has two children, and every project node can have
arbitrary number of children. When the recursive algorithm computes the read-once trees
of every child of a project node, every pair of such read-once trees are merged which may
take O(n?k?) time for every single merge (since the variables in the read-once trees to

be merged are repeated). Without counting the time to construct the lineage tree this
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algorithm may take O(Nn?k?) time in the worst case, where N is the number of nodes in
the lineage tree.

Since [156] does not discuss constructing the lineage tree we will also ignore our Phase
0. We are left with comparing N with my. It is easy to see that the number of edges in
the provenance DAG H, my = 6(N), where N is the number of nodes in the lineage tree,
when both originate from the same query plan®® Since the lineage-tree algorithm takes
O(Nn?k?) time in the worst case, and we use O(nmy + B + k%clogrx) + O((mc +
n)min(k,/n)) = O(nN + Byn® + Kaloga + n?). The width B of the DAG H in the
worst case can be the number of nodes in H. So our algorithm always gives an O(k?)
improvement in time complexity over the lineage-tree algorithm given in [156] whereas

the benefit can often be more.

3.6 Related Work

The beautiful complexity dichotomy result of [55] classifying conjunctive queries without
self-joins on tuple-independent databases into “safe” and “unsafe” has spurred and in-
tensified interest in probabilistic databases. Some papers have extended the class of safe
relational queries [54, 56, 137, 138]. Others have addressed the question of efficient query
answering for unsafe queries on some probabilistic databases. This includes mixing the
intensional and extensional approaches, in effect finding subplans that yield read-once
subexpressions in the Boolean provenance [100]. The technique identifies “offending”
tuples that violate functional dependencies on which finding safe plans relies and deals
with them intensionally. It is not clear that this approach would find the read-once forms
that our algorithm finds. The OBDD-based approach in [137] works also for some unsafe
queries on some databases. The SPROUT secondary-storage operator [139] can handle
efficiently some unsafe queries on databases satisfying certain functional dependencies.
Exactly like us, [156] looks to decide efficiently when the extensional approach is ap-
plicable given a conjunctive query without self-joins and a tuple-independent database.

We have made comparisons between the two papers in various places, especially in Sec-

181f we “unfold” provenance DAG H to create the lineage tree, the tree will have exactly my edges, and

the number of nodes in the tree will be N = mp + 1.
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tion 3.5. Here we only add that that our algorithm deals with different query plans
uniformly, while the lineage tree algorithm needs to do more work for non-deep plans.
The graph structures used in our approach bear some resemblance to the graph-based
synopses for relational selectivity estimation in [160].

The read-once property has been studied for some time, albeit under various names [9o,
91, 95, 97, 103, 141, 170]. It was shown [97] that if RP#NP then read-once cannot be
checked in PTIME for arbitrary monotone Boolean formulas, but for formulas in IDNF
(as input) read-once can be checked in PTIME [85]. Our result here sheds new light on

another class of formulas for which such an efficient check can be done.

3.7 Conclusions

We have investigated the problem of efficiently deciding when a conjunctive query without
self-joins applied to a tuple-independent probabilistic database representation yields result
representations featuring read-once Boolean provenance (and, of course, efficiently com-
puting their read-once forms when they exist). We have given a complete and simple to
implement algorithm of low polynomial data complexity for this problem, and we have
compared our results with those of other approaches.

As explained in the introduction, the results of this work do not constitute complexity
dichotomies. However, there is some hope that the novel proof of completeness that we
give for our algorithm may be of help for complexity dichotomy results in the space
coordinated by the type of queries and the type of databases we have studied.

Of independent interest may be that we have also implicitly performed a study of
an interesting class of monotone Boolean formulas, those that can be represented by the
provenance graphs of conjunctive queries without self-joins (characterizations of this class
of formulas that do not mention the query or the database can be easily given). We have
shown that for this class of formulas the read-once property is decidable in low PTIME
(the problem for arbitrary formulas is unlikely to be in PTIME, unless RP=NP). Along the
way we have also given an efficient algorithm for computing the co-occurrence graph of
such formulas (in all the other papers we have examined, computing the co-occurrence

graph entails an excursion through computing a DNF; this, of course, may be the best one
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can do for arbitrary formulas, if RP#NP). It is likely that nicely tractable class of Boolean
formulas may occur in other database applications, to be discovered.

For further work one obvious direction is to extend our study to larger classes of
queries and probabilistic databases [54, 56]. Recall from the discussion in the introduction
however, that the class of queries considered should not be able to generate arbitrary
monotone Boolean expressions. Thus, SPJU queries are too much (but it seems that our
approach might be immediately useful in tackling unions of conjunctive queries without
self-joins, provided the plans do the unions last).

On the more practical side, work needs to be done to apply our approach to non-
Boolean queries, i.e., they return actual tables. Essentially, one would work with the
provenance graph associated with each table (initial, intermediate, and final) computing
simultaneously the co-table graphs of the Boolean provenance on the graph’s roots. It is
likely that these co-table graphs can be represented together, with ensuing economy.

However we believe that the most practical impact would have the caching of co-table
graphs at the level of the system, over batches of queries on the same database, since the
more expensive step in our algorithm is almost always the computation of the co-table
graph (see discussion in Section 3.5).

This would work as follows, for a fixed database I. When a (let’s say Boolean for
simplicity) conjunctive query Qj is processed, consider also the query Q; which is ob-
tained from Q; by replacing each occurrence of constants with a distinct fresh FO variable.
Moreover if an FO variable x occurs several times in a subgoal R;(x;) of g but does not
occur in any of the other subgoals (i.e., x causes selections but not joins), replace also each
occurrence of x with a distinct fresh FO variable. In other words, Q; is doing what Qq is
doing, but it first applies some selections on the various tables of I. We can say that Q;
is the “join pattern” behind Q;. Next, compute the co-table graph for Q; on I and cache
it together with Q. It is not hard to see that the co-table graph for Q; can be efficiently
computed from that of Q; by a “clean-up” of those parts related to tuples of I that do not
satisfy the select conditions of Q;.

When another query Q, is processed, check if its join-pattern Q, matches any of the

join-patterns previously cached (if not, we further cache its join-pattern and co-table

61



graph). Let’s say it matches Q;. Without defining precisely what “matches” means,
its salient property is that the co-table graph of Q, can be efficiently obtained from that of
Q> by another clean-up, just of edges, guided by the table-adjacency graph of Q, (which
is the same as that of Q5). It can be shown that these clean-up phases add only an O(n«)
to the running time.

There are two practical challenges in this approach. The first one is efficiently finding
in the cache some join-pattern that matches that of an incoming query. Storing the join-
patterns together into some clever data structure might help. The second one is storing
largish numbers of cached co-table graphs. Here we observe that they can all be stored
with the same set of nodes and each edge would have a list of the co-table graph it which
it appears. Even these lists can be large, in fact the number of all possible joint-patterns is
exponential in the size of the schema. More ideas are needed and ultimately the viability

of this caching technique can only be determined experimentally.
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Chapter 4

Queries with Difference on

Probabilistic Databases

This chapter presents our second work in efficiently computing the uncertainty in the
output from uncertain inputs in probabilistic databases. We considered positive conjunc-
tive queries in the previous chapter. In this chapter, we initiate the study of queries with
difference operations in probabilistic databases. Computing the probabilities of the out-
puts becomes harder in the presence of difference operations. We explore properties of
queries with difference and Boolean provenance from these queries that allow efficient

computation of the probabilities of the outputs.

4.1 Overview

We have reviewed previous work in probabilistic databases for positive queries in Sec-
tions 1.1.1 and 2.1.1. However, queries with relational difference operations are also im-
portant for both theoretical and practical purposes. Practical SQL queries make use of
difference not just explicitly (the EXCEPT construct) but also implicitly as when SELECT
subqueries are nested within WHERE clauses with logically complex conditions. The
concept of boolean provenance and the intensional semantics extend to difference. This
was essentially shown in an early seminal paper by Imielinski and Lipski, and sets of

tuples annotated by boolean provenance form particular cases of their c-tables [98].
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Here is an example. Consider a relation R = R; — Ry where the tuples in Ry, R, are
annotated with boolean provenance. For a tuple f to appear in R, t must appear in Ry, let’s
say with boolean provenance ¢. If t does not appear in Rj, then the boolean provenance
of t in R will be also ¢; on the other hand if t appears in R, let’s say with boolean
provenance ¢, then the boolean provenance of t in R will be ¢ A . Figure 4.1 shows the
boolean provenance for the difference query g’ — g on the tuple independent probabilistic

database in Figure 2.1 where g,4’ are the queries given in Figures 2.2 and 2.3.

b1 | (u1v1w1 + ugvawy + uzvaws) - (1q(v1 + v2) + 1304)

bz (u203w3) . (uzvg)

Figure 4.1: Boolean provenance for the query g — ¢'.

However, there are some new and considerable difficulties with such queries. The

following proposition holds for positive queries.

Proposition 4.1. For any positive (UCQ/SPJU) query q and for any probabilistic database I
where |I| = n, the DNF " of the boolean provenance of the tuples in q(I) can be computed in time

polynomial in n (and so it also has poly size).

When difference is added, Proposition 4.1 fails. To see this consider the simple dif-
ference query q() : —TRUE — R(x,y),S(y,z), which is true if and only if no two tuples in
R and S join. Suppose in the database instance I, the tuples in R are R(a;,b;), annotated
by the variables x;, i = 1 to m, and the tuples in S are S(bj,¢;), annotated by the variables
Yi, 1 =1 to m. Then the total number of tuples in [ is n = 2m. In this case the boolean

provenance of the answer “TRUE” in q(I) is

Cor g0 oot Con Y = (G +F0) o (G + )

If we expand this boolean provenance into IDNF, then its size will be 2™ = 2n/2, exponen-

tial in n = |I| 2°. This precludes using either the read-onceness testing algorithm of [85]

9Through this chapter we use DNF for IDNF or Irredundant Disjunctive Normal Form of an expression,

i.e., a disjunction of minterms that cannot be further shrunk by idempotence or absorption.
*°However, this is an “easy” scenario and there is a simple poly-time algorithm that can compute the

answer probability using the read-onceness of the resulting boolean provenance.
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and the FPRAS for DNF counting in [104]. The latter is already observed by Koch [110]
who also discusses techniques for avoiding the difference operation in some practical
applications.

In a recent and independent work [77], Fink et. al. proposed a framework to compute
exact and approximate probabilities for answers of arbitrary relational algebra queries
that allow difference operations. They extended their approach in [140] that computes
a d-tree given a DNF expression by repeated use of independent AND, independent OR
and Shannon’s expansion, and showed that the Boolean provenance of the answer is
not required to be converted to DNF for queries with difference. Though this approach
always returns an exact or approximate probability of the answer, the size of the d-tree
is not guaranteed to be of poly-size in the input expression and therefore the running
time may not be polynomial in the worse case. In fact, in this work we show that it is
not possible to get any non-trivial poly-time approximation of the answer probability for
very simple queries with difference under standard complexity assumptions.

In [106], we study the complexity of computing the probability of relational queries
with difference on tuple-independent databases in detail. Here is a summary of our contri-

butions:

1. Our first result is negative, and a somewhat surprising one. We exhibit two Boolean
queries g1 and g, both of which are very nice by themselves, namely they are safe
CQ7s, but such that computing the probability of q; — ¢ is #P-hard. The proof is
complex, involving reductions from counting independent sets in 3-regular bipartite
graphs to counting edge covers in another special class of bipartite graphs to count-
ing satisfying assignments of certain configurations of Boolean expressions®'. This
hardness of exact computation result suggests that any class of interesting queries
with difference which are safe in the spirit of [54-56] would have to be severely

restricted®2.

21Tt has recently been brought to our attention that this result also follows from a hardness result in [54].
However, our proof uses completely different ideas and also shows #P-hardness of some natural graph

problems which may be of independent interest.
2?There is always the obvious easy case when the events associated with g1 and with g, are independent

of each other because, for example, they operate on separate parts of the input database. We consider this
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2. In view of the above lower bound for exact computation we turn to approximate
computation of the probabilities. Our second result gives an FPRAS for computing
probabilities for large classes of queries with difference. In particular, a corollary
of our result applies to queries of the form g1 — q> where ¢, is an arbitrary positive

query (UCQ/SPJU) while g; is a safe query in CQ™~.

In fact, our full FPRAS result is not restricted to a single differences of positive
queries. In particular, it gives an FPRAS for any relational algebra query g with
multiple uses of difference as long as they are restricted as follows: (a) If g1 > g is a
subquery of g then at least one of g1,4> must be positive, (b) If g1 — g2 is a subquery

of g then g; must be positive and > must be a safe query in CQ™.

Following the motivation in Chapter 3, we also study the instance-by-instance ap-
proach, i.e., even if the query g does not follow the above restrictions, whether
we can exploit the structure of the Boolean provenance of the answers in g(I). In
this scenario, the requirement (b) above can be relaxed to g»(I) having read-once
boolean provenance on a given I. To allow for instance-by-instance approaches in
our analysis, we state our full FPRAS result in terms of requirements on the boolean
provenance of the queries, using combinations of DNFs and d-DNNFs. The proof
uses a new application of the Karp-Luby framework [104] that goes well beyond

DNF counting.

3. For difference of two positive queries, like ¢ = g1 — g2, the restriction of g, be-
ing a safe query is important for our approximation result stated above, because
our third result shows the inapproximability of computing the probability of “True —
q” where True is the Boolean query that is always true while g is the Boolean
CQ g() :— S(x),R(x,y),S(y) which has a self-join. The three results give a simple

summary of the situation for differences of positive queries, see Table 1.1.

Organization. In Section 4.2 we introduce the notion of difference rank, review some
knowledge compilation techniques like read-onceness and d-DNNFs, and describe the

connection between graph configurations (such as cliques or independent sets) and truth

case uninteresting.
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assignments that satisfy the boolean provenance of certain queries. In Section 4.3 we
give our #P-hardness result for exact computation of probability of tuples produced by
difference queries q; — g2, where both g;,4, are safe for UCQ. Section 4.4 gives our
inapproximability results for general SPJUD queries with difference rank 1, as well as an
FPRAS when the boolean provenance are in a special form. We also discuss classes of
queries that produce this special form. In Section 4.5 we review some of the related work.

Finally we conclude in Section 4.6 with directions for future work.

4.2 Preliminaries

In this section, we give some definitions and review existing knowledge compilation
techniques. We will discuss some applications of queries with difference to count graph
configurations.

4.2.1 Difference Rank

As we have seen, for queries with difference the DNF of the boolean provenance can
have exponential size. Thus, it is natural to study queries in which difference is used in
restricted ways. The first step toward this is to limit the amount of “nesting” involving

difference in a relational algebra expression. We do it through the following definition.

Definition 4.2. The difference rank of a relational algebra expression is a function § : RA — IN

defined inductively as:
e (Base relation) 5(R) =0,
e (Project) 6(I1g) = 4(q),
e (Select) 5(cq) = 6(q),
e (Join) 6(q1 X g2) = 6(q1) + 6(q2),
e (Union) 6(q; Uq2) = max(6(q1),5(q2)),

o (Difference) d(q1 — q2) =9(q1) +6(q2) + 1.
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The queries of difference rank 0 are exactly the positive (SPJU) queries. The positive
results in this work will be for queries of difference rank 1, subject to further restrictions.
There are natural queries of difference rank 2 however (see subsection 4.2.3). Proposi-
tion 4.3 below is an extension of Proposition 4.1 and it justifies our focus on queries of
difference rank 1. It shows that their boolean provenance has a certain structure that
is potentially more manageable, and indeed, we will exploit this structure in designing

approximation algorithms (Section 4.4).

Proposition 4.3. For any relational algebra query q such that 6(q) <1, and for any probabilistic
database I where |I| = n, the boolean provenance of any tuple t € q(I) can be computed in poly-

time in n in the form
r
a0+ Y aifi
i=1
where each of g, - ,&, and Bq,---,Br is a monotone DNF in poly-size in n while r is also

polynomial in n; moreover, if 5(q) =0, then r = 0 (we have a single DNF «y).

We prove the above proposition in Section A.2.1 in the appendix.

4.2.2 Read-Once and d-DNNF

A Boolean expression ¢ is said to be in read-once form if every variable x € Var(¢) appears
exactly once, where Var(¢) denotes the set of variables in ¢. An expression having an
equivalent read-once form is called read-once. For example, X1(x2 + X3X4) + X5X¢ is read-
once but X7(x2 + X3x4) + X4X6 is not. The expression xy + yz is read-once but xy + yz + zx
is not. A read-once expression ¢ can be naturally represented by a read-once-tree (see
Figure 4.2 (a)).

A d-DNNF (for deterministic decomposable negation normal form), introduced by Dar-
wiche [58, 60], is a rooted DAG, where the leaves are labeled with positive or nega-
tive literals x or ¥, and internal nodes are +-nodes or --node (see Figure 4.2). The -
nodes are decomposable, in the sense that, for any two children u; and uj of a --node u,
var(¢,,) N Var((/)uj) =@ (ie., ¢, and ¢u; are independent). On the other hand, +-nodes
are deterministic, i.e., for any +-node u, and for any two children u;,u; of u, the set of

assignments of Var(¢) that satisfy ¢, and the set of assignments that satisfy ¢, are
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Figure 4.2: ¢ = u1(v1 + v2) + uzvs: (a) as a read-once tree, (b) as a d-DNNF.

disjoint. Similar to read-once expressions, for a Boolean expression ¢ represented as a d-
DNNE, Pr[¢] can be computed in linear time in the size of the d-DNNF repeatedly using
Pr(¢,] = IT!_, Pr[¢,,] (if u is a --node) and Pr[p,] = Yr_; Pr[¢,,] (if u is a +-node), where
uy,---,uy are children of u. The following proposition shows the containment of these
knowledge compilation forms which we will exploit while designing our approximation

algorithms (the containment is strict [101]):

Proposition 4.4. If ¢ is in read-once form, then ¢ has a d-DNNF representation of size O(n)

(n = |var(¢)|) which can be computed in O(n) time from the read-once tree of ¢.

The proof of the above proposition follows from [58, 101, 137] using the construction
of an OBDD [30] as an intermediate step. We illustrate the read-once-tree and d-DNNF
representation of the read-once boolean provenance u;(v; + v2) + u3vy4 of the tuple q(by)
from Figures 2.2 (see, for instance, [101] for the exact procedure).

Whether a Boolean expression is read-once was known to be decidable in poly-time
(along with the computation of the equivalent read-once form), when ¢ is in DNF [85, 91];
recently [152, 156] gave poly-time algorithm to achieve the same when a Boolean expres-
sion ¢ produced by a CQ~ query is given in any arbitrary form along with the query
plan that produced ¢. An equivalent d-DNNF for a given Boolean expression may not
be compact, and also it is not known whether the Boolean expressions having poly-size
d-DNNF expressions are closed under negation [59, 60]. Nevertheless, since read-once
Boolean expressions are obviously closed under negation it follows from Proposition 4.4

that if ¢ is read-once, then ¢ has a d-DNNF representation of size O(|var(¢)|).
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4.2.3 From Graphs to Queries

There is a tight connection between graph properties that assert the existence of ver-
tex configurations such as cliques, vertex covers, independent sets, etc., and certain
(Boolean) relational algebra queries. Indeed, consider the relational schema (V,E,S)
where V(A),S(A) are unary relations while E(A1, A,) is binary. The idea is that (V,E)
encodes a simple undirected graph while the vertex subset S C V and describes a con-
figuration such as a vertex cover, a clique, etc. in the graph. Not all (V,E)-relational
databases encode simple graphs so we restrict attention to those satisfying the constraints
ECV x V,VYviv; E(v1,v2) — E(v2,01) and Vo =E(v,0).

To express the relational algebra queries we begin with formulating the clique, cover,
etc. properties as first-order sentences which we then transform into queries (making
sure of domain independence).

Examples

1. S induces a clique: ¥x,y S(x) ANS(y) ANx #y — E(x,y)

Getique = True — [0a,24,(04,/4S X p4,/4S) — E]

2. S is a vertex cover: Vx,y E(x,y) — S(x) V S(y)
Jv—cover = True — [E X PAl/A(V - S) N PAz/A(V - S)]

3. S is an independent set: Vx,y S(x) A S(y) — —E(x,y)

Jind—set = True — [EX 0, 7 aS X0,/ 4S]

Note that 6(ging—ser) = 1 while 6(qo—cover) = 6(Getique) = 2-

Consider probabilistic databases I with schema (V,E,S) such that the tuples in V (the
vertices) and E (the edges) have probability 1 while S has the same tuples as V but with
arbitrary probabilities. The tuple variables that matter are those for S and they correspond
1-1 to the vertices of the graph. A random instance of S is subset of V' and these are in
1-1 correspondence with the truth assignments to the tuple variables. Hence there is a
1-1 correspondence between configurations satisfying the query (e.g., forming a clique,
or an independent set) and the truth assignments that make the boolean provenance of

the query true. This gives a reduction from counting the configurations to counting the
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corresponding satisfying assignments (this is further reduced to computing probability

by choosing all probabilities in S to be 3).

4.3 Hardness of Exact Computation

In this section we give a hardness result for SPJUD queries. We will consider Boolean
SPJUD queries of the form g = q; — g2, where both 41,4, are CQ~ queries; hence 6(q) = 1.
We show that the problem of exact probability evaluation for this class of simple-looking
query is hard even in very restricted cases.

Given an SPJUD query q = g1 — g2 and a probabilistic database instance I, let ¢
and ¢, denote the two boolean provenance-s produced by g; and g, on I respectively.
Hence the boolean provenance of the unique tuple in q(I) will be ¢ = ¢p; - ¢2. As we
discussed in Section 4.2.2, if ¢ (and therefore ¢) is a read-once (RO) Boolean expression
on independent random variables, then Pr[¢] and Pr[¢] can be computed efficiently. In
this section we show that, the exact computation of Pr[¢; - ¢] is #P-hard, even when both
¢1,¢> are RO. In fact, we show that the expressions ¢;,¢, can be generated by simple
queries g1 and qo of constant size that are individually safe for the class CQ™ [55]. The

following theorem states the main result proved in this section.

Theorem 4.5. There exists a fixed-size SPJUD query q of the form q = q1 — qo where both q1,q2

are safe CQ™ queries, such that the exact computation of the probabilities of the answers is #P-hard.

Let C(¢) be the number of satisfying assignments of a Boolean expression ¢. A tuple-
variable x in a Boolean expression or in a probabilistic database instance will be called
uncertain if the variable x is present with some uncertainty, i.e., Pr[x] ¢ {0,1}. In our
reduction, we will construct a probabilistic database instance where for all uncertain
tuple variables x, Pr[x] = 1. In this scenario, computation of Pr[¢;.¢»] is equivalent to the
computation of the number of satisfying assignments of ¢;.¢, (since Pr[¢;.¢o] = 0(4;172\}(72)’
where N = the number of uncertain tuple variables); hence we focus on the counting
version from now on.

To prove Theorem 4.5, intuitively, (i) first we need to construct a Boolean expression

¢ which is expressible as the product of two RO expressions ¢ and ¢,, and where the
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computation of Pr[¢] is #P-hard; (ii) then we need to construct two safe Boolean queries
g1,92 and a database instance I such that 41,42 produce ¢4, ¢, as the boolean provenance
of the unique answer tuples in ¢1(I) and g2(I) respectively. Note that if ¢; and ¢ do
not share any variables and are RO, then Pr[¢; - ¢2] = Pr[¢1] - (1 — Pr[¢]) can be easily
computed. Hence the challenge in the first step is to find a “hard” expression which can
be factored into two “easy ” expressions which share variables, whereas, the challenge in
the second step is to construct a query that produces these expressions without using self
join operation (since ¢ and ¢, share variables, we need to ensure that no two variables
from the same relation join in either of them).

Before we describe the steps of the proof of Theorem 4.5, we first define two counting
versions of satisfiability problems, one is the product of two RO CNF expressions, and,

the other is the product of two RO DNF expressions.

Definition 4.6. We are given two CNF (resp. DNF) expressions 1 and p, such that (i)
Var(yn) = Var(yz) =V (say), (i) all literals are positive in both 1 and », (iii) both 1,1,
are RO, (iv) every clause (resp. term) in both Py and P, has at most four variables, and, (v) the
variables in 'V can be partitioned into four groups V,- -, Vy such that no two variables from any
group V; co-occur in any clause (resp. term) of Y1 and . The goal is to compute C(y - 1p2). We

call this problem #ROXRO-4Partite—4CNF (resp. #ROXRO-4Partite—4DNF).

An example of a ROXRO-4Partite-4CNF expression is @ = ¢ - i, where p; =
(x14+y1+22) (2 +y2 +2z1 +wp) and ¢1 = (x2 +y1 + 22 + w1 ) (X1 + Y2 +21) (both Py and ¢
read-once, and the variables {x;}, {y;}, {zi} and {w;} form a partition into four groups).
Note that #/ROXRO-4Partite—4CNF is a special case of the #Twice-SAT problem?3 which
has been proved to be #P-hard in [31] without the requirements of bipartiteness of clauses
in the expression ¥; - ¢, in terms of sharing variables and g4-partiteness of variables in
terms of belonging to the same clause.

Now we can give a proof sketch of Theorem 4.5, the details are deferred to Sec-

tion A.2.2 in the appendix. The theorem is proved by a sequence of #P-hardness proofs:

e Step 1: Show that counting edge covers in bipartite graphs of degree < 4 where the

23Twice-SAT is an instance of SAT where every variable appears in at most two clauses.
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edge set can be partitioned into four matchings (called #4Partite-4BEC) is #P-

hard by a reduction from counting independent sets in 3-regular bipartite graphs.

e Step 2: Show that #ROXRO-4Partite-4CNF is #P-hard by a reduction from

#4Partite—-4BEC.

e Step 3: Show that #ROXRO-4Partite-4DNF is #P-hard by a reduction from

#ROXRO-4Partite—4CNF.

e Stepg: Show that Pr[g(I)] is #P-hard by a reduction from #ROXRO-4Partite-4DNF,

where g satisfies the desired properties stated in Theorem 4.5.

In Step4, the queries q1,92 we construct are g1 () := Ry (x,y1) Ra(x,y2) Ra(x,y3) Ra(x,y4)
and g2() := Ry1(x1,y) Ra(x2,y) R3(x3,y) Ra(xs,y). Clearly, q1,92 do not use self-join and
hence belong to CQ~. Further, both of them are hierarchical (i.e. for every two variables
x,y, the sets of subgoals that contain x,y are either disjoint or one is contained in the

other) and therefore are safe for the class CQ™ [56].

4.4 Approximating Tuple Probabilities

Since the exact computation of the probabilities of the result tuples of a simple class
of SPJUD queries has shown to be #P-hard in Section 4.3, now we focus on the ques-
tion whether we can efficiently approximate the probabilities to a desired accuracy level.
In other words, we attempt to get a fully polynomial randomized approximation scheme (or
FPRAS). An FPRAS is a randomized algorithm that runs in time polynomial in the input
size and 1/€ (e is the accuracy parameter) and produces a result that is correct to within
relative error (1 + €) with high probability. In particular, for the boolean provenance ¢;
of a tuple t in the answer g(I) for an SPJUD query g and database instance I, the approx-
imation algorithm should run in time polynomial in n = |I|, and 1/¢€, and output a value
13t such that
Pr{|Prlgy] — Bi| < ePr[g]] > 3/4

The success probability can be boosted to 1 — ¢ for any given confidence parameter & by

repeating the experiment log(1/6) times and then taking the median of the values.
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The results in this section are summarized in Theorem 4.7 and Theorem 4.8. Theo-

rem 4.7 gives an inapproximability result even for queries with difference rank 1.

Theorem 4.7. There exists a fixed size SPJUD query of difference rank 1 such that the computation
of probabilities of the answers does not have any FPRAS unless P = N'P.

We prove Theorem 4.7 in Section A.2.7 in the appendix. Nevertheless, in Theorem 4.8
we show that an FPRAS can be achieved in some cases where the boolean provenance
of the answers can be computed in a certain probability friendly form (PFF). We will define
PFF and discuss its relation with the Karp-Luby framework to approximate the probability

of a Boolean expression in Section 4.4.1 and Section 4.4.2 respectively.

Theorem 4.8. There is an FPRAS for approximating the probabilities of the answers of any
SPJUD query q on probabilistic databases I such that the boolean provenance of the tuples in q(I)

have PFF-s that can be computed in polynomial time in the size of .

Later in Section 4.4.4 we show that, indeed there is a natural class of queries of differ-
ence rank 1 that will produce boolean provenance expressions in PFF which can also be

computed in poly-time.

4.4.1 Probability-Friendly Form (PFF)

Definition 4.9. A Boolean expression ¢ on n variables is said to be in PFF if ¢ is in form

T
p=wo+ )
i=1
where ag, &1, -+ ,&r are DNFs and vy1,-- -, 7, are --DNNFs>4, all of polynomial size in n, and

r is polynomial in n.

Note that we are allowed to have negative literals in a;-s and 1;-s in the above defini-
tion.
4.4.2 PFF and General Karp-Luby Framework

Consider a PFF ¢ of the form ¢ = ag + Y;_; a;yi, Where r is polynomial in n = |var(¢)|,

all w;-s are represented in DNEF, and <;-s are represented in d-DNNF, all having size

*4To be specific, each v; is represented by d-DNNF DAGs.
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polynomial in n. By expanding the minterms in the &;-s, ¢ can be expressed in the form
p=A+Ar+--+As+Bi-11+--+B;- (4.1)

where Aj-s and Bj-s are minterms (conjunction of positive and negative literals) from the
DNFs «;-s and some of the ;-s may be the same. Moreover, s,q will be polynomial in
n. The equivalent DNF of ¢ can be of exponential size in n. However, we show that the
general Karp-Luby framework to estimate the size of union of sets [104, 131] can still be used
to obtain an FPRAS for Pr[¢].

Given Pr[x] for all (independent) variables in Var(¢), the general Karp-Luby frame-
work works for estimating Pr[¢] where ¢ = ¢1 + ¢o + - -+ + ¢, and ¢;-s are Boolean ex-

pressions (not necessarily DNF minterms) satisfying the following three properties:
(Q1) For each ¢;, Pr[¢;] can be computed in poly-time,
(Q2) For each ¢;, a random satisfying assignment o (of variables in Var(¢)) of ¢; can be

generated in poly-time (i.e. ¢ is sampled with probability Prlo|¢] = g% ).

(Q3) For each assignment ¢ and each ¢;, it can be decided in poly-time whether ¢ satisfies
Pi-

The framework is presented in Algorithm 5 for the sake of completeness. It is well-
known that E[£ - Y Pr(¢;]] = Pr[¢], and a set of samples of size O(%4log(5)) suffices to

estimate Pr[¢] within accuracy (1 + €) with probability > 1 — ¢ [104, 131].

4.4.3 FPRAS to Approximate Tuple Probabilities

Now we prove Theorem 4.8. Theorem 4.8 states that if the boolean provenance of the
answers of the SPJUD query can be expressible in PFF, then the probability computation
of the answers has an FPRAS. Following the discussion in Section 4.4.2, it suffices to
show that all (Q1), (Q2), (Q3) hold when ¢ = ¢1 + - - - + ¢y, is in PFFE. The property (Q3)
trivially holds for all assignments ¢ and for all ¢;. Again, if ¢; in (4.1) is one of Ay, -+, As
(conjunction of literals), then properties (Q1) and (Qz2) easily hold. Therefore we focus on
proving (Q1) and (Q2), when ¢; is of the form B;7;, where B; is conjunction of literals and

7 is in d-DNNE
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Algorithm 5 Karp-Luby algorithm
Input: A Boolean expression ¢ = ¢1 + - - - + ¢, where properties (Q1), (Qz2), (Q3) hold

for each ¢; (¢; are not necessarily DNF minterms), accuracy parameter €, confidence
parameter
Output: An estimation of Pr[¢].

Initialize C = 0.

for t =1 to M do do {/* M = number of samples */}

Pr¢;]
Y, Pr(g;]

— Sample a random satisfying assignment ¢ of ¢;.

— Sample ¢; w.p.

if o does not satisfy any of ¢1,¢, - ,¢;_1 then
-C=C+1.
end if

end for

— Output 4 - Y Pr(e].

Restricted d-DNNFs for ¢; = B; - y;: It is easy to see that if a Boolean expression f is
represented in a poly-size d-DNNF, then any partial assignments of the variables in f
also has a poly-size d-DNNF, which can be computed in poly-time by replacing some
of the variables by their unique assignments and reducing the d-DNNF with repeated
use of TRUE + [’ = TRUE, FALSE + f’ = f/, etc. Consider the Boolean expression B; - ;. If
B; - i is true, then B; must be true, which forces a unique assignment of the variables
in B;. The d-DNNF for the expression 7; with this partial assignment of the variables in
Var(B;) NVar(vy;) can be computed in poly-time. Let us call this d-DNNF as D; (on the

variable set Var(7;) \ Var(B;)).

(Q1): Computation of Pr[B; - v;]. The value of Pr[B; - ;] can be computed from its d-
DNNF D; in time linear in the size of D; as discussed in Section 4.2.2, and multiplying
this probability with the probability of the unique satisfying assignments of the variables
in Var(B;).

(Q2): Uniform Sampling from d-DNNF. Uniform sampling of a satisfying assignment

of ¢; = B; - i, will be done by uniformly sampling a satisfying assignment o of Var(7y;) \
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Var(B;) using d-DNNF D;, extending ¢ to include the unique satisfying assignment of
variables in Var(B;) and then further extending that assignment to an assignment ¢’ of
vVar(¢) by a random assignment to the variables in Var(¢) \ Var(¢;) (for every variable
x € Var(¢) \ Var(¢;), assign x = 1 with probability Pr[x]).

For a node u in the d-DNNF D;, we will use ¢, to denote the sub-expression induced
by the node u. Uniform sampling from a d-DNNF critically uses the determinism of the
+-nodes: If a +-node u has children uy,---,uy, then for every pair of j,¢, where j # ¢,
the set of satisfying assignments for ¢, and that for ¢,, are disjoint. The procedure for
uniform sampling is given in Algorithm 6. It processes the nodes in the d-DNNF DAG D;
in reverse topological order (i.e., all the children of a node u in D; is processed before u
is processed). After a node u is processed by the procedure, a satisfying assignment ¢, of
vVar(¢y) is returned. For a --node u, 0y, is computed by concatenating the assignments Ou;s
j=1tok, whereuy,- - ,uy are the children of u. This works because Var(¢y,) NVar(¢y,) =
@, for every two distinct children u;,uj. On the other hand, for every +-node u, one of
the children u; is chosen at random, and ¢, is assigned to be Ouj It is easy to check that

the sampling procedure runs in time linear in the size of D;.

Correctness of Algorithm 6. A d-DDNNF D with root r represents the expression ¢.,
(¢y is the sub-expression at node u of D). Here we prove that, for every node u € Var(¢.),

Algorithm 6 assigns a random assignment ¢, of the variables Var(¢,) with probability

Pr{oy]
Pr(¢y]

output with probability

(which shows that at the end, a random satisfying assignment of Var(¢,) will be

Pr(oy]
Pr{¢y]

7 on Var(¢y,). The first node u in 77 must be a sink node, and if u is labeled with x

). The proof is by induction on the reverse topological order

(resp. X), the unique satisfying assignment ¢, will be x =1 (resp. o) which is assigned
with probability 1. Assume that the induction holds up to the i-th node in order 7
and consider the i + 1-th node u with children uy,---,uy. If u is a --node, then by the
disjointness of --nodes, Var(u;) NVvar(uy) = @. Hence Pu; and ¢,, are independent, and
Pr(¢y] = H;‘Zl Pr(¢y;]. Each satisfying assignment o, of ¢, must be a concatenation of
satisfying assignments 0, j =1 to k, where 0y, is the projection of the assignment o, on
variables Var(cpu].), and since the variables are disjoint in all Pu;s Pr[o,] = H};l Pr[auj]. By

Pr[qu] Prlou] _ rk Pr[auj]
Belp, ] Therefore Prlpn] = I oy 7ul

induction hypothesis, 0y, is assigned with probability

77



Algorithm 6 Uniform satisfying assignment generation from a d-DNNF.
Input: A d-DNNF D with root r.

Output: A satisfying assignment ¢ of Var(¢.) output with probability
Pr[c]/Pr[¢e]
— Compute Pr[¢,] for every node u in D (see Section 4.2.2).
— Compute a reverse topological order 7t of the nodes in the d-DNNF DAG D. Process
the nodes in the order 7.
for each node u in D do
if u is a sink-node marked with variable x then
if ¢, = x, set 0, to be x = 1; else set ¢;, to be x = 0.
else {/* u is an internal node */}
— Let uq,--- ,u; be the children of u.
if u is a --node then
— Set 0, to be concatenation of Oujs j=1tok.

else {/* u is a +-node */}
Prlu;]
Eﬁzll’r[uj] )
— Extend 0, to a[lj by randomly assigning the variables in Var(¢u) \ Var(¢u,).

— Choose child u; with probability

— Set 0, to be 0'&},.
end if
end if
end for

return — o =o0,.

On the other hand, if u is a +-node, Pr[¢,]| = 2;‘:1 Pr[¢u;] (satisfying assignments of every
Pu;, Pu, are disjoint). For a satisfying assignment ¢, of ¢, let 0, satisfies Pu; (j is unique)

Proy,.
which is assigned with probability % (even after the extension in Step 12). Therefore
llj

Pr [qﬁu], ] Pr [171,]. ] Pr [(Tl,j ] Pr(oy.]

Prioy] _ . _ _ j .
Belpu] — EPtlpu]  Pg] — SPpa] T el This completes the proof of Theorem 4.8.
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4.4.4 Classes of Queries Producing PFF

For an SPJUD query g with difference rank 6(q) =1, we call a difference sub-query to be
the sub-query that immediately appears on the right hand side of a difference operation.
Since we allow union, there may be more than one difference sub-query of a query g with
d(gq) = 1. It is well-known that the boolean provenance ¢; of answers t of a safe CQ~ query
on tuple-independent databases are read-once [137], furthermore, if ¢; is read-once, ¢ is
also read-once, and there is a poly-size d-DNNF for ¢; which can be computed in poly-
time (see Proposition 4.4). Consider Proposition 4.3. From the proof of this proposition it
follows that only the boolean provenance ; produced by difference sub-queries appear
as B; of the boolean provenance ¢ of result tuples of an SPJUD query g with §(g) = 1.
Since these B;-s are read-once when the corresponding difference sub-query is safe for

CQ~, we have the following corollary:

Corollary 4.10. Given an SPJUD query q with 6(q) =1, if all the difference sub-query-s in q are
safe for the class CQ~, then for any probabilistic database instance I, the boolean provenance of all
answers in q(I) will have a PFF that can be computed in poly-time. Therefore there is an FPRAS

for this class of queries on any instance 1.

Corollary 4.10 can be extended to the instance-by-instance approach taken in [152,
156]: for the query-instance pairs (g, 1) such that for every difference sub-query ¢’ of g the
boolean provenance-s in ¢’(I) are read-once, the probability of the answers in g(I) can be
approximated. On the other hand, a similar result can be obtained when the difference
sub-queries are UCQ queries such that for all instances I, the boolean provenance-s have
a poly-size OBDD (ordered binary decision diagrams) representation [101]; this can also be
decided from the query. Since OBDD-s are closed under negation, and a d-DNNF of poly-
size in OBDD can be constructed in poly-time [58, 101], the boolean provenance of the
answer tuples for all such queries on all database instances will have PFF-s computable in
poly-time, and therefore again an FPRAS can be obtained using our result in the previous

section.
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4.5 Related Work

There has been significant progress since 2004 in probabilistic databases. We have already
mentioned the dichotomy results that have identified exactly the safe positive queries [54—
57]. Ré and Suciu show a trichotomy result [146] for queries in CQ~ extended with ag-
gregate operations. Such queries can be divided into safe [145] which have efficient exact
computation, approx-safe which have an FPRAS, and hazardous, which are inapproximable.
This is a stronger kind of result than our lower bounds because we do not show that every
query for which we don’t give an FPRAS is inapproximable, just that some such queries
exist. Approximation techniques for queries on probabilistic databases are also studied
in [109, 140]. We have also mentioned work explaining the tractability of safe queries
through knowledge compilation applied to their boolean provenance [101, 137] and a re-
cent work proposing a framework for exact and approximate probability evaluation for
queries with difference, but without a guarantee of polynomial running time [77].
Exploiting boolean provenance through knowledge compilation has been used for
unsafe queries, in an instance-by-instance approach for the class of CQ~s [152, 156]. An
earlier, completely different approach compiles queries and databases into probabilistic
graphical models and then performs inference on these [154, 155], taking advantage of the
considerable theoretical and practical arsenal developed in Machine Learning. Knowl-
edge compilation is combined with Bayesian network inference in [100]. Significant work
has also been done on top-k queries on probabilistic databases [117, 144, 159]. Finally,
several systems for query processing on probabilistic databases have been developed,

including MistiQ [25], Trio [17, 174], and MayBMS [10].

4.6 Conclusions

We have examined the theoretical difficulty of computing exactly, and of approximating,
the answers to relational queries with difference on probabilistic databases. The obvious
next step is to assess the practical validity of the algorithms that we have presented as
part of our FPRAS.

Desirable extensions of this work include using more flexible probabilistic models
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such as disjoint-independent databases and continuing to improve the sharpness of the
divisions we have discovered, including dichotomy or trichotomy results as discussed

before.
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Chapter 5

Provenance-based Approach for
Dictionary Refinement in

Information Extraction

We have studied the efficient computation of the uncertainty in the output given uncertain
inputs using Boolean provenance in the previous two chapters. This chapter focuses
on tracing errors in the output back to the input in order to find potential erroneous
inputs using Boolean provenance. Source refinement, i.e. removing the erroneous inputs,
help improve the quality of the output. We discussed our general framework for this
purpose in Section 1.1.2. In this chapter, we present our technical results in the context of
dictionary refinement in information extraction, where the erroneous dictionaries are modeled

as relations and extraction rules are modeled as relational queries.

5.1 Overview

Information Extraction, the problem of extracting structured information from unstruc-
tured text, is an essential component of many important applications including business
intelligence, social media analytics, semantic search and regulatory compliance. The suc-
cess of these applications is tightly connected with the quality of the extracted results, as

incorrect or missing results may often render the application useless.
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Most information extraction systems use a set of rules and a set of dictionaries of terms
and phrases (also known as gazetteers) to extract entities (e.g. Person, Organization, Lo-
cation) and relations between entities (e.g. Person’s birth date or phone number) from
the text. It also uses a number of basic features including syntactic features (e.g. regular
expressions) and morphological features (e.g. part of speech) to identify common patterns
in text. Developing and maintaining high-quality entity or relation extractors is an ex-
tremely laborious process [45]. Typically, a developer starts by collecting an initial set
of features and developing an initial set of rules. She then executes the extractor on a
document collection, examines the causes of incorrect results, and refines the extractor
in order to remove these incorrect results; this process is repeated until the developer is
satisfied with the quality of the extractor.

Dictionaries are integral to any information extraction system. For example, an ex-
tractor for Person entities would make use of dictionaries of complete names (e.g., names
of famous persons), as well as dictionaries of common first names and last names, and
dictionaries of common titles (e.g. “Mr.”, “Esq.”). More sophisticated Person extractors
may use a larger collection of more fine-grained dictionaries to improve accuracy (e.g. a
dictionary of common first names that are also the names of major U.S. corporations).
Dictionaries are even more relevant in the context of today’s informal data sources (e.g.
social media), which do not obey the constraints of formal language (e.g. syntactic fea-
tures such as capitalization and punctuation are rarely present, and classic part of speech
analyzers trained on formal text such as TreeBank have low accuracy [122]).

In this work, we initiate a formal study of the dictionary refinement problem: the problem
of optimizing the quality of an extractor by removing selectively chosen entries from the
dictionaries used in the extractor. Although many dictionaries are readily available from
public or commercial sources (e.g. the U.S. Census Bureau [3] provides extensive lists of
tirst and last names, while [4] provides lists of locations containing millions of entries
with detailed geographical information) inherent ambiguity in language prevents such
exhaustive dictionaries from being consumed directly, as they would lead to many false
positives. Instead, these dictionaries require curation before they can be used effectively

in an extractor, and the extent of the curation depends on the application, domain and
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language. For example, it has been observed that an extensive dictionary of location
names is useful, whereas an extensive dictionary of person/organization names is not
that effective [102, 126]. In addition, due to inherent overlap between dictionaries for
different entities (“Chelsea” is a common first name, but also the name of a famous
football club; “Victoria” or “Washington” can be a location or a person), it is important
to derive dictionaries with high precision tailored to the particular domain of interest.
As an example, while including “Chelsea” in a dictionary of names may work well in
general, when the system is customized to process a corpus of sports news articles, it is
highly likely that excluding “Chelsea” from the dictionary would lead to more accurate
results. Finally, dictionaries may be generated automatically [150], or collected from noisy
sources [113, 134] (e.g., one may frequently encounter in dictionaries of person names
highly ambiguous entries such as “San”, “Francisco”, “Hong”, “Kong”, “April”, “Costa”).
Clearly, such dictionaries must be further refined in order to improve the quality of the
system.

To refine a dictionary, the system’s supervisor would wish to examine a list of entries
that with high likelihood are responsible for many false positives, and therefore whose
removal would lead to a significant improvement of the system. In Section 1.1.2, we
mentioned the issues to be addressed to achieve this goal. There are two main challenges:
(1) an extractor typically usually makes use of multiple dictionaries that are combined
in arbitrary ways via complex rules. Therefore, an output is determined by multiple
dictionary entries and we need to gain information about individual dictionary entries
from the labels of the output. (2) Labeling the outputs of extractors (as true and false
positives) is an expensive task requiring substantial human effort. In practice, the labeling
is incomplete and many of the outputs are unlabeled which makes the refinement even
more challenging.

Dictionary refinement vs. rule refinement. = One may naturally ask whether the
alternative technique of rule refinement, i.e.adding more rules, or refining the existing rules,
could be employed to improve the quality of an extractor. While this is a natural question,
the decision to employ one technique over the other is usually carefully drawn on a case

by case basis, by considering not only the overall improvement in accuracy, but also the
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ease of maintainability of the resulting extractor. For ambiguous phrases like “Chelsea
did a splendid job today!” the entities may be recognized by complex rules and advanced
natural language processing techniques from the broader context. However, maintaining
such rules is a labor intensive process requiring expertise in the system’s rule language.
Building high precision dictionaries, especially for domain-specific applications, provides
a low-overhead option requiring little or no knowledge of the system. Moreover, the two
techniques are not mutually exclusive. For example, when customizing a Person extractor
for the sports news domain, one may decide to remove “Chelsea” from the dictionary
of first names, and at the same time add “Chelsea” to a new dictionary of ambiguous
names, along with a new rule that marks occurrences of ambiguous names as candidate
persons only if another strong contextual (e.g., a title) clue is present in the nearby text.
However, prior to adding the new rule, one must first determine the ambiguous entries
in the dictionary. Therefore dictionary refinement plays an important role to create high
precision or domain-specific dictionaries, to curate noisy dictionaries, as an intermediate
step for rule refinement and also as an low-overhead easily maintenable alternative to
rule refinement [45, 75, 118, 123].

Summary of our results. We systematically study the dictionary refinement problem
when some labels in the output may be missing. To balance the requirements of extraction
precision (minimize false positives) and recall (avoid discarding correct answers), we max-
imize the standard objective of F-score (the harmonic mean of precision and recall) [171].
We study the F-score maximization problem under two natural constraints that a human
supervisor is likely to use: a limit on the number of dictionary entries to remove (size
constraint), or the maximum allowable decrease in recall (recall constraint). Our model and
the theoretical results are applicable to general relational setting where erroneous source
tuples are required to be refined to reduce the number of false positives in the output.

To understand the complexity of the dictionary refinement problem, we also discuss
an important special case, called single dictionary refinement, where a unique dictionary
entry is responsible for producing each output entity. Besides serving as a stepping stone
for the study of the more general multiple dictionary case, the single dictionary case has

several practical applications including the initial refinement of a noisy dictionary gen-
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erated from various sources, and the curation of specialized high-precision dictionaries
(such as lists of organizations in healthcare and banking). For the general case, called mul-
tiple dictionary refinement, we use Boolean provenance to model the complex dependencies
between dictionary entries and final results.

We divide the dictionary refinement problem into two sub-problems: (a) Label esti-
mation estimates the “fractional” labels of the unlabeled outputs assuming a statistical
model for the labels®>. (b) Refinement optimization takes the (exact or estimated) labels of
the output tuples as input. It selects a set of dictionary entries to remove that maximizes

the resulting F-score under size or recall constraint.

1. For label estimation, we give a method based on the well-known Expectation - Max-
imization (EM) algorithm [67]. Our algorithm takes Boolean provenance of the la-
beled outputs as input and estimates labels of the unlabeled outputs. Under certain
independence assumptions, we show that our application has a closed-form expres-

sion for the update rules in EM which can be efficiently evaluated.

2. For refinement optimization, we show that the problem is NP-hard in the general
multiple dictionary case, under both size and recall constraint, even when the ex-
tractor consists of just one rule involving two dictionaries®. This problem remains
NP-hard in the single dictionary case under recall constraint®’. However, the opti-
mization problem becomes poly-time solvable for the single dictionary case under

size constraint.

3. We conduct a comprehensive set of experiments on a variety of real-world informa-
tion extraction rule-sets and competition datasets that demonstrate the effectiveness

of our techniques in the context of information extraction systems.

Organization. We have already discussed our rule languages and provenance of output

tuples in terms of the dictionary entries in Section 2.1.2. Here we formally define the

25The labels can appear on any subset of the outputs, e.g. we do not assume that a random subset of the

output is labeled.
26This is equivalent to the example in Section 1.1.2, g1 (x,y) : —R(x), T(x,y),S(y), where the relations R and

S are potential sources of errors and T is trusted.
27This is equivalent to the example in Section 1.1.2, g2(x) : —R(x),T(x), where only the relation R is a

potential source of errors and T is trusted.
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dictionary refinement problem in Section 5.2. Estimation of labels for unlabeled results is
discussed in Section 5.3. The optimization algorithms for single and multiple dictionary
cases are presented in Section 5.4. Section 5.5 gives our experimental results. Finally,
we discuss related work (Section 5.6) and conclude with directions for future work (Sec-

tion 5.7).

5.2 Dictionary Refinement Problem

Let E be an extractor (for instance, Person or Organization extractor used in an informa-
tion extraction system) and let A be the set of all dictionary entries used by E. Given a set
of documents D, the extractor E produces a set of results, some of which are true posi-
tives (Good) and some are false positives (Bad). An expected mention that is not identified
by the extractor is called a missing result (false negative). The precision, or accuracy of the
extractor is defined as the fraction of true positives among the total number of extracted
results. The recall, or coverage of the extractor is defined as the fraction of true positives
among the total number of expected results. An extractor with high recall misses very
few expected results. Finally, the standard F-score, also known as Fq-score or F-measure
[171], combines precision and recall into a single measure computed as the harmonic
mean of precision and recall (2PR/(P + R)). We will use F-score as the quality measure
of an extractor that has been extensively used in the literature (e.g. see [102]).

When a set of entries S C A is removed from A, it results in another extractor E’/, which
on the same set documents ID will produce a subset of the earlier results. Let S= A\ S.

Then precision of E’ is

. — No. of Good results using S

No. of Good results using S+ No. of Bad results using S (5:1)

whereas the recall of E’ is

No. of Good results using S

Re =
> No. of Good results using A

(5.2)

It is not hard to see that the recall of E’ will be at most that of E (i.e. 1), whereas the
precision and therefore the F-score of E’ can be more or less than that of E depending

on the set S. For instance, in the output Person table of Figure 2.4, all results except
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“April Smith” are Bad, therefore the initial precision, recall and F-scores are },1 and %
respectively. If the entry w; = “Chelsea” is removed from the dictionary first_names.dict,
the recall will remain the same, whereas the precision and therefore the F-score will
improve to } and % respectively.

The goal of the dictionary refinement problem is to compute a subset S whose removal
results in an extractor E’ having the maximum value of the F-score on ID. To understand
the difficulty of the problem, we consider two cases varying the complexity of the extrac-
tor: (i) single dictionary case (where the extractor consists of a single extraction rule like
the rule R; in Figure 2.4), and, (ii) multiple dictionary case (extractor can consist of more
than one dictionaries and arbitrary complex rules)?®. The single dictionary case also has

its independent applications as mentioned in the introduction,

5.2.1 Estimating Labels of Results for Sparse Labeling

Even computing the F-score of an extractor requires knowing labels (Good or Bad) on the
entire set of extraction results of E, while in practice often only a small fraction of the
results is labeled. One possible approach is to ignore the unlabeled results altogether and
try to maximize the F-score only using the labeled results. But this may lead to over-fitting
and the solution may not work well for the entire result set. Therefore, for incomplete
labeling, we do a pre-processing step of label estimation for the unlabeled results assuming
a statistical model of the labels.

But why do we need a statistical model to estimate the labels? Consider the simple
single dictionary case. Suppose we have observed that a dictionary entry w has produced
50 results whereas only 4 Good and 1 Bad results appear in the labeled dataset. Then we
can assume that 80% of the result set is Good, or, for each unlabeled result, the label is
0.8 (note that each Good result counts 1 and each Bad result counts o in the calculation
of the F-score). This we refer to as entry-precision p, of an entry w (in the example, py

= 0.8), which measures the correctness of entry w with respect to the given extractor, i.e

BThe cases of “single dictionary” and “multiple dictionary” basically imply that the Boolean provenance
of the results contain a single variable and (potentially) multiple variables respectively. The simple extraction
rule in the single dictionary case can match entries from more than one dictionary, whereas the multiple

dictionary case can combine more than one entries from a single dictionary.
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the probability of a match of w being correct when w is used in producing a result®. If all
results produced by an entry are unlabeled, we can assign a prior value to p, (e.g., 0.5).

However, in the multiple dictionary case, a dictionary entry can produce multiple
results, and a result can be produced by multiple dictionary entries combined by an
arbitrary Boolean provenance (e.g., in Figure 2.4, Prov(ty) = ws + w3 - ws). For many
equivalent results (e.g., different occurrences of the result “Victoria Island’), very few or
zero labels will be available in practice. Assuming a fixed prior value of fractional label
may no longer be realistic. For instance, if a result depends on the correctness of many
dictionary entries (with provenance like wy - w5 - - - - - wy) it has a low likelihood of being a
Good result. On the other hand, if there are more than one equivalent ways to produce a
result (with provenance like w; 4+ w; + - - - + wy), it has a higher likelihood of being a Good
result. Further, the labels of different results (with same or different Boolean provenance)
an entry produces must be taken into account while estimating the label of an unlabeled
result produced by the entry.

We formalize the above intuition assuming a statistical model on the entry-precisions,
in the presence of arbitrary Boolean provenance. Under certain independence assump-
tions, in Section 5.3, we give a method for estimating entry-precisions (and in turn the
missing labels) based on the Expectation - Maximization (EM) algorithm. We also show
that our estimated labels using EM reduces to empirical estimates for the case of single

dictionary.

5.2.2 Formal Problem Definition

We are given b dictionaries Ay,..., A, and let n denote the total number of entries in
A= U2:1A€- Any occurrence T is produced by matches of one or more dictionary entries
combined by the rules in the extractor; all such dictionary entries w are said to be in
provenance of T. How the entries produce T is captured by the provenance expression
prov(t) of T (see Figure 2.4 in Section 2.1.2) for all such entries w we say that w €
Prov(T). Prov(T) is a Boolean expression where the entries in Prov(7) are treated as

variables (every entry in A corresponds to a unique Boolean variable).

*9This is not the precision of the extractor which combines the labels and the number of results produced

by all dictionary entries.
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In the single-dictionary case, every occurrence T of an entry w had Prov(7) = w,
and when w is deleted only those occurrences get deleted. However, in the multiple-
dictionary case, if an entry w is deleted, some of the results T such that w € Prov(T) can
disappear, while some such results may survive. For instance, in Figure 2.4, when w3 =
“april” is deleted, the result tg = “April” gets deleted, but t19 = “April Smith” does not get
deleted (although w3 € Prov(tig) = ws + w3 - wy). This example illustrates the following

observation:

Observation 5.1. When a subset of entries S C A is removed, a result T disappears from
the result set if and only if its provenance expression Prov(t) evaluates to FALSE by an
assignment of FALSE (resp. TRUE) value to the variables corresponding to the entries in S

(resp. A\ S).

Let surv(S) denote the set of results T that survive after a given set S is deleted.
For example, given three results 7;, 7o, 73 with provenance expressions uv,u + v, uw + uv
respectively, when S = {u} is deleted, the set surv(S) will only contain 7. Let ¢(7)
denote the Boolean label for a result 7. When the entire result set is labeled, ¢(7) =1if T
is Good, and, = o if T is Bad. Then rewriting the expressions for precision and recall from
(5.1) and (5.2), when a subset of entries S C A is deleted, the “residual” precision (Ps),
recall (Rs) and their harmonic mean F-score (Fs) respectively are
pe — ZTEsurv(S)(P(T)/ ZTEsurv(S)(P(T), 2Y resurv(s) P(T)

[surv(S)| L ¢(T) [surv(S)|+ L ¢(1)

For incomplete labeling on the result set, we extend the above definitions by allowing

Rg = Fg= (5-3)

fractional labels ¢(T), which intuitively denote the likelihood of a result being Good, and
are returned by the label estimation step.

The refinement of an extractor is done with human supervision in practice. The su-
pervisor may prefer to examine a small number of dictionary entries at a time, or, may
want to ensure that not too many original true positives are removed by the refinement.

Therefore, we maximize the residual F-score F5 under two constraints:

1. Size constraint: Given an integer k < n, find a subset S, that maximizes Fg, where

S| < k.
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2. Recall constraint: Given a fraction p <1, find a subset S, that maximizes Fs, where

the residual recall Rg > p.

We will also briefly discuss the optimization problem when no size or budget con-
straint is given. It can be observed that both numerator and the denominator of Fs are
dependent on the set S being removed, which makes the optimization and analysis non-
trivial.

In Section 5.4, we thoroughly study the complexity of the optimization problem. We
show that the optimization problem is non-trivial even in the single dictionary case. Nat-

urally, the optimization problem becomes harder for the multiple dictionary case.

5.3 Estimating Labels

In this section we discuss our statistical data model and algorithms to estimate the labels

of the unlabeled results.

5.3.1 The Statistical Model

A natural approach to estimate labels of the results would be to estimate them empirically
by grouping together the results with equal provenance (equivalent Boolean expressions).
The problem with this approach is that the possible number of such provenance expres-
sions is very large, even for a very simple rule like R4 in Figure 2.4 where such an expres-
sion would involve only two variables, and it is likely that very few (if any) labels will be
available for most of them. At the same time it is quite likely that the individual dictio-
nary entries have similar entry-precisions, i.e., the likelihood of being a correct match for
the results, across results with different provenance expressions. Following the example
given in the introduction, the candidate last name ““Island” has a low entry-precision. It
can produce more than one Bad results like “Victoria Island” and “Baffin Island”, and
“Island” is a Bad match for a last name in both results. We represent this intuition by
defining the model in the following way.

We assume that each entry w has a fixed (and unknown) entry-precision p. For any
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given result T such that w € Prov(7), the match3® of w for 7 is correct with probability py
and incorrect with probability 1 — p,, independent of the other results and other entries
in Prov(t). Further, we assume that the rules in the extractor are correct, i.e., the label
of T is Good if and only if its provenance Prov(T) evaluates to 1 with the matches of the
dictionary entries in Prov(T) (Good =1 and Bad = 0). Next we discuss how we estimate
the labels from the estimated entry-precisions, followed by our EM-based algorithm to

estimate the entry-precisions from the available labeled data.

5.3.2 Estimating Labels from Entry-Precisions

Under our statistical model, the label ¢(7) of a result can be estimated by evaluating the
probability of its provenance expression Prov(t) given the entry-precisions p, for all
entry w € Prov(t). Computing the probability of any Boolean expression ¢ given the
probabilities of its constituent variables is in general #P-hard [169], and, the classes of
queries for which the probability of the Boolean provenance can be efficiently computed
have been extensively studied in the literature (e.g., see [54]). However, our Boolean
provenance involve a small number of variables (typically < 10). So we can compute ¢(7)

given p,-s by an exhaustive enumeration under the independence assumptions.

5.3.3 Estimating Entry-Precisions by EM

Here our goal is to estimate the values of entry-precisionp,, given a set of occurrences
T along with their labels and provenance expressions Prov (7). We use the Expectation -
Maximization (EM) algorithm to solve this problem. The EM algorithm [67] is a widely-
used technique for the maximum likelihood estimation of parameters of a probabilistic
model with hidden variables. This algorithm estimates the parameters iteratively either
for a given number of steps or until some convergence criteria are met.

First, we introduce some notation to present the update rules of EM in terms of our
problem. We index the entries arbitrarily as wy,---,w,. Each entry w; has an entry-
precision p; = pw,. There are N labeled occurrences Ty, - -, Tny. We assume that 7y, -+, Ty

also denote the labels of the occurrences ¢(1), - ,¢(Tn), so each T7; is Boolean, where

3°A match is the tuple in the intermediate relation extracted by the Dictionary operator.
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T; =1 (resp. o) if the label is Good (resp. Bad). If w; € Prov(t;), we say that 1, € Succ(w;).
For simplicity, we assume that entries from exactly b dictionaries are involved in the
provenance expression ¢; = Prov(7;) for each occurrence T;, although our implementation
works for general cases. Hence each ¢; takes b inputs yj1,-- -,y and produces 7;. Each
Yj¢ is Boolean, where y;; = 1 (resp. o) if the match of dictionary entry corresponding to
Yje is correct (resp. incorrect) while producing the label for 7;. The entry corresponding
to y;o will be denoted by Provj, € {wy,---,wy}.

To illustrate the notation, let us consider the rule R4 in Figure 2.4: the result is a
person name if it is a match from the firsthame dictionary, followed by a match from
lastname dictionary. We refer to this rule as the firstname-lastname rule. In this example,
b =2 and for every occurrence T, Tj = ¢;(yj1,¥j2) = Yj1¥j2- For a Good occurrence “April
Smith”, 7, =1, yj; =1 (for “April”), and yp =1 (for “Smith”), Prov;; = “April” and
Provj = “Smith”. For a Bad occurrence “Victoria Island”, 7; =0, y;; =1 (for “Victoria”),
and yj» = 0 (for “Island”).

Parameters and hidden variables for EM. For our problem, the vector of labels
of the occurrences ¥ = (1y,---,Tn) are the observed variables, the vector of vectors for the
correctness of matches of individual entries for these occurrences ]? = (Yj¢) j€[LN] ce[1,p] are
the hidden variables, and the vector of entry-precisions 6§ = {py,---,p,} is the vector of
unknown parameters.

Update rules for EM. Let 0 be the parameter vector at iteration t. The log-likelihood
of the observed variables is ¢(¥;0) = log P(X|6) = Zjlil P(7|6). The complete information
for the problem includes the observed variables ¥ = (1q,---,Ty) as well as the hidden
variables ? = (Yje) je[LN]ee1p]- The expected log-likelihood of the complete information
given the observed variables X and current parameter vector ot is E[q(%,7; 6)|x,01 = K
(say). Under the independence assumption K can be shown to be equal to:

K= E Z cwi’rj,tlog pi+(1— Cw,—,rj,t) log(1—pi)
i€[L,n] je[1,N], i€ Succ(w;),
Prov(yi)=w;

—

where cy, 7, = Elyji|7;,0'], 7; € Succ(w;) and Provj = w;. In the E-step, for every word
w;, and for every occurrence 7; € Succ(w;), we compute cq, 7+, the expectation of yje

(the £-th bit of if; where Prov(yj) = w;) given the current parameter vector ot using the
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probabilities Pr [}7] ]Tj,()t ]. Hence, after the E-step, for every occurrence T; we have a vector
of real numbers of size b (if ¢; takes b inputs). In the M-step, we maximize the expression
K w.r.t. parameter vector 6 to get the next guess of the parameters 0'*!. Differentiating K
w.rt. each p;, and equating K /Jp; to zero gives a closed-form expression for p; = %,
i € [1,n]. Here C1 = Y cuw,z,t, C2 = Y(1 — cu,r,t), and the sums are over 1 < j < N such
that 7 € Succ(w;). These parameter values are evaluated using the values of cy,
computed before and used as the estimation of the parameters in the t + 1-th round. sy
The complete derivation of the update rules is given in the appendix (Section A.3.2).
Simplified update rules for the single dictionary case. Here we prove an interesting

observation, which will be helpful in the optimization step.

Observation 5.2. For the case of single dictionary, the estimated entry-precision using EM

reduces to its empirical entry-precision and EM converges in a single step.

For single dictionary, Prov(t) = w, where the result 7 is an occurrence of an entry w.
(i.e., b=1). Fix an arbitrary result 7, j € [1, N], and the unique entry w; such that Prov;; =
w;. Then, at any time step ¢ and for any values of the parameters 6, cw,zt = Elyj1 |"L7,(ﬁ] =
Tj. In other words, when the label of a result is given, whether or not the corresponding

entry is a correct match for this result can be exactly inferred from the label of the result.
o ch,-,-rj/t
- chi,rj,t+2(1_czc7i,7j,t

Hence, the entry-precision p; for any entry w; is p; = C1C+1Cz
= % which equals the fraction of results
produces by w; that are Good, i.e., the empirical entry-precision of w;. Further, the EM

) (the sums

are over all 7j such that 7; € Succ(w;))

algorithm will converge in a single step since this estimate is independent of the time-step
t, and therefore this estimation step can be omitted altogether.
5.4 Refinement Optimization

Next we discuss the optimization problem of maximizing the residual F-score when (pos-
sibly fractional) labels of all occurrences in the result set are available for single and

multiple dictionary cases (resp. Section 5.4.1 and 5.4.2).
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5.4.1 Refinement Optimization for Single Dictionary

The following observation simplifies the expressions of precision, recall, and F-score for
the single dictionary case.
Observation 5.3. A result T € surv(S) for single dictionary, if and only if the entry w ¢ S
where w = Prov(T).

Let us denote the frequency of an entry w (i.e., the number of results T such that
Prov(T) =w) by fy. Then for any entry w € A |surv(S)| = L ,¢s fw, and using Observa-

tion 5.2, ZTesurv(S) ¢(T) = ZwéS ZT:w:PrOV(T) ¢(T) = Zwés pwfw‘ Here py, is the (estimated)

entry-precision of w3'. Then the expressions for P, Rg, F5 given in (5.3) reduce to:

Ps = Ywgs Pufw Rs= Ywgs Pufw Fe=2 Y wes Pwfw
Ywgs fo ' YweA oww’ Ywea Pwfw + Ywgs fo

In Section 5.4.1.1 we give an optimal poly-time algorithm to maximize the residual F-
score under size constraint. For the recall constraint, in Section 5.4.1.2, we show that the
exact optimization is NP-hard. Despite the hardness result, we give a simple poly-time

algorithm that is provably nearly optimal and works well in our tests.

5.4.1.1 Size Constraint

Zw¢s oww
Ywea PofotYwgs fu’

algorithm is based on the fact that finding out whether there exists a dictionary with F-

Our goal is to maximize Fs = 2 where |S| < k. The main idea of our
score of at least 6 is a significantly simpler problem which overcomes the non-linearity of
the objective function [74]. Accordingly, our algorithm guesses a value 6 and then checks
if 6 is a feasible F-score for some S. The value of  that maximizes Fz is then found by a
binary search.

Checking if 0 is a feasible F-score. = We need to check whether there is a set S of
entries such that F5 =2 LoeaPofu—ducsPufo _ > ¢ Rearranging the terms, we need to

ZwEA pwfw +Zw€A fw 722065 fw
find out whether there exists S such that

wa(e —2pp) > Z fuw(@ — (2= 0)pw)

weS weA

3'For unlabeled results 7-s such that Prov(7) = w, estimated label ¢(7) = py. For the labeled such results

T-s, the fraction having label 1 (Good) is py, the rest is o (Bad).
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Note that the right hand side of the inequality is independent of S, so it suffices to select
the highest (at most) k entries with non-negative value of f,,(60 — 2p,) and check if the
sum is at least }_,c 4 fw (0 — (2 —0)pw).

Clearly we want a subset S such that Fs > F4. Hence the guess 8 is varied between F4
and 1. We present the algorithm in Algorithm 7 in terms of an accuracy parameter A; the

value of A for the optimal F-score will be discussed later.

Algorithm 7 Algorithm for size constraint (given k and A)

1 — Let 65 = F4 and Opq;, = 1

2: while O — 015y > A do

3 Let 0 = (Ohign + 010w) /2 be the current guess.

4  Sort the entries w in descending order of f;,(60 — 2py).

5. Let S be the top ¢ < k entries in the sorted order such that f;,(0 — 2p,) > 0 for all

weS.
6 if Yopes[fw(0 = 2pw)] = Luea fo(f — (2 —6)pw) then
7: 0 is feasible, set 6;,, = Fg and continue.
8: else
o: 6 is not feasible, set 0}, = 6 and continue.

10 end if
11: end while

12: Output the set S used to define the most recent 6;,.

Running time. There is a linear time O(n) time algorithm for the feasibility step 6:
(i) Use the standard linear time selection algorithm to find the k-th highest entry, say
u, according to f,(0 — 2py), (ii) do a linear scan to choose the entries w such that
fuw(0 —2pw) > fu(6 —2py), and then choose entries such that f;, (6 —2py) = fu (0 —2py) to
get k entries in total, (iii) discard the selected entries with negative values of f;,(0 — 2py,)
and output the remaining < k entries as the set S. However, we can have simpler imple-
mentations of the verification step - using a min-heap gives O(n + klogn) time, whereas
a simple sorting gives O(nlogn) time. Since values of the guesses are between o and
1, and the algorithm stops when the upper and lower bounds are less than A away, at

most log(1/A) steps will be required. This means that there is an implementation of the
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algorithm with running time of O(nlog(1/A)).

Value of A for optimal F-score. Let B be the number of bits to represent each py,

ngs Pw f w
Ywea PofotYwes fo

o and 1 can represent values +27 5, for 0 <t <28 — 1. Multiply both numerator and

fw in the input. Consider any F-score Fg = 2 B-bit numbers between

denominator of Fs by 228 to get integer values in the numerator and denominator. Each
of pwfw and f, in the denominator is at most 22B after this multiplication, and there are
at most 21 of them. The denominator of the fraction representing difference between two
unequal F-score values is at most n22B+1 whereas the numerator of the fraction is at least
1. Hence the difference is at least MZZ}W’ and setting A = m suffices. This leads to

the following theorem:

Theorem 5.4. There is an optimal algorithm for maximizing the residual F-score for single dic-
tionary refinement under size constraint. The algorithm runs in time O(n - (logn + B)) where B

is the number of bits used to represent each of the py, and f,, values given to the algorithm.

Greedy algorithm is not optimal. A natural question that may arise is whether
selecting entries greedily (select the next entry that gives the maximum improvement in
F-score and repeat for k steps) also gives an optimal solution. The following example

answers this question in the negative.

Example 5.5. Let n =4 and k =2, A = {w1,wp, w3, w4 }. The pair of precision and frequency
(Pwis fw;), 1 <i <4 of these entries respectively are (0.0284,0.2374), (0.0050, 0.2846),
(0.0040, 0.2485), (0.0033, 0.2295). Then the original F-score F4 = 19.64 x 10~3. Removing
entries w;, 1 <i <4 gives residual F-score 8.22 x 1073, 23.42 x 1073, 23.44 x 1073, and,
23.47 x 103 respectively. Hence greedy will choose entry wy in the first step. Given that
wy is already chosen, removing wq, w; and w3 in addition gives resp. F-scores 8.90 x 1073,
31.21 x 1073, 30.70 x 10~3. Hence the output of greedy is {ws, w,}. But the F-score after
removing {w,, w3} is 31.46 x 10~3, which is better than the solution of greedy, and in this

case also is the optimal solution. O

It can be verified that this example also shows non-optimality of other obvious choices
like choosing entries in increasing order of precision py, (outputs wy,w3) or in decreasing or-

der of (relative) bad counts (1 — py) fw (outputs wy, wq). This example and our experiments
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show that the performance of greedy and the proposed optimal algorithms may be com-

parable for some data sets, though our algorithm is more efficient.

5.4.1.2 Recall Constraint

First, we show the NP-hardness of exact optimization for recall constraint.

NP-hardness of the exact optimization. We prove the NP-hardness via a reduction
from the subset-sum problem which is known to be NP-hard [80]. In the subset-sum prob-
lem the input is a sequence of positive integers I = (xy,--,x,)3*, and an integer C, and
the goal is to decide if there is a subset S C I such that } |, .gx; = C.

Our reduction creates an instance of the refinement problem in which every number
in the subset-sum instance corresponds to an entry with fixed and low precision and
frequency proportional to the number. In addition, we create a single high precision
word. This word ensures that the highest F-score is achieved when the total frequency
of the removed low precision words is the highest. Therefore maximum F-score can be
achieved only when the recall budget is used exactly. By the properties of our reduction,
this corresponds to having a subset with the desired sum in the subset-sum instance. The
complete reduction and its proof of correctness appears in the appendix (Section A.3.1).

Nearly Optimal Algorithm. We now describe a simple and efficient algorithm that
gives a nearly optimal solution when used on a large corpus where frequencies of indi-
vidual entries are small. Our algorithm sorts the entries in increasing order of precisions
Pw, and selects entries according to this order until the recall budget is exhausted or there
is no improvement of F-score by selecting the next entry. The pseudocode of the algorithm
is given in Algorithm 8.

Clearly the algorithm runs in time O(nlogn). Formally, we prove the following theo-

rem that gives a lower bound on the F-score of the solution produced by our algorithm.

Theorem 5.6. Let w1, -, wy be the entries sorted by precision and py < --- < p,, be the corre-
sponding precisions. Let S* be the set of entries whose removal gives the optimal F-score such that

Rg. > p. Let v* =Y ;g pifi and let £ be the largest index for which Y ;- ,pifi > r*. Then the set

32The subset-sum problem is NP-hard even for positive integers.
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Algorithm 8 Algorithm for recall budget constraint (given p)

1: — Sort the entries in increasing order of precisions py, let wy,---,w, be the entries in
sorted order and p; < --- < p, be the corresponding precisions.

2o —Let Sy ={w;:i</{},and Sy = @.

3: — Initialize i = 1.

4: while i <n do

5 if [%i > 1151_71 then

6: if Rg, > p then
7 i =141, continue.
8: else
9: return S;_;.
10: end if

11:  end if

12: end while

S returned by our algorithm satisfies

B> 2Y e Pifi .
Lies fi+ Lipifi + fumax/ pea
Proof. The algorithms orders the elements according to their precision values and selects
in this order until the recall budget is exhausted or there is no further improvement
in F-score. Let p; = py, and f; = fw,, where p1 < --- < py. Let fuaxr = max{f1, f2,..., fu},
S'={w;:1<j<i}and S=A\S. Letr’ =¥, & pifi = Li=¢pifi- By definition, r* + fyuax >
rt >,

Note that recall Rg; = r'/ Yipifi > "/ Lipifi = Re= > p. Due to the monotonicity
check, the algorithm will return a solution with F-score > F57 Hence it suffices to give a
lower bound on Pg; .

To do this observe that (1) ¥, g5 Pifi = Lyesn\5t Pifi = Lycge Pifi — Lies Pifi < foax,
and, (2) & qng fi < Zie?;;fpiﬁ < (ZiEST\?;ZTHW) <Tesgfit Z’ﬁ . From (1) and (2),

__f. __ £ fmax ) rt r* - 2
ZiGS[ -fl S ZiES* fl + P : Hence PS[ - 21657](1 2 Zi€?ﬁ+frrlax/p€+l ’ and’ FS7 - 1/R57+1/1357 Z
2L e pifi ]

2 >
VR H1/Pr = Foor it Tupifict

Note that the lower bound guaranteed by the algorithm differs from the optimal F-
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fmax
Pe+1

frequencies are likely to be small when the given corpus and the dictionary are large. At

score Fg. only by the addition of the error term to the denominator. Individual

the same time ¢ and hence py; are determined solely by the recall budget. Therefore the

error term % is likely to be much smaller than the denominator for a large dictionary:.

1
Our experim;nts confirm this informal argument.

Optimal F-Score without constraints. Another surprising property of the algorithm
we just described is that while it is not necessarily optimal in general, without the recall
budget (i.e. with p = 0) this algorithm finds the solution with the globally optimal F-

score. Naturally, the optimal solution can also be found using the slightly more involved

Algorithm 7 with k = n. The proof of this claim can be found in [151].

5.4.2 Refinement Optimization for Multiple Dictionaries

The optimization problem becomes harder in the multiple dictionary case. In Section
5.4.2.1 we show that even for the simple firstname-lastname rule (rule R4 in Figure 2.4)
the optimization problem for size constraint is NP-hard; this problem was shown to be
poly-time solvable for single dictionary. The case of recall constraint has already been
shown to be NP-hard even for single-dictionary. Then in Section 5.4.2.2 we discuss some

efficient algorithms that we evaluate experimentally.

5.4.2.1 NP-hardness for Size Constraint

We give a reduction from the k’-densest subgraph problem in bipartite graphs which has been
proved to be NP-hard in [48]33. Here the input is a bipartite graph H(U,V,E) with »’
vertices and m’ edges, and, an integer k' < n’. The goal is to select a subset of vertices
W C U UV such that |W| =k’ and the subgraph induced on W has the maximum number
of edges. We will denote the set of edges in the induced subgraph on W (every edge in the
subgraph has both its endpoints in W) by E(W).

For simplicity, first we prove a weaker claim: removing a subset S such that the the size

of S is exactly k (as opposed to at most k) is NP-hard. Intuitively, the vertices correspond to

33The complexity of the unconstrained multiple dictionary case k = n or recall budget = o, is an interesting

open problem
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entries and the edges correspond to occurrences. We show that if the induced subgraph
on a subset of vertices of size at most k" has a large number of edges, then removing
entries in the complement of this subset results in this induced subgraph that gives a large
residual F-score.

Given an instance of the k’-densest subgraph problem, we create an instance of the
dictionary refinement problem as follows. The vertices in U and V respectively corre-
spond to the entries in the firsthame and lastname dictionaries in the firstname-lastname
rule. Every edge (u,v) € E corresponds to a unique provenance expression ¢, = uv,
where the entries u and v are chosen from these two dictionaries respectively. For each
(u,v) € E, there is one result with label 1 (Good), and one with label o (Bad). The param-
eter k in the dictionary refinement problem is k = n’ — k’. We show that there is a subset
W C U UV, such that |W| =k and E(W) > g if and only if there is a subset S for the

dictionary refinement problem such that |S| =k and Fs >

W 5"
q+2

The residual precision in the above reduction is a constant for all choices of S, and
therefore, the residual F-score is a monotone function of the residual recall. Hence the
above reduction does not work for the relaxed constraint |S| < k (the residual recall is
always maximized at S = @, i.e. when k = 0, independent of the k’-densest subgraph
solution).

Outline of reduction for |S| < k. To strengthen the above reduction to work for the
relaxed constraint |S| < k, we do the following We retain the graph with a good and a
bad occurrence for every edge as before. In addition, we add s = mn Good results that
are unrelated to anything. These results will make the differences in the recall between
solutions tiny (while preserving monotonicity in the size of E(W)). For every original
entry u € U UV corresponding to the vertices in the graph, we add s Bad results (u,u?)
1 <i<s connected to it. The entries U, ;v {#i: 1 <i<s} are called auxiliary-bad entries.
This way the precision will be roughly equal to -1 (since these results dominate the total
count) and hence solutions with smaller number of entries removed will have noticeably
lower precision. It is also true that removing any of the auxiliary bad entries will have
a tiny effect, so any optimal solution for the refinement problem will always remove the

entries corresponding to graph vertices U U V. The complete reduction is given in the
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appendix (Section A.3.3). This proves the following theorem:

Theorem 5.7. Maximization of the residual F-score for multiple dictionary refinement under size

constraint is NP-hard even for the simple firstname-lastname rule (i.e., the rule Ry in Figure 2.4).

5.4.2.2 Refinement Algorithms

Since multiple dictionary refinement problem is NP-hard under both size and recall con-
straints, we propose and evaluate two simple and efficient algorithms. These algorithms
take the label (actual labels for labeled results, and estimated labels for unlabeled results)
and the Boolean provenance for every result as input, and produce a subset of entries to
remove across all dictionaries.

We take the greedy approach to compute the set of entries: select the entry in the next
step that maximizes (1) AF for size constraint, and (2) AF/AR for recall constraint. Here
AF,AR denote the changes in F-score and recall by deleting one additional entry. The im-
plementation of both algorithms involves repeated computation of the surv(S) sets after
each entry is included to S. These algorithms stop if no further improvement in F-score
is possible by deleting any entry or when the given size or recall budget is exhausted.

These algorithms are empirically evaluated in Section 5.5.2.2.

5.5 Experiments

In this section we present examples and results for three purposes. First, in Section 5.5.1,
we report various statistics on the datasets used in the experiments. This provides some
intuitive understanding of the characteristic of the problem. Second, in Section 5.5.2,
we evaluate the refinement algorithms on fully labeled datasets and compare their per-
formance and efficiency; these results supplement the theoretical results derived earlier.
Finally, we consider the refinement algorithms in conjunction with the label estimation
step in Section 5.5.3 in order to evaluate their performance on partially labeled datasets.
Experimental Settings. We used SystemT v1.0.0 [114, 148], the information extrac-
tion system developed at IBM ResearchAlmaden, enhanced with a framework to support

provenance of the results [118], for our experiments. The rules are specified in AQL (An-
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notation Query Language), which is the rule language of SystemT. All experiments were
implemented in Java with JDK 6.0, and run on a 64-bit Windows 7 machine with Intel(R)

Core™ i7-2600 processor (4 GB RAM, 3.40 GHz).

5.5.1 Evaluation Datasets

We used two datasets in our experiments: CoNLL2003 (CONLL in short) and ACE2005
(ACE in short). These datasets are realistic in practical scenarios, and both have been used
in official Named Entity Recognition competitions [5, 167]. Each dataset contains labeled
results or occurrences, which conceptually are of the form: “(occurrence id, label)”, where
the occurrence id is an abstraction of “(document id, begin offset, end offset)”, and the label
is either Good or Bad (for true and false positives respectively). In this work splitting of
a corpus into documents, and the location of the occurrences within a document play
no role. The details of these datasets for single and multiple dictionary refinements are
described in Figure 5.1. We considered two Person extractors to evaluate the single and
multiple dictionary cases. While the single dictionary case used only one rule (like the
rule R; in Figure 2.4) involving a single dictionary “name.dict” containing both first and
last names, the multiple dictionary case used a Person extractor with 14 AQL rules and
two more specific dictionaries “StrictFirst.dict” and “StrictLast.dict” containing first and
last names respectively, along with a high-precision salutation dictionary (containing en-
tries like “Mr.”, “Prof.”, etc.) that has already been refined and does not participate in the
refinement process34.

In Figure 5.2, we present some statistics on these two datasets in terms of single dictio-
nary refinement. Figure 5.2 (i) shows that around 200 dictionary entries have precisions
0.05 or less in these two datasets, and motivates the importance of dictionary refinement.
Although relative frequencies of most of the dictionary entries are small (< 0.01, as shown
in Figure 5.2 (i)), Figure 5.2 (ii) shows that many entries have produced 5 or more bad

occurrences3>.

34The dictionary size in the figure denotes the total number of entries across all dictionaries producing at

least one occurrence.
35The number of entries producing 5 or more bad occurrences is 69 for CONLL and 36 for ACE, and the

maximum number of bad occurrences for an entry is 101 for CONLL (produced by “september”) and 453
for ACE (produced by “re”).
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Corpus CONLL ACE
Refinement Single | Multiple || Single | Multiple
No. of documents 945 274

No. of AQL rules 1 14 1 14
Dictionary size 1501 1357 704 664
No. of matches 6526 7448 4616 4619
No. of true positives 4721 6301 3327 3601
No. of false positives || 1805 1147 1289 1018

Figure 5.1: Details of evaluation data sets

5.5.2 Dictionary Refinement with Full Labeling

Here we evaluate the algorithms proposed in Section 5.4 for single and multiple dictio-

nary cases, both in terms of the resulting F-score after refinement and the runtime.

5.5.2.1 Refinement Algorithms for Single Dictionary Case

For size constraint, we compare Algorithm 7 with three other natural approaches on
both CONLL and ACE datasets. The algorithms compared are (see Figure 5.3 (i)): (1)
K-Optimal: the optimal algorithm presented in Algorithm 7 with A = 0.001, (2) K-Greedy:
the next entry is selected greedily that gives the maximum increment in F-score (i.e.,
maximizes AF at each step), (3) K-BadFraction: chooses the top-k entries in the decreasing
order of fraction of Bad results (or, increasing order of individual empirical precisions), (4)
K-BadCount: chooses the top-k entries in the decreasing order of the number of Bad results
produced by the entries.

For recall constraint, we compare our near-optimal algorithm discussed in Section
5.4.1.2) with three other natural choices. The algorithms compared are (see Figure 5.3 (ii)):
(1) RecBudget-Near-Opt: the near-optimal algorithm that selects entries in increasing order
of individual empirical precisions, (2) RecBudget-Greedy: the greedy algorithm similar to
K-Greedy (that maximizes AF at each step), (3) RecBudget-Greedy-FR: the greedy algorithm

that maximizes the incremental improvement in F-score relative to the decrease in recall
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Figure 5.2: Histograms for statistics of the data : (i) Fraction of bad results produced by

entries and relative frequencies of entries, (ii) Count of bad results produced by entries.

(i.e., maximizes AF /AR at each step), (4) RecBudget-BadCount: chooses the top-k entries in
the decreasing order of the number of Bad results produced by the entries. Each algorithm
is run until the given recall budget p is exhausted.

Observations.  For size constraint, K-Optimal and K-Greedy perform better than
selecting by the fraction or number of Bad results, and their performance gap is negligible
on our datasets (Example 5.5 shows that K-Greedy may not give optimal results for some
datasets). On the other hand, for recall constraint, RecBudget-Near-Opt and RecBudget-
Greedy-FR have similar performance and are better than selecting entries by AF or the
number of Bad results. In fact, it can be shown that the conditions for these two algorithms
(sorting by fraction of bad results and selecting by AF/AR) are approximately equivalent
assuming both F and R to be continuous functions of entry precisions (i.e., approximating
AF/AR by dF /dR).

Figure 5.4 gives the running time of the best two algorithms for both size and recall
constraints, averaged over 100 runs. This figure shows that the algorithms are efficient
and therefore can be embedded in interactive tools. The greedy algorithms take more time
than the (near) optimal algorithms at higher (lower) values of k (o). For size constraint,

optimal and greedy respectively run in O(nlogn) and O(kn) time, n being the number
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Figure 5.3: Performance of refinement optimization algorithms for single dictionary: (i)

Size constraint, (ii) Recall constraint

of dictionary entries; the running times are similar for recall constraint. For A = 0.001,
K-Optimal converges in only 5 to 6 iterations. The benefit in running time is expected
more for larger datasets, and therefore K-Optimal and RecBudget-Near-Opt should be

used in practice.

5.5.2.2 Refinement Algorithms for Multiple Dictionary Case

For the multiple dictionary case, we compare the greedy algorithms proposed in Sec-
tion 5.4.2 with other obvious approaches. The algorithms compared for size constraint
are (see Figure 5.5 (i)): (1) K-Greedy: selects the next entry giving maximum AF, (2) K-
BadCount: selects the next entry that has produced the maximum number of Bad results,
(3) K-BadFrac: selects the next entry that has the maximum fraction of Bad results among
the results it has produced.

The corresponding algorithms for recall constraint are (1) RecBudget-Greedy-FR (se-
lects the next entry giving maximum AF/AR), (2) RecBudget-BadCount, and (3) RecBudget-
BadFrac (see Figure 5.5 (ii)).

Observations. Figure 5.5 shows that the proposed greedy algorithms perform better

than the other algorithms for both size and recall constraints. Figure 5.4 compares the
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Figure 5.4: Running times of refinement algorithms for single dictionary : (i) Size con-

straint, (ii) Recall constraint

running time of the best two algorithms for both size and recall constraints (greedy and
sorting by the fraction of bad results), averaged over 10 runs. Naturally, K-BadFrac and
RecBudget-BadFrac have better running time than the greedy algorithms as they involve
a single round of sorting of the entries. Then the entries are selected according to this
order. The greedy algorithms needs to compute AF or AF/AR at each step for every
remaining entry w. This requires deciding whether the provenance expressions of the
results produced by w evaluates to FALSE when w is selected in addition to the entries
already chosen for deletion. The runtime for RecBudget-Greedy-FR is high even at p = 1.0
(unlike K-Greedy at k = 0) since even then many entries may get deleted that produce no
Good results. K-Greedy and K-BadFrac give similar F-scores at higher values of k, so

K-BadFrac may be used for some practical purposes at these values of k.

5.5.3 Dictionary Refinement with Incomplete Labeling

Now we evaluate our label estimation approaches for incomplete labeling, i.e., when some
of the results are not labeled as Good or Bad. The label of each unlabeled results will be
estimated using the labeled results using the algorithms in Section 5.3; for the labeled

results, their actual labels will be retained. Our proposed algorithms in Section 5.4 will
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Figure 5.5: Refinement algorithms for multiple dictionary: (i) Size Vs. F-score, (ii) Recall

budget Vs. F-score

be evaluated on the entire dataset. This we will refer to as the ESTIMATED approach in
the figures (Figure 5.7 and 5.8). The ESTIMATED approach will be compared against the
NOT-ESTIMATED approach, where the algorithms are run only on the labeled result set.

We vary the fraction of labeled results compared to the entire dataset in the figures.
The set of deleted entries returned by each algorithm for both ESTIMATED and NOT-
ESTIMATED approach are evaluated against the actual Good/Bad labels for the entire
resultset to obtain the F-score after refinement. In each run, a random subset of the results
is considered as the labeled resultset according to the desired fraction of labeled results.
The algorithms are repeated for 10 runs, using different random subsets of labeled results

(varying the initial random seed), and the mean F-scores are plotted in Figure 5.7 and 5.8.

5.5.3.1 Incomplete Labeling for Single Dictionary Case

As mentioned in Section 5.3.3 (Observation 5.2), the label of an occurrence produced by
an entry is simply the empirical entry-precision of the entry (fraction of Good counts, and
0.5 if no occurrences are labeled), and therefore, the EM algorithm is not run for this
case. Figure 5.7 (i) shows that, for size constraint, ESTIMATED approach gives better
F-score over NOT-ESTIMATED and the benefit is higher when fewer results are labeled
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Time

(both approaches are equivalent when fraction of labeled results = 1). However, for recall
constraint and RecBudget-Near-Opt, both approaches give essentially the same result.
This is as expected, since the entries are chosen according to the fraction of Bad results

which is the same for both labeled and entire resultset.

5.5.3.2 Incomplete Labeling for Multiple Dictionary Case

We first estimate the entry-precisions by the EM algorithm that uses the provenance of
the labeled results (ref. Section 5.3.3) and their labels. The EM algorithm is fast enough
for practical applications (it converges in about 15-20 steps and takes about 2 seconds
to run). Then the label of the unlabeled results are estimated by evaluating their prove-
nance using the estimated entry-precisions (ref. Section 5.3.2). Figure 5.8 shows that
ESTIMATED approach is better or at least as good as the NOT-ESTIMATED approach.
However, the improvement is not as good as the single dictionary case due to the sim-
plified independence assumptions. It will be an important future work to have a more

accurate estimation of the labels incorporating correlations among entries.
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Figure 5.7: Effect of the labeled data size on F-score for single dictionary (i) Size constraint,

(ii) Recall constraint.

5.5.3.3 Qualitative Evaluation

We conclude our experiments by qualitatively evaluating the entries returned by our
algorithms on small labeled data. In Figure 5.9, we show some of the entries returned by
our algorithms (the optimal algorithm K-Optimal for size constraint, and the near-optimal
algorithm for recall-constraint RecBudget-Near-Opt) in the single dictionary case. This
tigure gives the first 10 entries in an arbitrary run of the algorithms when 1/10-th of the
results are labeled, and shows the counts of Good and Bad results for these entries in both
labeled data and the entire data set. Clearly, these entries are incorrect or ambiguous as
Person names. We see that the entries removed by the near-optimal algorithm for recall
budget are the ones with fraction of Bad results being 1 (they improve precision and F-
score without reducing recall). However, for the optimal under size constraint, entries
with non-zero Good counts may also be chosen as the number of Good and Bad results

also play an important role.
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straint, (ii) Recall constraint.

5.6 Related Work

Previous work on entity extraction from lists on the web (e.g., [73]), open information
extraction (e.g., [8, 177]) and dictionary learning (e.g., [150]) addresses the problem of
creating new dictionaries of terms from unstructured or semi-structured data sources by
exploiting contextual patterns or the structure of web pages. Our work is complemen-
tary to these approaches, and can be used to further refine such automatically generated
dictionaries.

Liu et al. [118] proposed a provenance-based framework for refining information ex-
traction rules. They showed how to use provenance to compute high-level changes, a
specific intermediate result whose removal from the output of an operator causes the
removal of a false positive from the result, and how multiple high-level changes can be
realized via a low-level change: a concrete change to the operator that removes one or
more intermediate results from the output of the operator. While [118] focused on the
general refinement framework based on high-level and low-level changes, it did not go
into depth about the problems of computing specific types of low-level changes. In [151],

we formally study one specific and important type of low-level change, that of refining
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K-Optimal RecBudget-Near-Opt

(good,bad) Count (good,bad) Count

Entry Labeled Labeled Entry Labeled Labeled
+ Unlabeled + Unlabeled

china (0, 12) (o, 100) china (o, 12) (o, 100)
kong (o, 11) (o, 70) kong (o, 11) (o, 70)
june (0,9 (0, 97) june (0,9) (0, 97)
hong (1, 10) (2, 71) september (0, 8) (o, 101)
september (o, 8) (o, 101) king (0, 5) (6, 20)
king (o, 5) (6, 20) long (o, 4) (o, 66)
louis (1, 6) (4, 33) cleveland (0, 4) (0, 30)
long (o, 4) (o, 66) april (0, 4) (0, 42)
cleveland (0, 4) (o, 30) january (0, 4) (o, 28)
april (0, 4) (0, 30) re (0, 4) (0, 54)

Figure 5.9: Top 10 entries output by the (near) optimal algorithms for size and recall

constraints.

dictionaries used in an extractor, especially in the presence of sparse labeled data which
was not considered in [118]. Moreover, our study of the single dictionary refinement
problem is of independent interest: our solution is useful in refining manually or auto-
matically generated dictionaries that can be used as basic features not only in rule-based,
but also statistical (machine learning) information extraction systems.

Also related are recent studies on causality [125] and deletion propagation [35, 108]. In
[125], the input consists of source tuples, an output Boolean vector and a ground truth
Boolean vector, and the goal is to compute the responsibility of every source tuple using
modifications to the source tuples such that the output is identical to the ground truth.
In other words, the modifications should remove all incorrect results, while keeping all
correct results. On the other hand, [35, 108] study the problem of deleting an incorrect
answer tuple of a SPJU query while minimizing the view-side-effect, i.e. the number of
other answer tuples deleted. We consider extractors consisting essentially of SPJU queries,

where dictionary entries correspond to source tuples and extraction results correspond
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to outputs. As such, our work can be seen as an alternative objective for these related
problems that tries to balance between deletion of incorrect tuples while keeping the
correct tuples. In addition, we seek refinements that generalize well in practice, and do
not restrict ourselves to obtaining the expected extraction result on the labeled data, which
is not useful in our information extraction scenario. To the best of our knowledge, ours is

the first formal study of dictionary refinement for rule-based information extraction.

5.7 Conclusions

In this work, we defined and studied one important aspect of building a high quality in-
formation extraction, that of refining dictionaries used in the extractor. We provided rig-
orous theoretical analysis and experimental evaluation of the optimization problems that
such refinement entails. In addition, we proposed and evaluated statistical approaches
for coping with the scarcity of labeled data. First and foremost, our experimental results
show that dictionary refinement can significantly increase the quality (i.e. F-score) of the
extraction results using even a small amount of labeled data. Further, our experimental
results show which of the several natural baseline refinement algorithms perform bet-
ter on real data sets. Our proposed algorithms and label estimation techniques perform
better than the other approaches.

There are several interesting future directions. So far, we have only considered pos-
itive queries, whereas the difference operation in the extractor rules may be sometimes
necessary. Since dictionaries are expected to contain large number of entries, efficient
handling of large provenance graphs from an extractor with difference operators poses
practical challenges. We would also like to explore a more detailed modeling of correla-
tions between entries and occurrences, as well as analyze the choice of rule refinement.
Finally, since manually labeling results is a time-consuming process, adaptively labeling
a corpus for dictionary refinement given a budget on the number of labels is another

important future direction.
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Chapter 6

Provenance Views for Module

Privacy

In the previous three chapters, we used Boolean provenance to derive uncertain informa-
tion in the input or the output in the relational setting. In general, data provenance is
useful to understand and debug an experiment or transaction in domains like scientific
research and business processes. These applications involve more complex data (files)
than tuples, and more complicated processes (sophisticated algorithms) than relational
queries. In contrast to fine-grained Boolean provenance, coarse-grained workflow prove-
nance is more useful in this regard, which simply records the data values and processes
used in the generation of a result (see the discussion in Chapter 2). However, substantial
investments in developing a workflow and its components, and the presence of propri-
etary and sensitive elements, restrict publishing and using provenance information in
these domains. In particular, in this dissertation we focus on privacy of proprietary or
commercial modules when they belong to a workflow, which is a key component in sci-
entific research to capture the processes and data flows in an experiment. This chapter
presents our first work in module privacy in workflow provenance, that shows how intention-
ally introducing uncertainty in the provenance information allows publishing provenance

while ensuring module privacy.
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6.1 Overview

As discussed in Section 2.2, the importance of data provenance has been widely recog-
nized in the context of workflows, a set of modules inter-connected via data paths to
model and formalize a task like scientific experiment or a business process. A module
in a workflow can be abstracted as a function that takes an input and produces an out-
put. Modules used in scientific workflows may be proprietary (e.g., commercial software),
where the owner of the module wants to ensure that the module functionality (i.e., the
output for a given input) is not revealed from the published provenance information. In
[63] we focus on the problem of preserving the privacy of module functionality, i.e. the
mapping between input and output values produced by the module (rather than the
actual algorithm that implements it).

To ensure the privacy of module functionality, we extend the notion of /-diversity [121]
to our network setting3®: A module with functionality m in a workflow is said to be I'-
private if for every input x, the actual value of the output m(x) is indistinguishable from
I' — 1 other possible values w.r.t. the visible data values in the provenance relation. This
is achieved by carefully selecting a subset of data items and hiding those values in all
executions of the workflow —i.e. by showing the user a view of the provenance relation
for the workflow in which the selected data items (attributes) are hidden. I'-privacy of a
module ensures that even with arbitrary computational power and access to the view for
all possible executions of workflow, an adversary can not guess the correct value of m(x)
with probability > {.

To reflect the fact that some data may be more valuable to the user than other data, we
assign a cost to each data item in the workflow, which indicates the utility lost to the user
when the data value is hidden. Identical privacy guarantees can be achieved by hiding
different subsets of data of different cost. Further, a workflow may have data sharing (i.e.
computed data items from a module can be passed as input to more than one module in
the workflow). Therefore hiding some data can be used to guarantee privacy for more

than one module in the network.

3%In the Related Work, we discuss why a stronger notion of privacy, like differential privacy, is not suitable

here.
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The problem we address in this work is the following: Given a workflow W, cost of each
data item in the workflow, and a privacy parameter I, minimize the cost of hidden data while
guaranteeing that individual private modules in the given workflow are I'-private. We call this
the secure-view problem. We formally define the problem, study its complexity, and offer

algorithmic solutions. We summarize our contributions in this chapter below.

1. We formalize the notion of I'-privacy of a private module when it is a standalone
entity (standalone privacy) as well as when it is a component of a workflow (with
arbitrary directed acyclic graph structure and arbitrary data sharing) interacting

with other modules (workflow privacy).

2. For standalone modules, we analyze the computational and communication com-
plexity of obtaining a minimal cost set of input/output data items to hide such that
the remaining, visible attributes guarantee I'-privacy (a safe subset). We call this the
standalone secure-view problem. Although finding the optimal solution to this prob-
lem has an exponential lower bound on time complexity, we argue that the trivial
exponential-time algorithms to find the optimal solutions or expert-knowledge from
the module designers may be acceptable for a single module having much fewer in-

puts and outputs.

3. Then we study workflows in which all modules are private, i.e. modules for which
the user has no a priori knowledge and whose behavior must be hidden. For such
all-private workflows, we analyze the complexity of finding a minimum cost set of
data items in the workflow, as a whole, to hide such that the remaining visible at-
tributes guarantee I'-privacy for all modules. We call this the workflow secure-view
problem. Although the privacy of a module within a workflow is inherently linked
to the workflow topology and functionality of other modules, we are able to show
that guaranteeing workflow secure-views in this setting essentially reduces to im-
plementing the standalone privacy requirements for each module. We then study
two variants of the workflow secure-view problem, one in which module privacy
is specified in terms of attribute sets (set constraints) and one in which module pri-

vacy is specified in terms of input/output cardinalities (cardinality constraints). Both

116



variants are easily shown to be NP-hard, and we give poly-time approximation al-
gorithms for these problems. While the cardinality constraints version has an linear-
programming-based O(logn)-approximation algorithm, the set constraints version
is much harder to approximate. However, both variants becomes more tractable
when the workflow has bounded data sharing, i.e. when a data item acts as input to a
small number of modules. In this case a constant factor approximation is possible,

although the problem remains NP-hard even without any data sharing.

. Then we consider general workflows, i.e workflows which contain private modules as
well as modules whose behavior is known (public modules). Here we show that en-
suring standalone privacy of private modules no longer guarantees their workflow
privacy. However, by making some of the public modules private (privatization) we
can attain workflow privacy of all private modules in the workflow. Since privatiza-
tion has a cost, the optimization problem, becomes much harder: Even without data
sharing the problem is Q(logn)-hard to approximate. However, for both all-private
and general workflows, there is an LP-based /max-approximation algorithm, where

Zmax is the length of longest requirement list for any module.

Organization. Section 6.2 formalizes the notions of I'-privacy of a module, both when

it is standalone and when it appears in a workflow. The secure-view problem for stan-

dalone module privacy is studied in Section 6.3. Section 6.4 then studies the problem for

workflows consisting only of private modules, whereas Section 6.5 generalizes the results

to general workflows consisting of both public and private modules. Finally we conclude

and discuss directions for future work in Section 6.7.

6.2 Module Privacy

Here we formally define module privacy with respect to workflow provenance. We first

consider the privacy of a single module, which we call standalone module privacy. Then

we consider privacy when modules are connected in a workflow, which we call workflow

module privacy.
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6.2.1 Standalone Module Privacy

Our approach to ensuring standalone module privacy, for a module represented by the
relation R, will be to hide a carefully chosen subset of R’s attributes. In other words,
we will project R on a restricted subset V of attributes (called the visible attributes of R),
allowing users access only to the view Ry = 7ty (R). The remaining, non visible, attributes
of R are called hidden attributes.

We distinguish below two types of modules. (1) Public modules whose behavior is
fully known to users when the name of the module is revealed. Here users have a priori
knowledge about the full content of R and, even if given only the view Ry, they are able
to fully (and exactly) reconstruct R. Examples include reformatting or sorting modules.
(2) Private modules where such a priori knowledge does not exist, even if the name of
the module is revealed. Here, the only information available to users, on the module’s
behavior, is the one given by Ry. Examples include proprietary software, e.g. a genetic
disorder susceptibility module.

Given a view (projected relation) Ry of a private module m, the possible worlds of m
are all the possible full relations (over the same schema as R) that are consistent with Ry

w.r.t the visible attributes. Formally,

Definition 6.1. Let m be a private module with a corresponding relation R, having input and
output attributes I and O, resp., and let V. C 1 U O. The set of possible worlds for R w.r.t.
V, denoted worlds(R,V), consist of all relations R over the same schema as R that satisfy the

functional dependency I — O and where 7ty (R') = 7y (R).

Example 6.2. Consider the example workflow and provenance relations in Figure 2.5 which
we will use as a running example in this section. Returning to module 1, suppose the
visible attributes are V = {ay,a3,a5} resulting in the view Ry in Figure 6.1a. For clarity,
we have added I NV (visible input) and O NV (visible output) above the attribute names
to indicate their role. Naturally, Ry € Worlds(Ry,V). Figure 6.1 shows four additional
sample relations R},R?,R3, R} in Worlds(Ry,V), such that Vi € [1,4], 7ty (R)) = 7ty (Ry) =
Ry. (Overall there are sixty four relations in Worlds(Ry,V)). O

To guarantee privacy of a module m, the view Ry should ensure some level of uncer-

tainly w.r.t the value of the output m(m;(t)), for tuples t € R. To define this, we introduce
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Figure 6.1: (a): Projected relation for m; when attribute {a;,a4} are hidden, (b)-(d): Ri €
Worlds(Ry, V), i€ [1,4]

the notion of I'-standalone-privacy, for a given parameter I' > 1. Informally, Ry is I'-
standalone-private if for every t € R, the possible worlds Worlds(R,V) contain at least T
distinct output values that could be the result of m(m;(t)). Note that, a view Ry “hides”
some data values in the provenance relations by access control, and the user cannot see or

access the hidden values.

Definition 6.3. Let m be a private module with a corresponding relation R having input and
output attributes I and O resp. Then m is I'-standalone-private w.r.t a set of visible attributes V,
if for every tuple x € 1t;(R), |Outxm,| >T, where Outy,, = {y | 3R’ € wor1ds(R,V), 3t €
R st x=m(t')Ny=mo(t)}.

If m is I'-standalone-private w.r.t. V, then we will call V a safe subset for m and T

I'-standalone-privacy implies that for any input the adversary cannot guess m’s output

with probability > 1, even if the module is executed an arbitrary number of times.
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Example 6.4. It can be verified that, if V = {ay,43,a5} then for all x € 71;(Ry), |Outy| >
4, so {ay,a3,a5} is safe for my and I' =4. As an example, from Figure 6.1, when x =
(0,0), outxm 24{(0,0,1),(0,1,1),(1,0,0),(1,1,0) } (hidden attributes are underlined). Also,
hiding any two output attributes from O = {a3,a4,a5} ensures standalone privacy for
I'=4,eg.,if V={ay,aa3} (i.e. {as,a5} are hidden), then the input (0,0) can be mapped
to one of (0,0,0),(0,0,1),(0,1,0) and (0,1,1); this holds for other assignments of input
attributes as well. But, V = {a3,a4,a5} (i.e. when only input attributes are hidden) is not
safe for I' = 4: for any input x, OuTy,, = {(0,1,1),(1,1,0),(1,0,1)}, containing only three
possible output tuples. O

There may be several safe subsets V for a given module m and parameter I'. Some
of the corresponding Ry views may be preferable to others, e.g. they provide users with

more useful information, allow to answer more common/critical user queries, etc. Let

V = (IUO) \ V denote the attributes of R that do not belong to the view. If c(V)
denotes the penalty of hiding the attributes in V, a natural goal is to choose a safe subset
V that minimizes c(V). To understand the difficulty of this problem, we study a version
of the problem where the cost function is additive: each attribute a has some penalty
value c(a) and the penalty of hiding Vis c(V) =X, c(a). We call this optimization

problem the standalone Secure-View problem and discuss it in Chapter 6.

6.2.1.1 Workflow Module Privacy

To define privacy in the context of a workflow, we first extend our notion of possible worlds
to a workflow view. Consider the view Ry = 7y (R) of a workflow relation R. Since the
workflow may contain private as well as public modules, a possible world for Ry is a full
relation that not only agrees with Ry on the content of the visible attributes, but is also
consistent w.r.t the expected behavior of the public modules. In the following definitions,
my,- -+ ,m,; denote the modules in the workflow W and F denotes the set of functional

dependencies I[;—O;, i € [1,n] in the relation R.

Definition 6.5. The set of possible worlds for the workflow relation R w.r.t. V, denoted also
worlds(R,V), consists of all the relations R’ over the same attributes as R that satisfy the

functional dependencies in F and where (1) 7ty (R') = 7ty (R), and (2) for every public module m;
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in W and every tuple t' € R, o, (t') = m;(m,(t')).

Note that when a workflow consists only of private modules, the second constraint
does not need to be enforced. We call these all-private workflows and study them in Chap-
ter 6. We discuss workflows with both public and private modules in Chapter 6 and
7, and argue that attaining privacy in the presence of public modules is fundamentally
harder.

We are now ready to define the notion of I'-workflow-privacy, for a given parameter
I' > 1. Informally, a view Ry is I'-workflow-private if for every tuple t € R, and every
private module m; in the workflow, the possible worlds Worlds(R,V) contain at least I’

distinct output values that could be the result of m; (7, (t)).

Definition 6.6. A private module m; in W is I'-workflow-private w.r.t a set of visible attributes
V, if for every tuple x € 1t;,(R), |OuTyw| > T, where Outyw = {y| IR’ € worlds(R,V),
st., YWeR x=m,(t') =y=mo(t)}

W is called T-private if every private module m; in W is I'-workflow-private. If W (resp.
m;) is I'-private (T-workflow-private) w.r.t. V, then we call V a safe subset for I'-privacy of W
(T-workflow-privacy of m;).

For simplicity, in the above definition we assumed that the privacy requirement of ev-
ery module m; is the same I'. The results and proofs in Chapter 6 and 7 remain unchanged
when different modules m; have different privacy requirements I';.

In these chapters, for a set of visible attributes V C A, V = A\ V will denote the
hidden attributes in the workflow. The following proposition is easy to verify, and will be

used in our proofs:

Proposition 6.7. If V is a safe subset for T-workflow-privacy of a module m; in W, then any V'

such that V' C V (or, V! 2 V) also guarantees T-workflow-privacy of m;.

As we illustrate later, given a workflow W and a parameter I' there may be several
incomparable (in terms of set inclusion) safe subsets V for I'-privacy of W. Our goal is
to choose one that minimizes the penalty c(V) =X, c(a) of the hidden attributes V.
This we call the workflow Secure-View problem, or simply the Secure-View problem,

and study this optimization problem in Chapter 6 and 7.
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In our complexity results, we will see the implication of limited data sharing, i.e., when
the output of a module is fed as input to several modules in a workflow. We define the

degree of data sharing in a workflow as follows:

Definition 6.8. A workflow W is said to have y-bounded data sharing if every attribute in W

can appear in the left hand side of at most -y functional dependencies I; — O;.

In the workflow in Figure 2.5, v = 2. Intuitively, if a workflow has y-bounded data

sharing then a data item can be fed as input to at most -y different modules.

6.3 Standalone Module Privacy

We start our study of workflow privacy by considering the privacy of a standalone mod-
ule, which is the simplest special case of a workflow. Hence understanding it is a first
step towards understanding the general case. We will also see that standalone-privacy
guarantees of individual modules may be used as building blocks for attaining workflow
privacy.

We analyze below the time complexity of obtaining (minimal cost) guarantees for
standalone module privacy. Though the notion of I'-standalone-privacy is similar to the
well-known notion of /-diversity [121], to the best of our knowledge the time complexity

of this problem has not been studied.

Optimization problems and parameters. Consider a standalone module m with input
attributes I, output attributes O, and a relation R. Recall that a visible subset of attributes
V is called a safe subset for module m and privacy requirement I', if m is I'-standalone-
private w.r.t. V (see Definition 6.3). If each attribute 2 € I UO has cost c(a), the standalone
Secure-View problem aims to find a safe subset V s.t. the cost of the hidden attributes,
c(V) =Y,y c(a), is minimized. The corresponding decision version will take a cost
limit C as an additional input, and decide whether there exists a safe subset V such that
c(V)<C.
One natural way of solving the optimization version of the standalone Secure-view

problem is to consider all possible subsets V C I UO, check if V is safe, and return the
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safe subset V s.t. c¢(V) is minimized. This motivates us to define and study the simpler
Sarfe-View problem, which takes a subset V as input and decides whether V is a safe
subset.

To understand how much of the complexity of the standalone Secure-View problem
comes from the need to consider different subsets of attributes, and what is due to the
need to determine the safety of subsets, we study the time complexity of standalone
Secure-View, with and without access to an oracle for the Safe-Viewproblem, henceforth
called a Safe-View oracle. A Safe-Vieworacle takes a subset V C I U O as input and
answers whether V is safe. In the presence of a Safe-View oracle, the time complexity
of the safe-View problem is mainly due to the number of oracle calls, and hence we
study the communication complexity. Without access to such an oracle, we also study the
computational complexity of this problem.

In our discussion below, k = |I| + |O| denotes the total number of attributes in the
relation R, and N denotes the number of rows in R (i.e. the number of executions). Then
N < T |Aa] < 611 < 5K where A, is the domain of attribute a and J is the maximum

domain size of attributes.

6.3.1 Lower Bounds

We start with lower bounds for the Safe-View problem. Observe that this also gives
lower bounds for the standalone Secure-vView problem without a Safe-View oracle.
To see this, consider a set V of attributes and assume that each attribute in V has cost > 0
whereas all other attributes have cost zero. Then Safe-View has a positive answer for V
iff the standalone Secure-Vview problem has a solution with cost = 0 (i.e. one that hides

only the attributes V).

Communication complexity of Safe-View. Given a visible subset V C I UO, we show
that deciding whether V is safe needs QQ(N) time. Note that just to read the table as input
takes Q)(N) time. So the lower bound of ()(N) does not make sense unless we assume
the presence of a data supplier (we avoid using the term “oracle” to distinguish it from
Safe-View oracle) which supplies the tuples of R on demand: Given an assignment

x of the input attributes I, the data supplier outputs the value y = m(x) of the output
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attributes O. The following theorem shows the ()(N) communication complexity lower
bound in terms of the number of calls to the data supplier; namely, that (up to a constant

factor) one indeed needs to view the full relation.

Theorem 6.9. (Safe-View Communication Complexity) Given a module m, a subset V C
1 U O, and a privacy requirement T, deciding whether V is safe for m and T requires Q(N) calls

to the data supplier, where N is the number of tuples in the relation R of m.

Proof sketch. This theorem is proved by a reduction from the set-disjointness problem, where
Alice and Bob hold two subsets A and B of a universe U and the goal is decide whether
AN B # ¢. This problem is known to have Q)(N) communication complexity where N is

the number of elements in the universe (details are in Appendix A.4.1). ]

Computational Complexity of Safe-View: The above Q(N) computation complexity
of Safe-View holds when the relation R is given explicitly tuple by tuple. The following
theorem shows that even when R is described implicitly in a succinct manner, there cannot
be a poly-time (in the number of attributes) algorithm to decide whether a given subset

V is safe unless P = NP (proof is in Appendix A.4.2).

Theorem 6.10. (Safe-View Computational Complexity) Given a module m with a poly-
size (in k=|I|+|O|) description of functionality, a subset V C 1 U O, and a privacy requirement
I, deciding whether V is safe w.r.t. m and I is co-NP-hard in k.

Proof sketch. The proof of this theorem works by a reduction from the UNSAT prob-
lem, where given a Boolean CNF formula g on variables xi,---,x,, the goal is to decide
whether, for all assignments of the variables, g is not satisfiable. Here given any assign-
ment of the variables x1,---,xy, g(x1,---,x¢) can be evaluated in polynomial time, which

simulates the function of the data supplier. O

Lower Bound of Standalone Secure-View with a Ssafe-View Oracle: Now sup-
pose we have access to a Safe-View oracle, which takes care of the “hardness” of the
Safe-View problem given in Theorems 6.9 and 6.10, in constant time. The oracle takes
a visible subset V C I U O as input, and answers whether V is safe for module m and pri-
vacy requirement I'. The following theorem shows that the decision version of standalone

Secure-View remains hard (i.e. not solvable in poly-time in the number of attributes):
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Theorem 6.11. (Standalone Secure-vView Communication Complexity, with
Safe-Vieworacle) Givena Safe-Vieworacle and a cost limit C, deciding whether there exists

a safe subset V C 1 U O with cost bounded by C requires 2°%) oracle calls, where k = |I| + |O].

Proof sketch. The proof of this theorem involves a novel construction of two functions, m;
and my, on £ input attributes and a single output attribute, such that for m; the minimum
cost of a safe subset is 3% whereas for m, it is % (C= g). In particular, for both m; and my,
all subsets of size < % are safe and all other subsets are unsafe, except that for mj, there is
exactly one special subset of size % such that this subset and all subsets thereof are safe.
We show that for an algorithm using 2°%) calls, there always remains at least one
special subset of size g that is consistent with all previous answers to queries. Hence
after 2°0(K) calls, if the algorithm decides that there is a safe subset with cost < C, we
choose m to be my; on the other hand, if it says that there is no such subset, we set
m = my. In both the cases the answer of the algorithm is wrong which shows that there
cannot be such an algorithm distinguishing these two cases with 20(K) calls (details appear

in Appendix A.4.3). O

6.3.2 Upper Bounds

The lower bound results given above show that solving the standalone Secure-vView
problem is unlikely in time sub-exponential in k or sub-linear in N. We now present
algorithms for solving the Secure-View and Safe-View problems, in time polynomial
in N and exponential in k.

First note that, with access to a Safe-View oracle, the standalone Secure-vView
problem can be easily solved in O(2F) time, by calling the oracle for all 2 possible subsets
and outputting the safe subset with minimum cost.

Without access to a Safe-View oracle, we first “read” relation R using N data sup-
plier calls. Once R is available, the simple algorithm sketched below implements the
Safe-View oracle (i.e. tests if a set V of attributes is safe) and works in time O(2¥N?):
For a visible subset V, we look at all possible assignments to the attributes in I\ V. For

each input value we then check if it leads to at least different values of the

_r
[Tacovv |Aal
visible output attributes in O NV (A, is the domain of attribute 4). This is a necessary
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and sufficient condition for guaranteeing I' privacy, since by all possible [],co\v |A,| ex-
tensions of the output attributes, for each input, there will be I' different possible output
values. The algorithm is simple and details can be found in [64]. We mention here also
that essentially the same algorithms (with same upper bounds) can be used to output all
safe attribute sets of a standalone module, rather than just one with minimum cost. Such

exhaustive enumeration will be useful in the following sections.

Remarks. These results indicate that, in the worse case, finding a minimal-cost safe at-
tribute set for a module may take time that is exponential in the number of attributes.
Note, however, that the number of attributes of a single module is typically not large (of-
ten less than 10, see [2]), so the computation is still feasible. Expert knowledge of module
designers, about the module’s behavior and safe attribute sets may also be exploited to
speed up the computation. Furthermore, a given module is often used in many work-
flows. For example, sequence comparison modules, like BLAST or FASTA, are used in
many different biological workflows. We will see that safe subsets for individual mod-
ules can be used as building blocks for attaining privacy for the full workflow. The effort

invested in deriving safe subsets for a module is thus amortized over all uses.

6.4 All-Private Workflows

We are now ready to consider workflows that consist of several modules. We first con-
sider in this section workflows where all modules are private (called all-private workflows).
Workflows with a mixture of private and public modules are then considered in Section
6.5.

As in Section 6.3, we want to find a safe visible subset V with minimum cost s.t. all the
modules in the workflow are I'-workflow-private w.r.t. V (see Definition 6.6). One option
is to devise algorithms similar to those described for standalone modules in the previous
section. However, the time complexity of those algorithms is now exponential in the total
number of attributes of all modules in the workflow which can be as large as Q)(nk), n being
the number of modules in the workflow and k the maximum number of attributes of a

single module. To avoid the exponential dependency on 7, the number of modules in the
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workflow,which may be large [2], and to exploit the safe attribute subsets for standalone
modules, which may have been already computed, we attempt in this section to assemble
workflow privacy guarantees out of standalone module guarantees. We first prove, in
Section 6.4.1, that this is indeed possible. Then, in the rest of this section, we study the
optimization problem of obtaining a safe view with minimum cost.

Let W be a workflow consisting of modules my,---,m,, where I;,O; denote the input
and output attributes of m;, i € [1,n], respectively. We use below R; to denote the relation
for the standalone module m;. The relations R = Ry X Ry, X --- X R,,, with attributes A =
UT=1(I; UO;), then describes the possible executions of W. Note that if one of the modules
in W is not a one-to-one function then the projection 7t;,,0,(R) of the relation R on I; U O;
may be a subset of the (standalone) module relation R;.

In this section (and throughout the rest of the chapter), for a set of visible attributes
V C A, V=A\V will denote the hidden attributes. Further, V; = (I; UO;) NV will
denote the visible attributes for module m;, whereas V; = (I; UO;) \ V; will denote the

hidden attributes for m;, for i € [1,n].

6.4.1 Standalone-Privacy vs. Workflow-Privacy

We show that if a set of visible attributes guarantees I'-standalone-privacy for a module,
then if the module is placed in a workflow where only a subset of those attributes is
made visible, then I'-workflow-privacy is guaranteed for the module in this workflow. In
other words, in an all-private workflow, hiding the union of the corresponding hidden
attributes of the individual modules guarantees I'-workflow-privacy for all of them37. We

formalize this next.

Theorem 6.12. Let W be an all-private workflow with modules my,--- ,m,. Given a parameter
I'>1, let V; C (I; UO;) be a set of visible attributes w.r.t which m;, i € [1,n], is T-standalone-
private. Then the workflow W is T-private w.r.t the set of visible attributes V s.t. V.= U, V..

Before we prove the theorem, recall that I'-standalone-privacy of a module m; requires

that for every input x to the module, there are at least I' potential outputs of x in the

37By Proposition 6.7, this also means that hiding any superset of this union would also be safe for the same

privacy guarantee.
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possible worlds Wor1lds(R;,V;) of the standalone module relation R; w.r.t. V;; similarly,
I'-workflow-privacy of m; requires at least I' potential outputs of x in the possible worlds
Worlds(R,V) of the workflow relation R w.r.t. V. Since R =Ry X --- X R,, a possible ap-
proach to prove Theorem 6.12 may be to show that, whenever the hidden attributes for m;
are also hidden in the workflow W, any relation R} € Wor1ds(R;,V;) has a corresponding
relation R’ € Worlds(R,V) s.t. R} = 0, (R'). If this would hold, then for V = UL, V;,
the set of possible outputs, for any input tuple x to a module m;, will remain unchanged.

Unfortunately, Proposition 6.13 below shows that the above approach fails. Indeed,
|Worlds(R, V)| can be significantly smaller than [Worlds(R;,V;)| even for very simple

workflows.

Proposition 6.13. There exist a workflow W with relation R, a module my in W with (standalone)
relation Ry, and a set of visible attributes Vy that guarantees both I'-standalone-privacy and T-
workflow-privacy of my, such that the ratio of |Wor1ds(Ry,V1)| and |Worlds(R, V)| is doubly

exponential in the number of attributes of W.

Proof sketch. To prove the proposition, we construct a simple workflow with two modules
my,my connected as a chain. Both my,m, are one-one functions with k Boolean inputs
and k Boolean outputs (for example, assume that m; is an identity function, whereas
my reverses the values of its k inputs). The module m; gets initial input attribute set I,
produces O; = I, which is fed to the module m; as input, and m, produces final attribute
set Oy. Let V; be an arbitrary subset of O; such that |V;| =logl' (we assume that I is a
power of 2). It can be verified that, m; as a standalone module is I'-standalone-private
w.rt. visible attributes V; and both mj,m;, being one-one modules, are I'-workflow-
private w.r.t. Vi.

We show that the one-one nature of m; and mj restricts the size of Worlds(R,V;)
compared to that of Worlds(Rj,Vp). Since both my and m, are one-one functions, the
workflow W also computes a one-one function. Hence any relation S in Worlds(R,V;)
has to compute a one-one function as well. But when m; was standalone, any function
consistent with V; could be a member of Worlds(Ry,V;). By a careful computation, the

ratio can be shown to be doubly exponential in k (details appear in Appendix A.4.4). O
Nevertheless, we show below that for every input x of the module, the set of its
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possible outputs, in these worlds, is exactly the same as that in the original (much larger
number of) module worlds. Hence privacy is indeed preserved.

In proving Theorem 6.12, our main technical tool is Lemma 6.14, which states that
given a set of visible attributes V; of a standalone module m;, the set of possible outputs
for every input x to m; remains unchanged when m; is placed in an all-private workflow,
provided the corresponding hidden attributes V; remains hidden in the workflow.

Recall that Ou Ty, and OuT, w denote the possible output for an input x to module m;
w.rt. a set of visible attributes when m; is standalone and in a workflow W respectively

(see Definition 6.3 and Definition 6.6).

Lemma 6.14. Consider any module m; and any input x € 7t;,(R). If y € OU Ty, w.r-t. a set of

visible attributes V; C (I; U O;), then 'y € Outyw w.r.t. ViU (A\ (L UO;)).
The above lemma directly implies Theorem 6.12:

of Theorem 6.12. We are given that each module m; is I'-standalone-private w.r.t. V;, ie.,
|OUTym,| > T for all input x to m;, for all modules m;, i € [1,n] (see Definition 6.3). From
Lemma 6.14, this implies that for all input x to all modules m;, [OuTyw| >T wrt V/ =
V;U(A\ (I; UO;)). For this choice of V/, VI = A\ V' = (,UO;)\V; =V, (because,
Vi C I; UO; C A). Now, using Proposition 6.7, when the visible attributes set V is such

that V=", V; DV, =V, every module m; is T-workflow-private. O

To conclude the proof of Theorem 6.12 we thus only need to prove Lemma 6.14. For

this, we use the following auxiliary lemma.

Lemma 6.15. Let m; be a standalone module with relation R;, let x be an input to m;, and let
Vi C (I; UO;) be a subset of visible attributes. If y € OU Ty ,, then there exists an input X' € 111, (R;)

to m; with output y' = m;(x") such that wy,ny,(x) = wy,ng(x') and wyno.(y) = mvino, (¥).

The statement of the lemma can be illustrated with the module m; whose relation
Ry appears Figure 2.5b. Its visible portion (for visible attributes a;,a3,a5) is given in
Figure 6.1a. Consider the input x = (0,0) to m; and the output y = (1,0,0). For V =
{a1,a3,a5}, y € OuTy, (see Figure 6.1d). This is because there exists x' = (0,1), s.t. y' =

m1(x") = (1,1,0), and, x,x" and y,y’ have the same values of the visible attributes (a; and
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{a3,a5} respectively). Note that y does not need to be the actual output m;(x) on x or
even share the same values of the visible attributes (indeed, m1(x) = (0,1,1)). We defer
the proof of Lemma 6.15 to Appendix A.4.5 and instead briefly explain how it is used to

prove Lemma 6.14.

Proof sketch of Lemma 6.14. Let us fix a module m;, an input x to m; and a candidate output
y € OUTym, for x w.rt. visible attributes V;. We already argued that, for V.= V; U (A \
(LUOy)), V=A\V =(L;UO;)\V; =V, We will show that y € Out,y w.rt. visible
attributes V by showing the existence of a possible world R’ € Wworlds(R,V), for V=1V,
s.t. 11, (t) = x and 710, (t) =y for some t € R’.

We start by replacing module m; by a new module g; such that g;(x) =y as required.
But due to data sharing, other modules in the workflow can have input and output at-
tributes from I; and O;. Hence if we leave the modules mj, j # i, unchanged, there may be
inconsistency in the values of the visible attributes, and the relation produced by the join
of the standalone relations of the module sequence (my,---,m;_1,8i,Mi11,- - ,My,) may not
be a member of Worlds(R,V). To resolve this, we consider the modules in a topological
order, and change the definition of all modules my,---,m;, to g1,---,g» (some modules
may remain unchanged). In proving the above, the main idea is to use tuple and function
flipping (formal definition in the appendix). If a module m; shares attributes from I; or
O;, the new definition g; of m; involves flipping the input to m;, apply m; on this flipped
input, and then flipping the output again to the output value. The proof shows that by
consistently flipping all modules, the visible attribute values remain consistent with the
original workflow relation and we get a member of the possible worlds (details appear in

Appendix A.4.6). O]

It is important to note that the assumption of all-private workflow is crucial in proving
Lemma 6.14 — if some of the modules m; are public, we can not redefine them to g; (the
projection to the public modules should be unchanged - see Definition 6.6) and we may
not get a member of Worlds(R,V). We will return to this point in Section 6.5 when we

consider workflows with a mixture of private and public modules.
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6.4.2 The Secure-View Problem

We have seen above that one can assemble workflow privacy guarantees out of the stan-
dalone module guarantees. Recall however that each individual module may have several
possible safe attributes sets (see, e.g., Example 6.4). Assembling different sets naturally
lead to solutions with different cost.  The following example shows that assembling
optimal (cheapest) safe attributes of the individual modules may not lead to an optimal
safe attributes set for the full workflow. The key observation is that, due to data sharing,
it may be more cost effective to hide expensive shared attributes rather than cheap non-
shared ones (though later we show that the problem remains NP-hard even without data

sharing).

Example 6.16. Consider a workflow with n + 2 modules, m,my,---,m,,m’. The module
m gets an input data item a;, with cost 1, and sends as output the same data item, ay,
with cost 1+ ¢, € > 0, to all the m;-s. Each m; then sends a data item b; to m’ with cost
1. Assume that standalone privacy is preserved for module m if either its incoming or
outgoing data is hidden and for m’ if any of its incoming data is hidden. Also assume that
standalone privacy is preserved for each m; module if either its incoming or its outgoing
data is hidden. As standalone modules, m will choose to hide a7, each m; will choose
to hide the outgoing data item b;, and m’ will choose to hide any of the b;-s. The union
of the optimal solutions for the standalone modules has cost n + 1. However, a lowest
cost solution for preserving workflow privacy is to hide 4, and any one of the b;-s. This
assembly of (non optimal) solutions for the individual modules has cost 2 + €. In this
case, the ratio of the costs of the union of standalone optimal solutions and the workflow

optimal solution is Q)(n). O

This motivates us to define the combinatorial optimization problem Secure-View
(for workflow secure view), which generalizes the Secure-View problem studied in
Section 6.3. The goal of the Secure-View problem is to choose, for each module, a safe
set of attributes (among its possible sets of safe attributes) s.t. together the selected sets
yield a minimal cost safe solution for the workflow. We define this formally below. In par-
ticular, we consider the following two variants of the problem, trading-off expressibility

and succinctness.
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Set constraints. The possible safe solutions for a given module can be given in the
form of a list of hidden attribute sets. Specifically, we assume that we are given, for each
module m;, i € [1,n], a list of pairs L; = <(T},5}), (Tf,éf) e (Tﬁi,égi)>. Each pair (TZ,@{:) in
the list describes one possible safe (hidden) solution for m;: T{ C I; (resp. 5{ C0O;) is the
set of input (output) attributes of m; to be hidden in this solution. I; (the length of the
list) is the number of solutions for m; that are given in the list, and we use below /pax to
denote the length of the longest list, i.e. {max = max}__; £;.

When the input to the Secure-vView problem is given in the above form (the can-
didate attribute sets are listed explicitly), we call it the Secure-View problem with set

constraints.

Cardinality constraints. Some modules may have many possible candidate safe attribute
sets. Indeed, their number may be exponential in the number of attributes of the module.

This is illustrate by the following two simple examples.

Example 6.17. First observe that in any one-one function with k Boolean inputs and k
Boolean outputs, hiding any k incoming or any k outgoing attributes guarantees 2*-
privacy. Thus listing all such subsets requires a list of length Q((%f)) = )(2%). Another
example is majority function which takes 2k Boolean inputs and produces 1 if and only if
the number of one-s in the input tuple is > k. Hiding either k + 1 input bits or the unique
output bit guarantee 2-privacy for majority function, but explicitly listing all possible

subsets again leads to exponential length lists. O

Note that, in both examples, the actual identity of the hidden input (resp. output)
attributes is not important, as long as sufficiently many are hidden. Thus rather than
explicitly listing all possible safe sets we could simply say what combinations of numbers
of hidden input and output attributes are safe. This motivates the following variant of
the Secure-View problem, called the Secure-View problem with cardinality constraints:
Here for every module m; we are given a list of pairs of numbers L; = ((a},p})... (txﬁ" , ﬁi’ ),
s.t. for each pair (a{,ﬁi) in the list, (x{ < |I;| and ,Bg < |Oj]. The interpretation is that hiding
any attribute set of m; that consists of at least ag input attributes and at least ,Bi output
attributes, for some j € [1,/;], makes m; safe w.r.t the remaining visible attributes.

To continue with the above example, the list for the first module may consists of (k,0)
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and (0,k), whereas the list for the second module consists of (k+ 1,0) and (0,1).

It is easy to see that, for cardinality constraints, the lists are of size at most quadratic
in the number of attributes of the given module (unlike the case of set constraints where
the lists could be of exponential length)3®. In turn, cardinality constraints are less ex-
pressive than set constraints that can specify arbitrary attribute sets. This will affect the

complexity of the corresponding Secure-View problems.

Problem Statement. Given an input in one of the two forms, a feasible safe subset V for
the workflow, for the version with set constraints (resp. cardinality constraints), is such
that for each module m; i € [1,n], V D (Tf ud) (resp. |[VNI| > zx? and [VNO;| > ,31)
for some j € [1,¢;]. The goal of the Secure-View problem is to find a safe set V where

c(V) is minimized.

6.4.3 Complexity results

We present below theorems which give approximation algorithms and matching hard-
ness of approximation results of different versions of the Secure-view problem. The
hardness results show that the problem of testing whether the Secure-view problem
(in both variants) has a solution with cost smaller than a given bound is NP-hard even in
the most restricted case. But we show that certain approximations of the optimal solution
are possible. Theorem 6.18 and 6.20 summarize the results for the cardinality and set
constraints versions, respectively. Here we only sketch the proofs for brevity; full details

appear in Appendix A.4.7.

Theorem 6.18. (Cardinality Constraints) There is an O(logn)-approximation of the
Secure-View problem with cardinality constraints. Further, this problem is Q)(logn)-hard to
approximate unless NP C DTIME(nO(IOgIOg”)), even if the maximum list size {max = 1, each

data has unit cost, and the values of o, Bl-s are 0 or 1.

Proof sketch. The proof of the hardness result in the above theorem is by a reduction
from the set cover problem. The approximation is obtained by randomized rounding a

carefully written linear program (LP) relaxation of this problem. A sketch is given below.

381n fact, if one assumes that there is no redundancy in the list, the lists become of at most of linear size.
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Our algorithm is based on rounding the fractional relaxation (called the LP relaxation)

of the integer linear program (IP) for this problem presented in Figure 6.2.

Minimize ) ;4 cpXx,  subject to

4
Yorij > 1 Vie[ln] (6.1)
j=1
Yoy = el Vie[Ln], Vie[L4] (6.2)
bEI,'
Z Zpij > Vl]ﬁi Vi e [1,1’1], V] S [1,51] (6.3)
beOi
4
Yovni < x, Vi€ [LnVbel (6.4)
j=1
4
Zzbij < x5 Vi€ [1,1’1],Vb € 0; (6.5)
j=1
ybij S rijr Vie [1,1’1], V] € [1r€i]/ Vb e Ii
6.6)
Zpij < Tij, Vi e [1,11], \V/] € [1,&'], Vb e O;
(6.7)
Xp, Vi Yoijo Zij € 10,1} (6.8)

Figure 6.2: IP for Secure-View with cardinality constraints

Recall that each module m; has a list L; = {(ai,ﬁ{) :j € [1,4i]}, a feasible solution must
ensure that for each i € [1,n], there exists a j € [1,/;] such that at least ocg input data and
,B]l output data of m; are hidden.

In this IP, x, =1 if data b is hidden, and r;; =1 if at least ocf.' input data and 5]1 output
data of module m; are hidden. Then, y;;; =1 (resp., zp;; = 1) if both r;; =1 and x, =1,
i.e. if data b contributes to satisfying the input requirement zxf (resp., output requirement
ﬁ{:) of module m;. Let us first verify that the IP indeed solves the Secure-View problem
with cardinality constraints. For each module m;, constraint (6.1) ensures that for some
j€ (1, 4], rij = 1. In conjunction with constraints (6.2) and (6.3), this ensures that for some
j € [1,4i], (i) at least (xf: input data of m; have y;;; = 1 and (ii) at least ﬁi output data of m;
have z,;; = 1. But, constraint (6.4) (resp., constraint (6.5)) requires that whenever y;;; =1

(resp., zpij = 1), data b be hidden, i.e. x, =1, and a cost of ¢; be added to the objective.
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Thus the set of hidden data satisfy the privacy requirement of each module m; and the
value of the objective is the cost of the hidden data. Note that constraints (6.6) and (6.7)
are also satisfied since y;; and zj; are o whenever r;; = 0. Thus, the IP represents the
Secure-View problem with cardinality constraints. In Appendix A.4.7 we show that
simpler LP relaxations of this problem without some of the above constraints lead to
unbounded and Q(n) integrality gaps showing that an O(logn)-approximation cannot
be obtained from those simpler LP relaxations.

We round the fractional solution to the LP relaxation using Algorithm 9. For each
je 1,4, let IZ”” and O;’;i” be the tx{ input and ﬁi output data of m; with minimum cost.

Then, B/"" represents Il-’]'?i” U Og?m of minimum cost.

Algorithm 9 Rounding algorithm of LP relaxation of the IP given in Figure 6.2, Input:

An optimal fractional solution {x,|b € A}

1: Initialize B = ¢.

2: For each attribute b € A (A is the set of all attributes in W), include b in B with
probability min{1,16x;logn}.
3: For each module m; whose privacy requirement is not satisfied by B, add B to B.

4 Return V = A\ B as the safe visible attribute.

The following lemma shows that step 2 satisfies the privacy requirement of each mod-

ule with high probability:

Lemma 6.19. Let m; be any module in workflow W. Then with probability at least 1 —2/n?,

there exists a j € [1,¢;] such that |I!'| > oc{ and |0 > 51

Proof sketch. The LP solution returns a probability distribution on 7;;, and therefore on the
pairs in list L;. Let p be the index of the median of this distribution when list L; is ordered
by both DC{: and [35 values, as described above. Our proof consists of showing that with
probability >1—2/n?, |I!| > a;, and |O}| > By,

Note that since p is the median, the sum of y;;; over all incoming data of module v;
in the LP solution must be at least a;,/2 (from constraint (6.2)). Further, constraint (6.6)
ensures that this sum is contributed to by at least a;,/2 different input data, and con-

straint (6.4) ensures that x; for any input data b must be at least its contribution to this
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sum, i.e. Z]- Ypij- Thus, at least a;, /2 different input data have a large enough value of x;,
and randomized rounding produces a good solution. An identical argument works for

the output data of m; (details appear in Appendix A.4.7). O

Since the above lemma holds for every module, by standard arguments, the O(logn)-

approximation follows. O

We next show that the richer expressiveness of set constraints increases the complexity

of the problem.

Theorem 6.20. (Set Constraints) The Secure-View problem with set constraints cannot be
approximated to within a factor of L5, for some constant € > 0 (also within a factor of Q(Zl(’gk7 ™
for all constant -y > 0) unless NP C DTIME (n P8 ™). The hardness result holds even when the
maximum list size {max is a (sufficiently large) constant, each data has unit cost, and the subsets
Tf-',d.—s have cardinality at most 2. Finally, it is possible to get a factor {max-approximation in

polynomial time.

Proof sketch. When we are allowed to specify arbitrary subsets for individual modules, we
can encode a hard problem like label-cover which is known to have no poly-logarithmic
approximation given standard complexity assumptions. The corresponding approxima-
tion is obtained by an LP rounding algorithm which shows that a good approximation
is still possible when the number of specified subsets for individual modules is not too

large. Details can be found by Appendix A.4.8. O

The hardness proofs in the above two theorems use extensively data sharing, namely
the fact that an output attribute of a given module may be fed as input to several other
modules. Recall that a workflow is said to have y-bounded data sharing if the maximum
number of modules which takes a particular data item as input is bounded by <. In real
life workflows, the number of modules where a data item is sent is not very large. The
following theorem shows that a better approximation is possible when this number is

bounded.

Theorem 6.21. (Bounded Data Sharing) There is a (y + 1)-approximation algorithm for the
Secure-View problem (with both cardinality and set constraints) when the workflow has -

bounded data sharing. On the other hand, the cardinality constraint version (and consequently
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also the set constraint version) of the problem remain APX-hard even when there is no data sharing
(i.e. v =1), each data has unit cost, the maximum list size {max 15 2, and the values of ucf:, ,Bf—s are

bounded by 3.

Proof sketch. The APX-hardness in the above theorem is obtained by a reduction from
vertex-cover in cubic graphs. This reduction also shows that the NP-completeness of this
problem does not originate from data-sharing, and the problem is unlikely to have an
exact solution even without any data sharing. The y + 1-approximation is obtained by a
greedy algorithm, which chooses the least cost attribute subsets for individual modules,
and outputs the union of all of them. Since any attribute is produced by a unique module
and is fed to at most v modules, in any optimal solution, a single attribute can be used
to satisfy the requirement of at most o + 1 modules. This gives a 7 + 1-approximation.
Observe that when data sharing is not bounded, y can be (}(n) and this greedy algorithm
will not give a good approximation to this problem. Details appear in Appendix A.4.9.

O

6.5 Public Modules

In the previous section we restricted our attention to workflows where all modules are
private. In practice, typical workflows use also public modules. Not surprisingly, this
makes privacy harder to accomplish. In particular, we will see below that it becomes
harder to assemble privacy guarantees for the full workflow out of those that suffice
for component modules. Nevertheless a refined variant of Theorem 6.12 can still be

employed.

6.5.1 Standalone vs. Workflow Privacy (Revisited)

We have shown in Section 6.4.1 (Theorem 6.12) that when a set of hidden attributes guar-
antees I'-standalone-privacy for a private module, then the same set of attributes can be
used to guarantee I'-workflow-privacy in an all-private network. Interestingly, this is no
longer the case for workflows with public modules. To see why, consider the following

example.
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Example 6.22. Consider a private module m implementing a one-one function with k
Boolean inputs and k Boolean outputs. Hiding any logI' input attributes guarantees
I'-standalone-privacy for m even if all output attributes of m are visible. However, if m
gets all its inputs from a public module m’ that computes some constant function (i.e.
Vx,m'(x) = a, for some constant a), then hiding logI" input attributes no longer guaran-
tees I'-workflow-privacy of m — this is because it suffices to look at the (visible) output
attributes of m to know the value m(x) for x = a.

In an analogous manner, hiding any logI' output attributes of m, leaving all its input
attributes visible, also guarantees I'-standalone-privacy of m. But if m sends all its outputs
to another public module m'"' that implements a one-one invertible function, and whose
output attributes happen to be visible, then for any input x to m, m(x) can be immediately

inferred using the inverse function of m”. O

Modules that compute a constant function (or even one-one invertible function) may
not be common in practice. However, this simple example illustrates where, more gener-
ally, the proof of Theorem 6.12 (or Lemma 6.14) fails in the presence of public modules:
when searching for a possible world that is consistent with the visible attributes, one
needs to ensure that the functions defined by the public modules remain unchanged. So
we no longer have the freedom of freely changing the values of the hidden input (resp.
output) attributes, if those are supplied by (to) a public module.

One way to overcome this problem is to “privatize” such problematic public modules,
in the sense that the name of the public module is not revealed to users (either in the
workflow specification or in its execution logs). Here we assume that once we rename
a module the user loses all knowledge about it (we discuss other possible approaches in
the conclusion). We refer to the public modules whose identity is hidden (resp. revealed)
as hidden (visible) public modules. Observe that now, since the identity of the hidden
modules is no longer known to the adversary, condition (2) in Definition 6.5 no longer
needs to be enforced for them, and a larger set of possible words can be considered.

Formally,

Definition 6.23. (Definition 6.5 revisited) Let P be a subset of the public modules, and, as before,
let V be a set of the visible attributes. Then, the set of possible worlds for the relation R w.r.t.
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V and P, denoted Wor1ds(R,V,P), consists of all relations R’ over the same attributes as R that
satisfy the functional dependencies in F and where (1) ty (R') = 7y (R), and (2) for every public
module m; € P and every tuple t' € R', o, (t') = m; (7, (t)).

The notion of I'-privacy for a workflow W, with both private and public modules (w.r.t
a set V of visible attributes and a set P of visible public modules) is now defined as before
(Definition 6.6), except that the set of possible worlds that is considered is the refined one
from Definition 6.23 above. Similarly, if W is I'-private w.r.t. V and P, then we will call the
pair (V,P) a safe subset for T'-privacy of W.

We can now show that, by making visible only public modules whose input and
output attribute values need not be masked, one can obtain a result analogous to The-
orem 6.12. Namely, assemble the privacy guarantees of the individual modules to form
privacy guarantees for the full workflow. Wlog., we will assume that my,my,- - ,mg are

the private modules and mg.,---,m, are the public modules in W.

Theorem 6.24. Given a parameter T > 1, let V; C (I; UO;), i € [1,K], be a set of visible attributes
w.r.t which the private module m; is I'-standalone-private. Then the workflow W is I'-private w.r.t
the set of visible attributes V and any set of visible public modules P C {mgy1, -+ ,my}, S.t.

V = UK., V; and all the input and output attributes of modules in P are visible and belong to V.

Proof sketch. The proof is similar to that of Thm. 6.12. Here we additionally show in a
lemma analogous to Lemma 6.14 (see Appendix A.4.10) that, if a public module m;,j €
[K +1,n] is redefined to g;, then m; is hidden. In other words, the visible public modules

in P are never redefined and therefore condition (2) in Definition 6.23 holds. O

Example 6.25. Consider a chain workflow with three modules m’ — m — m”, where m’ is
a public module computing a constant function, m is a private module computing a one-
one function and m"” is another public module computing an invertible one-one function.
If we hide only a subset of the input attributes of m, m’ should be hidden, thus P = {m" }.
Similarly, if we hide only a subset of the output attributes of m, m” should be hidden.
Finally, if we hide a combination of input and output attributes, both m’,m” should be

hidden and in that case P = ¢. O
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6.5.2 The Secure-View Problem (Revisited)

The Secure-View optimization problem in general workflows is similar to the case of
all-private workflows, with an additional cost due to hiding (privatization) of public mod-
ules: when a public module m; is hidden, the solution incurs a cost c(m;). Following the
notation of visible and hidden attributes, V and V, we will denote the set of hidden public
modules by P. The total cost due to hidden public modules is c(P) = ij cpc(m;), and the
total cost of a safe solution (V,P) is c(V) + c(P). The definition of the Secure-View
problem, with cardinality and set constraints, naturally extends to this refined cost func-

tion and the goal is to find a safe solution with minimum cost. This generalizes the

Secure-View problem for all-private workflows where P = ¢ (and hence c(P) = 0).

Complexity Results (details appear in Appendix A.4.9.2). In Section 6.4.3 we showed
that the Secure-vView problem has an O(logn)-approximation in an all-private work-
flow even when the lists specifying cardinality requirements are Q)(n)-long and when
the workflow has arbitrary data sharing. But, we show (in Appendix A.4.13) by a re-
duction from the label-cover problem that the cardinality constraints version in general
workflows is Q(ZIOgPW”)—hard to approximate (for all constant -y > 0), and thus unlikely
to have any polylogarithmic-approximation. In contrast, the approximation factor for
the set constraints version remains the same and Theorem 6.20 still holds for general
workflows by a simple modification to the proof. However, y-bounded data sharing no
longer give a constant factor approximation any more for a constant value of 7. By a
reduction from the set-cover problem, we prove in Appendix A.4.11 that the problem is
Q(logn)-hard to approximate even when the workflow has no data sharing, and when
the maximum size of the requirement lists and the individual cardinality requirements in

them are bounded by 1.

6.6 Related Work

In literature, workflow privacy mostly has been studied in the context of access con-
trol. Fine-grained access control languages for provenance have been developed [37, 38,

135, 164], and a graph grammar approach for rewriting redaction policies over prove-
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nance [39]. The approach in [21] provides users with informative graph query results
using surrogates, which give less sensitive versions of nodes/edges, and proposes a utility
measure for the result. In [42], the authors discuss a framework to output a partial view of
a workflow that conforms to a given set of access permissions on the connections between
modules and data on input/output ports. The problem of ensuring the lawful use of data
according to specified privacy policies has been considered in [83, 84]. The focus of the
work is a policy language for specifying relationships among data and module sets, and
their properties relevant to privacy. Although all these papers address workflow privacy,
the privacy notions are somewhat informal and no guarantees on the quality of the so-
lution are provided in terms of privacy and utility. Furthermore, our work is the first, to
our knowledge, to address module privacy rather than data privacy.

Secure provenance for workflows has been studied in [28, 94, 120]. The goal is to ensure
that provenance information has not been forged or corrupted, and a variety of cryp-
tographic and trusted computing techniques are proposed. In contrast, we assume that
provenance information has not been corrupted, and focus on ensuring module privacy.

In [127], the authors study information disclosure in data exchange, where given a set
of public views, the goal is to decide if they reveal any information about a private view.
This does not directly apply to our problem, where the private elements are the (x,m(x))
relations. For example, if all x values are shown without showing any of the m(x) values
for a module m, then information is revealed in their setting but not in our setting.3?

Privacy-preserving data mining has received considerable attention (see surveys [6, 172]).
The goal is to hide individual data attributes while retaining the suitability of data for
mining patterns. For example, the technique of anonymizing data makes each record indis-
tinguishable from a large enough set of other records in certain identifying attributes [7,
121, 163]. Privacy preserving approaches were studied for social networks [13, 40, 82, 112,
142], auditing queries [130, 133], networks and programming languages [89, 93, 147], and
in other contexts.

Our notion of standalone module privacy is close to that of /-diversity [121], in which

the values of non-sensitive attributes are generalized so that, for every such generalization,

39In contrast, it can be shown that showing all m(x) values while hiding the x’s, may reveal information in

our setting.
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there are at least ¢ different values of sensitive attributes. We extend this work in two
ways: First, we place modules (relations) in a network of modules, which significantly
complicates the problem, Second, we analyze the complexity of attaining standalone as
well as workflow privacy of modules.

Another widely used technique is that of data perturbation where some noise (usually
random) is added to the the output of a query or to the underlying database. This
technique is often used in statistical databases, where a query computes some aggregate
function over the dataset [70] and the goal is to preserve the privacy of data elements.
In contrast, in our setting the private elements are (x,m(x)) pairs for a private module
m and the queries are select-project-join style queries over the provenance relation rather
than aggregate queries.

Privacy in statistical databases is typically quantified using differential privacy, which
requires that the output distribution is almost invariant to the inclusion of any particular
record (see survey [71] and the references therein). Although this is an extremely strong
notion of privacy, no deterministic algorithm can guarantee differential privacy. Since
provenance is used to ensure reproducibility of experiments (and therefore data values
must be accurate), adding random noise to provenance information may render it useless.
Thus standard mechanisms for differential privacy are unsuitable for our purpose. Our
approach of outputting a safe view allows the user to know the name of all data items and
the exact values of data that is visible. The user also does not lose any utility in terms of
connections in the workflow, and can infer exactly which module produced which visible

data item or whether two visible data items depend on each other.

6.7 Conclusions

This chapter proposes the use of provenance views for preserving the privacy of mod-
ule functionality in a workflow. Our model motivates a natural optimization problem,
Secure-View , which seeks to identify the smallest amount of data that needs to be
hidden so that the functionality of every module is kept private. We give algorithms and
hardness results that characterize the complexity of the problem.

In our analysis, we assume that users have two sources of knowledge about module
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functionality: the module name (identity) and the visible part of the workflow relation.
Module names are informative for public modules, but the information is lost once the
module name is hidden/renamed. Names of private modules are non-informative, and
users know only what is given in the workflow view. However, if users have some addi-
tional prior knowledge about the behavior of a private module, we may hide their identity
by renaming them, and then run our algorithms.

Our work suggests several promising directions for future research. First, a finer pri-
vacy analysis may be possible if one knows what kind of prior knowledge the user has
on a private module, e.g. the distribution of output values for a specific input value, or
knowledge about the types and names of input/output attributes (certain integers may
be illegal social security numbers, certain character sequences are more likely to represent
gene sequences than others, etc). Our definitions and algorithms currently assume that
all data values in an attribute domain are equally possible, so the effect of knowledge
of a possibly non-uniform prior distribution on input/output values should be explored.
Second, some additional sources of user knowledge on functionality of public modules
(e.g. types of attributes and connection with other modules) may prohibit hiding their
functionality using privatization (renaming), and we would like to explore alternatives
to privatization to handle public modules. A third direction to explore is an alter-
native model of privacy. As previously mentioned, standard mechanisms to guarantee
differential privacy (e.g. adding random noise to data values) do not seem to work for
ensuring module privacy w.r.t. provenance queries, and new mechanisms suitable to our
application have to be developed. Other natural directions for future research include
considering non-additive cost functions, in which some attribute subsets are more useful
than others, efficiently handling infinite or very large domains of attributes, and exploring
alternate objective functions, such as maximizing utility of visible data instead of minimiz-

ing the cost of hidden data.
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Chapter 7

A Propagation Model for Module

Privacy

In the previous chapter, we introduced a model for module privacy in workflow prove-
nance. In this chapter, we extend the work presented in the previous chapter by intro-
ducing a propagation model for module privacy in workflows that contain both proprietary
modules with unknown functionality (private modules) and modules with known func-

tionality (public modules).

7.1 Overview

This chapter focuses on privacy of module functionality, in particular in the general —
and common - setting in which proprietary (private) modules are used in workflows
which also contain non-proprietary (public) modules, whose functionality is assumed to
be known by users. As an example of a public module, consider one which sorts its
inputs. Even if the exact algorithm used by the module is not known by users (e.g. Merge
sort vs Quick sort), given an input to the module a user can construct the output. In
contrast, the functionality of private modules (i.e. what result will be output for a given
input) is not known and should not be revealed by the visible provenance information.
Examples of private modules include proprietary gene sequencing and medical diagnosis

modules.
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We use the same notion of I'-privacy defined in Chapter 6. In Chapter 6, we showed
that in a workflow with only private modules (an all-private workflow) the problem has a
simple, elegant solution: If a set of hidden input/output data guarantees I'-standalone-
privacy for a private module, then if the module is placed in an all-private workflow
where a superset of that data is hidden, then I'-workflow-privacy is guaranteed for that
module in the workflow. In other words, in an all-private workflow, hiding the union of
the corresponding hidden data of the individual modules guarantees I'-workflow-privacy
for all of them. Unfortunately, this does not hold when the private module is placed in a
workflow which contains public and private modules (a public/private workflow).

As an example, consider a private module m;, which we assume is non-constant.
Clearly, when executed in isolation as a standalone module, then either hiding all its inputs
or hiding all its outputs over all executions guarantees privacy for the maximum privacy
parameter I However, suppose m; is embedded in a simple chain workflow m; —
my — m3, where both m; and mj3 are public, equality modules. Then even if we hide
both the input and output of my, their values can be retrieved from the input to m; and
the output from mj3. Note that the same problem would arise if m; and m3 were invertible
functions, e.g. reformatting modules, a common case in practice.

In Chapter 6, we therefore explored privatizing public modules, i.e. hiding the names
of carefully selected public modules so that their function is no longer known, and then
hiding subsets of input/output data to ensure their I'-privacy. Returning to the example
above, if it were no longer known that m; was an equality module then hiding the input
to my (output of m;) would be sufficient, under the assumption that the users have no
other prior knowledge about m;. Similarly, if m3 was privatized then hiding the output
of my (input to m3) would be sufficient.

Although privatization is a reasonable approach in some cases, there are many practi-
cal scenarios where it cannot be employed. For instance, when the workflow specification
(the module names and connections) is known to the users, or when the identity of the
privatized public module can be discovered through the structure of the workflow and
the names or types of its inputs/outputs.

To overcome this problem we propose in this work an alternative novel solution, based on the
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propagation of data hiding through public modules. Returning to our example, if the input to
my were hidden then the input to m; would also be hidden, although the user would still
know that m; were the equality function. Similarly, if the output of m, were hidden then
the output of m3 would also be hidden; again, the user would still know that m3 was the
equality function. While in this example things appear to be simple, several technically
challenging issues must be addressed when employing such a propagation model in the
general case: 1) whether to propagate hiding upward (e.g. to m;) or downward (e.g. to
m3); 2) how far to propagate data hiding; and 3) which data of public modules must be
hidden. Overall the goal is to guarantee that the functionality of private modules is not
revealed while minimizing the amount of hidden data.

Our contributions. In this work we focus on downward propagation, for reasons
that will be discussed in Section 7.2. Using a downward propagation model, we show the
following strong results: For a special class of common workflows, single(private)-predecessor
workflows, or simply single-predecessor workflows (which include the common tree and chain
workflows), taking solutions for I'-standalone-privacy of each private module (safe subsets)
augmented with specially chosen input/output data of public modules in their public
closure (up to a successor private module) that is rendered upstream-downstream safe (UD-
safe) by the data hiding, and hiding the union of data in the augmented solutions for each
private module will ensure I'-workflow privacy for all private modules. We define these
notions formally in Section 7.2 and go on to show that single-predecessor workflows is
the largest class of workflows for which propagation of data hiding only within the public
closure suffices.

Since data may have different costs in terms of hiding, and there may be many dif-
ferent safe subsets for private modules and UD-safe subsets for public modules, the next
problem we address is finding a minimum cost solution — the optimum view problem. Us-
ing the result from above, we show that for single-predecessor workflows the optimum
view problem may be solved by first identifying safe and UD-safe subsets for the private
and public modules, resp., then assembling them together optimally. The complexity of
identifying safe subsets for a private module was studied in [63] and the problem was

shown to be NP-hard (EXP-time) in the number of module attributes. We show here
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that identifying UD-safe subsets for public modules is of similar complexity: Even de-
ciding whether a given subset is UD-safe for a module is coNP-hard in the number of
input/output data. We note however that this is not as negative as it might appear, since
the number of inputs/outputs of individual modules is not high; furthermore, the com-
putation may be performed as a pre-processing step with the cost being amortized over
possibly many uses of the module in different workflows. In particular we show that,
given the computed subsets, for chain and tree-shaped workflows, the optimum view
problem has a polynomial time solution in the size of the workflow and the maximum
number of safe/UD-safe subsets for a private/public modules. Furthermore, the algo-
rithm can be applied to general single-predecessor workflows where the public closures
have chain or tree shapes. In contrast, when the public closure has an arbitrary DAG
shape, the problem becomes NP-hard (EXP-time) in the size of the public closure.

We then consider general workflows, and give a sufficient condition to ensure I'-privacy
that is not the trivial solution of hiding all data in the workflow. In contrast to single-
predecessor workflows, hiding data within a public closure no longer suffices; data hiding
must continue through other private modules to the entire downstream workflow. In
return, the requirement from data hiding for public modules is somewhat weaker here:
hiding must only ensure that the module is downstream-safe (D-safe), which typically
involves fewer input/output data than upstream-downstream-safety (UD-safe).

Organization. Throughout this chapter we will use the workflow model given in
Section 2.2 and the notions of standalone- and workflow-module privacy defined in Sec-
tion 6.2. We have already discussed several related work in Section 6.6. The remainder of
the chapter is organized as follows: Section 7.2 describes our propagation model, defines
upstream-downstream-safety and single-predecessor workflows, and states the privacy
theorem. Section 7.3 discusses the proof of the privacy theorem, and the necessity of the
upstream-downstream-safety condition as well as the single-predecessor restriction. The
optimization problem is studied in Section 7.4. We then discuss general public/private

workflows in Section 7.3, before concluding in Section 7.6.
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7.2 Privacy via propagation

Our goal here is to optimally choose attributes to hide in the common case of workflows
that contain both private and public modules. We call them public/private workflows.
We have seen in the previous section that when a set of hidden attributes guarantees
I'-standalone-privacy for a private module, then the same set of attributes can be used to
guarantee I'-workflow-privacy in an all-private workflow. Unfortunately this is no longer
the case for general workflows. To see why, we revisit the following example mentioned

in the introduction.

Example 7.1. Consider a private module m, implementing a one-one function with k
boolean inputs and k boolean outputs. Hiding any logI' input attributes guarantees
I'-standalone-privacy for my even if all output attributes of m, are visible. However, if
my gets all its inputs from a public module m; that implements an equality function (in
general, any one-one function) then for any value y and every input x = my(y) to my,
my(x) is revealed.

Similarly, hiding any logI' output attributes of m; guarantees I'-standalone-privacy
for it, even if all input attributes of my are visible. But if m, sends its outputs to a public
module mj3 that also implements the equality function (in general, a one-one invertible
function), and whose output attributes happen to be visible, then for any input x to m;,

my(x) can be immediately inferred (using the inverse function of ms3). O

One intuitive way to overcome this problem is to propagate the hiding of data through
the problematic public modules, i.e., hide the attributes of public models that may disclose
information about hidden attributes of private modules. To continue with the above
example, if we choose to protect the privacy of m; by hiding logI' of its input (resp.
output) attributes, then we also need to propagate the hiding upward (resp. downward) to
the public module supplying the input (receiving the output) and hide the corresponding
input (output) attributes of the equality module m (m3).

Three main issues arise when employing such a propagation model: (1) upward vs.
downward propagation; (2) recursive propagation; and (3) which attributes to hide. We

discuss these issues next.
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7.2.1 Upward vs. downward propagation

Whether or not propagation can be used depends on the safe subsets chosen for the
private modules as well as the properties of the public modules. To see this, consider
again Example 7.1, and assume now that public module m; computes some constant
function (i.e. Vx,mj(x) = a, for some constant a). Then even upward propagation that
hides all the input attributes of 7 no longer preserves the I'-workflow-privacy of m, w.r.t
its hidden input attributes for any non-trivial value of I' > 1. This is because it suffices
to look at the (visible) output attributes of m, to know the value m;(x) for x = a. More
generally, we show in Appendix A.5.1 that if hiding a subset of input attributes gives
I'-standalone privacy for a standalone module m;, then hiding the same subset of input
attributes in the simple chain workflow (1, — my) may not give I'-workflow-privacy for
my unless my corresponds to an onto functioni°.

This unfortunately is not very common for public modules (e.g. some output values
like an invalid gene sequence may be well-known to be non-existent). In contrast, we
will show below that when the privacy of a private module m, is achieved by hiding
output attributes only, downward propagation that achieves the same privacy guarantees
is possible without imposing any restrictions on the public modules. We therefore focus in
the rest of this chapter on safe subsets that contain only output attributes.

Observe that such safe subsets always exist for all private modules — one can always
hide all the output attributes. They may incur higher cost than that of an optimal subset of
both input and output attributes, but, in terms of privacy, by hiding only output attributes
one does not harm the maximum achievable privacy guarantee of the private module. In
particular it is not hard to see that hiding all input attributes can give a maximum of
I'1-workflow-privacy, where I'; is the size of the range of the module. On the other hand
hiding all output attributes can give a maximum of I'>-workflow-privacy, where I'; is the

size of the co-domain of the module, which can be much larger than the actual range.

4°A function f : D — C is called onto or surjective if for every element y € C, there is an element x € D such

that f(x) =y.
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7.2.2 Recursive propagation

Consider again Example 7.1, and assume now that public module mj3 sends its output
to another public module m, that also implements an equality function (or a one-one
invertible function). Even if the output of mj3 is hidden as described above, if the output
of m4 remains visible, the privacy of m, is again jeopardized since the output of m3 can be
inferred using the inverse function of m4. We thus need to propagate the attribute hiding
to my4 as well. More generally, we will see below that we need to propagate the attributes
recursively, through all adjacent public modules, until we reach another private module.

To formally define the closure of public modules to which attributes hiding needs
to be propagated, we use the notion of an (un)directed public path. Intuitively, there is
an (un)directed public path from a public module m; to a public module m; if we can
reach m; from m; by an (un)directed path comprising only public modules. Recall that

A; = I; U O; denotes the set of input and output attributes of module m;.

Definition 7.2. A public module my has a directed (resp. an undirected) public path to a
public module m if there is a sequence of public modules mj,,mj,,--- ,m;, such that mj = m,

mj; =y, and forall 1 <k <j, O; N1, # O (resp. A;, N A;,,, # D).

k+1

This notion naturally extends to module attributes. We say that an input attribute
a € I; of a public module m; has an (un)directed public path to a public module m; (resp.
to its output attribute b € O,), if there is an (un)directed public path from m; to my. The
set of public modules to which attribute hiding will be propagated can now be defined

as follows.

Definition 7.3. Given a private module m; and a set of hidden output attributes h; C O; of m;,
the public-closure C(h;) of m; w.r.t. h;, is the set of public modules consisting of (1) all public
modules mj s.t. h; N [; # @, and (2) all public modules to which there exists a undirected public

path from the modules in C(h;).

Example 7.4. We illustrate these notions using Figure 7.1. The public module m4 has an
undirected public path to the public module m¢ through the modules m7; and mj3. For
the private module 1, and hidden output attributes h, = V5 that is a subset of {a,a3,a5},

the public closure C(V3) = {m3,mq, me,m7}, whereas for Vo = {as} or {as,as}, C(V2) =
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Figure 7.1: A single-predecessor workflow. White modules are public, grey are private;
the box denotes the composite module M for V, = {a,}.

{ms,mg}. In our subsequent analysis it will be convenient to view the public-closure as
a virtual composite module that encapsulates the sub-workflow and behaves like it. For
instance, the box in Figure 7.1 denotes the composite module M representing C({a2}),

that has input attributes a,43, and output attributes a19,411 and a;,. O

7.2.3 Selection of hidden attributes

In Example 7.1 it is fairly easy to see which attributes of m; or m3 need to be hidden
to preserve the privacy of my. For the general case, where the public modules are not
as simple as equality functions, to determine which attributes of a given public module
need to be hidden we use the notion of upstream and downstream safety. To define them we
use the following notion of tuple equivalence w.r.t a given view (set of visible attributes).

Recall that A denotes the set of all attributes in the workflow.

Definition 7.5. Given two tuples x and y on a subset of attributes B C A, and a subset of visible

attributes V.C A, we say that x =y y iff mynp(x) = mvnp(y)-
Definition 7.6. Given a subset of visible attributes V. C A; of a public module m;, m; is called

e downstream-safe w.r.t. V if for any two equivalent input tuples x,x' to m; w.r.t. V their

outputs are also equivalent:
(x=y x| = [mi(x) =y mi(x')],
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e upstream-safe w.r.t. V if for any two equivalent outputs y,y' of m; w.r.t. 'V all of their

preimages are also equivalent:
[(y=vy) A (mi(x) =y,mi(x) =y')] = [x=vX],

e upstream-downstream-safe (in short UD-safe) w.r.t. V if it is both upstream-safe and

downstream-safe w.r.t. V.

Note that if V =@ (i.e. all attributes are hidden) then m; is clearly UD-safe w.r.t to V.
We call this the trivial UD-safe subset for m;.

Example 77.7. Figure 7.2 shows some example module relations. For an (identity) module
having relation R; in Figure 7.2a, two UD-safe visible subsets are {a1,43} and {a2,a4}.
Note that {ay,a3} is not a UD-safe subset: for tuples having the same values of ay, say
o, the values of a3 are not the same. For a module having relation R; in Figure 7.2b, a
UD-safe visible subset is {a1,a3,a4}, but there is no UD-safe subset that includes a,. It can
also be checked that the module m; in Figure 2.5b does not have any non-trivial UD-safe

subset. O

o nlo o] [oals a

(o] o (¢} (o] [¢] o] 1 o

o) 1 [0) 1 [0) 1 1 (o)

1 (0] 1 o) 1 o) (0] 1

1 1 1 1 1 1 (o] 1
(@) Ry (b) R,

Figure 7.2: UD-safe solutions for modules

The first question we attempt to answer is whether there is a theorem analogous
to Theorem 6.12 that works in the presence of public modules. In particular, we will
show that for a class of workflows called single-predecessor workflows one can construct
a private solution for the whole workflow by taking safe standalone solutions for the
private modules, and then ensuring the UD-safe properties of the public modules in the

corresponding public-closure. Next we define this class of workflows:
Definition 7.8. A workflow W is called a single-predecessor workflow, if
1. W has no data-sharing, i.e. for m; #m;j, I; N\ [; = &, and,
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2. for every public module m; that belongs to a public-closure w.r.t some output attribute(s) of
a private module m;, m; must be the unique private module that has a directed public path

to mj (i.e. m; is the single private predecessor of m; having a directed public path to it).

Example 7.9. Again consider Figure 7.1 which shows a single-predecessor workflow. Mod-
ules mj3,my, me,my; have undirected public paths from a, € O, (output attribute of m,),
whereas m5,mg have a (un)directed public path from a4 € Oy; also m; is the unique private-
predecessor of ms,...,mg. The public module m; does not have any private predecessor,
but m; does not belong to the public-closure w.r.t the output attributes of any private

module. O

Single-predecessor workflows include common workflow structures such as chains
and trees. Although they are more restrictive than general workflows, the above example
illustrates that they can still capture fairly intricate workflow structures. We will focus
tirst on single-predecessor workflows, then explain in Section 7.5 how general workflows
can be handled.

Let M be the set of indices for public modules (M* = {i : m; is public }) and M~
be the set of indices for private modules. Recall that I;, O; denote the subset of input and

output attributes of module m; and A; = [; UO;; if V; C A;, then V; = A; \ V..

Theorem 7.10. (Privacy Theorem for single-predecessor workflows) Let W be a single-
predecessor workflow. For a private module m; in W, let V; be a safe subset for I'-standalone-
privacy s.t. only output attributes of m; are hidden (i.e. V; C O;). Let C(V;) be the public-closure
of m; w.r.t. hidden attributes V;. Let H; be a set of hidden attributes s.t. V; C H; C O; U Ukec(my Ak

and where for every public module m; € C(V;), m; is UD-safe w.r.t. A;\ H;. Then the workflow
W is T-private w.r.t the set of visible attributes V. = A\ (U;epm- Hi)-

In other words, in a single-predecessor workflow, taking solutions for the standalone
private modules, expanding them to the public-closure of the modules, following the UD-
safe safety requirements, then hiding the union of the attributes in these sets, guarantees
I'-workflow-privacy for all of the private modules.

The next proposition shows that single-predecessor workflows constitute in a sense

the largest class of workflows for which such assembly is guaranteed to succeed.
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Proposition 7.11. There is a workflow W that is not a single-predecessor workflow (either because
it has data sharing or because more (or fewer) than one such private-predecessor exists for some
public module), and a private module m; in W, where even hiding all output attributes O; of m;

and all attributes A; of the public modules m; € C(O;) does not give I'-privacy for any T > 1.

The next section is dedicated to proving these two results. In Section 7.4 we then show
how this refined privacy theorem can be used to choose hidden attributes optimally in
single-predecessor workflows. Solutions for workflows that are not single-predecessor

are considered in Section 7.5.

7.3 Privacy for Single-Predecessor workflows

We start in Section 7.3.1 by proving Theorem 7.10 and explaining the role of the UD-safe
requirement. Then, in Section 7.3.2, we prove Proposition 7.11 by illustrating the necessity

of the restriction to single-predecessor workflows in Theorem 7.10.

7.3.1 Proof of the Privacy Theorem

Here we prove Theorem 7.10. To prove I'-privacy, we need to show the existence of many
possible outputs for each input to each public module, originating from the possible
worlds of the workflow relation w.r.t. the visible attributes. First we present a crucial
lemma which relates privacy of standalone modules to their privacy in a workflow when

the conditions in Theorem 7.10 are satisfied.

Lemma 7.12. Consider a single-predecessor workflow W; any private module m; in W and any
input x € 7;,(R); and any y € OUTym, w.r.t. a set of visible attributes V;. Given a set of hidden
attributes H; C A, such that (i) the hidden attributes V; C H;, (ii) only output attributes from O;
are included in V; (i.e. V; C Oy), and (iii) every module mj in the public-closure C(V;) is UD-safe
wrt. A; \ H;. Then'y € Outyw w.r.t. visible attributes V.= A\ H;.

First we show that the above lemma implies Theorem 7.10. Then we can focus on a
single private module m;, as given in the lemma, in the remainder of this subsection.

Proof of Theorem 7.10.
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Proof. We first argue that if H; satisfies the conditions in Theorem 7.10 then H] = Jyc - Hy
satisfies the conditions in Lemma 7.12. Clearly (i) V; C H; C Uyer- He = H! ; (i) V; C O;
is unchanged. Next we argue that the third requirement in the lemma, (iii) every module
in the public-closure C(V;) is UD-safe w.r.t. H!, also holds.

To see (iii), observe that the Theorem 7.10 has an additional condition on H;: H; C O; U
Ujecvy) Aj- Since W is a single-predecessor workflow, for two private modules m;, m, €
M~,i # {, the public closures C(V;) N C(V;) = @ (this follows directly from the definition
of single-predecessor workflows). Further, since W is single-predecessor, W has no data-
sharing by definition, so for any two modules m;,m; in W (public or private), the set of

attributes A; N A; = @. Clearly, m; being a private module, m; ¢ C(V;) and vice versa.
Hence

(01U (UreceyA0)) N (00 U (Ve Ar) ) = @.
In particular, for a public module A; € C(V;i), and for any private module my € M~ ,¢ # i,
A;N Hy = @. Therefore, Aj\ H] = A; \ (Upem- He) = Aj\ H;. Since m; is UD-safe w.r.t.
Aj \ H; from the condition in the theorem, m;j is also UD-safe w.r.t. A; \ Hl’ . Hence Hl’
satisfies the conditions stated in the lemma.

Now Theorem 7.10 also states that each private module m; (i € M ™) is I'-standalone-
private w.r.t. visible attributes V;, i.e., |0u Ty | > T for all input x to m; (see Definition 6.3).
From Lemma 7.12, using H! in place of H;, this implies that for all input x to private mod-
ules m;, [Outyw| >T wrt V=A\ H = A\ Uyep- Hy. From Definition 6.6, this implies
that each private module m; is I'-workflow-private w.r.t. V = A\ U;ep- Hi; equivalently

W is I'-private w.r.t. V. O

We can thus focus from now on a single private module m; and only need to prove
Lemma 7.12 for m;. But before we do so, let us first discuss the necessity of the UD-safe
assumption in Theorem 7.10.

Necessity of UD-safe condition. Example 7.1 suggests that the downward-safety con-
dition is necessary and natural. Otherwise, if there is a subsequent equality module, the
value of the hidden attributes V; C O; may be revealed. But it may not be obvious why we
need the upward-safety condition, since we restrict the hidden attributes to be a subset

of the output attributes O;. The following proposition illustrates the necessity of having
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both upstream and downstream conditions in Theorem 7.10.

(@) Necessity of UD-safe (b) Necessity of single pre-

condition decessor

Figure 7.3: White modules are public, grey are private.

Proposition 7.13. There is a workflow W, a private module m;, and a safe-subset V; that guaran-
tees I'-standalone-privacy for m; for some I' > 1, such that satisfying only the downstream-safety

condition for the public modules in C(V;) does not give T-workflow-privacy for m; for all T > 1.

In the proof of this proposition and in other places in this chapter we will consider
the different possible worlds of the workflow view and focus on the behavior (input-to-
output mapping) ; of the module m;, as seen in these world. This may be different than
its true behavior, recorded in the actual workflow relation R, and we will say that m; is
redefined as mi; in the given world. Note that m; and 71;, viewed as relations, agree on the

visible attributes of the the view but may differ in the non visible ones.

Proof of Proposition 7.13.

Proof. Consider a chain workflow as given in Figure 7.3a, with three modules m11,my,m3
defined as follows. (i) m1(a1,a) = (a3 = ay,a4 = ay), (i) as = my(as,a4) = az V a4 (OR), (iii)
a¢ = m3(as) = as. my,ms are private whereas my is public. All attributes take values in
{0,1}. Clearly hiding output a3 of m; gives I'-standalone privacy for I = 2. Now suppose
a3 is hidden in the workflow. Since the m; is public (known to be OR function), a5 must
be hidden (downstream-safety condition). Otherwise from visible output as and input ay,
some values of hidden input a3 can be uniquely determined (eg. if as = 0,a4 = 0, then

a3 =0 and if as = 1,a4 = 0, then a3 = 1). On attributes (al,az,@,m;,aj,%), the original
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relation R is shown in Table 7.1 (the hidden attributes and their values are underlined in

the text and in grey in the table).

Lo o [ o [ o |

o 1 (0] 1 1 1
1 o 1 (0) 1 1
1 1 1 1 1 1

Table 7.1: Relation R for workflow given in Figure 7.3a

Let us first consider an input (0,0) to m;. When a3 is hidden, a possible candidate
output y of input tuple x = (0,0) to m; is (1,0). So we need to have a possible world where
my is redefined as 711(0,0) = (1,0). To be consistent on the visible attributes, this forces
us to redefine mj3 to i3 where 7i3(1) = 0; otherwise the row (0,0,0,0,0,0) in R changes
to (0,0,1,0,1,1). This in turn forces us to define 7i1(1,0) = (0,0) and #3(0) = 1. (This is
because if we map 7i1(1,0) to any of {(1,0),(0,1),(1,1)}, either we have inconsistency on
the visible attribute a4, or a5 =1, and 73(1) = 0, which gives a contradiction on the visible
attribute ag = 1.)

Now consider the input (1,1) to m;. For the sake of consistency on the visible attribute
az, m1(1,1) can take value (1,1) or (0,1). But if 1(1,1) = (1,1) or (0,1), we have an
inconsistency on the visible attribute a¢. For this input in the original relation R, a5 =
a¢ = 1. Due to the redefinition of 73(1) = 0, we have inconsistency on 4. But note that
the downstream-safety condition has been satisfied so far by hiding a3 and as. To have
consistency on the visible attribute ¢ in the row (1,1,1,1,1,1), we have to have a5 =0
(since 73(0) = 1). The pre-image of as = 0 is a3 = 0,a4 = 0, hence we have to redefine
m1(1,1) = (0,0). But (0,0) is not equivalent to original m;(1,1) = (1,1) w.r.t. the visible
attribute a4. So the only solution in this case for I' > 1, assuming that we do not hide
output ae¢ of private module m3, is to hide a4, which makes the public module m; both

upstream and downstream-safe. O

This example also suggests that upstream-safety is needed only when a private module
gets input from a module in the public-closure; the proof of Lemma 7.12 shows that this
is indeed the case.

Proof of Lemma 7.12. The proof of Lemma 7.12 comprises two steps:
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(Step-1) Consider the connected subgraph C(V;) as a single composite public module M, or
equivalently assume that C(V;) contains a single public module. By the properties of
single-predecessor workflows, M gets all its inputs from m;, but can send its outputs
to one or more private module, or to final output. Let I (resp. O) be the input
(resp. output) attribute sets of M. In Figure 7.1, the box is M, I = {ap,a3} and O =
{a10,a11,a12,413}. We argue that if M is UD-safe w.r.t. visible attributes (I UO) \ H;,
and the other conditions of Lemma 7.12 are satisfied, then m; is workflow-private

wrt V.

(Step-2) We show that if every public module in the composite module M = C(V;) is UD-
safe, then M is UD-safe. To continue with our example, in Figure 7.1, assuming
that ms,my, mg,m7; are UD-safe w.r.t. hidden attributes, we have to show that M is

UD-safe.

The proof of Step-1 uses the following lemma (proved in Appendix A.5.2) which
relates the actual image z = m;(x) of an input x to m;, with a candidate output'y € Outy

of x.

Lemma 7.14. Let m; be a standalone private module with relation R;, let x be an input to m;,
and let V; be a subset of visible attributes such that V; C O; (only output attributes are hidden). If
Y € OUTxm; then y =y, z where z = m;(x).

Proof of Step-1. The proof of Lemma 7.12 is involved even for the restricted scenario
in Step-1, in which C(V;) contains a single public module. The proof is given in Ap-

pendix A.5.3, and we illustrate here the key ideas using a simple example of a chain

workflow.

Example 7.15. Consider a chain workflow, for instance, the one given in Figure 7.3a with
the relation in Table 7.1. Let m; = my. Hiding its output a3 gives I'-standalone-privacy
for I = 2. For input x = (0,0), with a3 hidden, y = (1,0) is a possible output, whereas
the original output for x is z = (0,0) (hidden attributes are underlined). Note that, as
Lemma 7.14 says, y and z are equivalent on the visible attributes.

First consider the simpler case when m3 does not exist, i.e. W contains only two

modules and the column for a4 does not exist in Table 7.1. As we mentioned before,
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when the composite public module does not have any private successor, we only need
downstream-safety property of the modules in C(V;), in this case which comprises a
single public module m5. Then we define a possible world R’ of R by redefining module
my to 1y as follows. 771 simply maps all pre-images of y to z, and all pre-images of z to
y. In this case, both y,z have single pre-image. So x = (0,0) gets mapped to (1,0) and
input (1,0) gets mapped to (0,0). Since m; has to be downstream-private, we also need
to hide output a5 of m,. Finally R’ is formed by the join of relations for 711 and m,. Note
that the projection of R, R’ will be the same on visible attributes a1,a,,a4 (in R/, the first
row will be (0,0,1,0,0) and the third row will be (1,0,0,0,0)). The proof of this simpler
case borrows the idea presented in [63].

Next consider the more complicated case, when the modules in C(V;) have a private
successor, in this case when the private module m3 is present. We already argued in the
proof of Proposition 7.13 that we also need to hide the input a4 to ensure workflow privacy
for I' > 1. Let us now describe the proof strategy when a4 is hidden. Here we consider
the outputs of m3 on input y,z; let wy = m3(y) and w, = m3(z). We redefine m; to i,
as follows. For all input u to m; such that u € m; 'm, ' (w;) (resp. u € m; 'm; ' (wy)), we
define 77 (u) =y (resp. 7711 (u) = z). For 73, we define, fi3(wy) = m3(w) and 77i3(w,) =
m3(wy). By Lemma 7.14, y =y z, since m; is downstream-safe wy =y wy, since m, is also
upstream-safe, for all input u to m; that are being redefined by 7;, their images under
my are equivalent w.rt. V. In our example, wy = m3(1,0) = 1, and w, = m3(0,0) = 0.
mmy(w,) = {(0,0)} and m;'my ' (wy) = {(0,1),(1,0),(1,1)}. So #i; maps (0,0) to
(1,0) and all of {(0,1),(1,0),(1,1)} to (0,0); 73 maps O to 1 and 1 to o. With these
observations, it can be shown that the resulting relation R’ formed by th join of iy, my, i3
will be a possible world of R. In this example, when a3, 44,45 are hidden, R’ has the form
in Table 7.2, and these observations can be verified.

Note that this relation R’ has the same projection on visible attributes {a1,42,4¢} as R

in Table 7.1 and the public module m; is unchanged. So R’ is a possible world of R that
maps x = (0,0) to y = (1,0) as desired, i.e. y € OuTy . O

The argument for more general single-predecessor workflows, like the one given in

Figure 7.1 is more complex. Here a private module (like m77) can get inputs from m;
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Table 7.2: Relation R’, a possible world of the relation R for the workflow in Figure 7.3a

wrt. V ={ay,a2,a6}.

(in Figure 7.1, my), its public-closure C (V;) (in the figure, mg), and also from the private
successors of the modules in C(V;) (in the figure, myg). In this case, the tuples Wy, W are
not well-defined, and redefining the private modules is more complex. In the full proof
we give the formal argument using an extended flipping function, that selectively changes
part of inputs and outputs of the private module based on their connection with the
private module m; considered in the lemma.

Proof of Step-2.

For Step-2 we prove the following lemma.

Lemma 7.16. Let M be a composite module consisting of public modules. Let H be a subset of
hidden attributes such that every public module m; in M is UD-safe w.r.t. A;\ H. Then M is
UD-safe w.r.t. (I1UO) \ H.

Proof. (Sketch) The formal proof of this lemma is given in Appendix A.5.4. We sketch here
the main ideas. To prove the lemma, we show that if every module in the public-closure
is downstream-safe (resp. upstream-safe), then M is downstream-safe (resp. upstream-
safe). For downstream-safety, we consider the modules in M in topological order, say
mj,,---,m;, (in Figure 7.1, k = 4 and the modules in order may be ms3,mg,m4,my). Let M/
be the (partial) composite public module formed by the union of modules m;,, - --,m;,, and
let I/, 0/ be its input and output (the attributes that are either from a module not in M/ to
a module in M/, or to a module not in M/ from a module in M/. Clearly, M! = {m;, } and
MF = M. Then by induction from j =1 to k, we show that M/ is downstream-safe w.r.t.
(I UO)\ H, if all of m;,, 1 < { < j are downstream-safe w.rt. (I, UO;,)\ H=A;, \ H.
For upstream-safety, we consider the modules in reverse topological order, m;,--- ,m; , and

give a similar argument by an induction on j = k down to 1. O

160



7.3.2 Necessity of Single-Predecessor Assumption

Here we prove Proposition 7.11, and show that the single-predecessor assumption in
Theorem 7.10 is necessary. By Definition 7.8, a workflow W is not a single-predecessor
workflow if one of the following holds: (i) if there is a public module m; in W that belongs
to a public-closure of a private module m; but has no directed path from m;, or, (ii) such
a public module m; has directed path from more than one private modules, or (iii) W has
data sharing.

We now show an example for condition (i). Examples for the remaining conditions

can be found in Appendix A.5.5.

Example 7.17. Consider the workflow W, in Figure 7.3b. Here the public module m;
belongs to the public-closure C({a3}) of mj, but there is no directed public path from
to my, thereby violating the condition of single-predecessor workflows (though there is no
data sharing). Module functionality is as follows: (i) m; takes a; as input and produces
a3 =my(a1) = ay. (ii) my takes ay as input and produces ay = my(ay) = ap. (iii) ms takes
a3,a4 as input and produces as = m3(as,a4) = a3V ag (OR). (iv) my takes a5 as input and
produces ag = my(as) = as. All attributes take values in {0,1}.

Clearly, hiding output h; = {a3} of m; gives 2-standalone privacy. For this hidden
attribute, Hy C {ay,a3,a4,a5}. We claim that hiding all of {a,,a3,44,a5} gives only trivial
1-workflow-privacy for m;, although it satisfies the UD-safe condition of mjy,m3. To see
this, consider the relation R, of all executions of W, given in Table 7.3, where the hidden

values are in Grey. The rows (tuples) here are numbered ry,...,74 for later reference.

el o o o o o o

rn | o 1 o 1 1 1

13 1 (o) 1 (o) 1 1

e | 1 1 1 1 1 1

Table 7.3: Relation R, for workflow W, given in Figure 7.3b

When a3 is hidden, a possible candidate output of input a; = 0 to m; is 1. So we need
to have a possible world where m; is redefined as 7i1(0) = 1. This would restrict a3 to 1

whenever a; = 0. But note that whenever a3 =1, a5 = 1, irrespective of the value of a4 (m3
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is an OR function).

This affects the rows r; and r; in R. Both these rows must have a5 = 1, however rq
has a6 = 0, and r; has as = 1. But this is impossible since, whatever the new definition
ifiy of private module my is, it cannot map a5 to both o and 1; 7114 must be a function and
maintain the functional dependency as — a¢. Hence all possible worlds of R, must map

i1(0) to o, and therefore I =1. O O

7.4 Optimization

Given a workflow W, represented by a relation R, and a privacy parameter I', we want to
find a safe visible subset V with minimum cost s.t. all the modules in the workflow are
I'-workflow-private w.r.t. V. Recall that each attribute a in R has a cost ¢, and ideally one

would like to find a set V s.t. the cost of hidden attributes c(V) =}, /¢, is minimized.
The difficulty however is that even for workflows that contain only private modules the
problem is NP-hard (and in EXP-time) in the number of attributes in the relation R, which
may be very large.

To avoid this exponential dependency on the overall number of attributes, we will use

here Theorem 7.10 to assemble a cost efficient solution for the whole workflow out of
solutions for the individual modules. As we show below, computing solutions for the indi-
vidual modules may still take time exponential in the number of the module’s attributes.
But this number is much smaller than that of the whole workflow, and the computation
may be performed as a pre-processing step with the cost being amortized over possibly
many uses of the module in different workflows.
The optimization problem. Following Theorem 7.10, given a single-predecessor work-
flow W, our goal is thus to find a set V of minimal cost#, such that V = A\ (U;ep- Hi)
for some sets H; that satisfy the requirements in the Theorem. Namely, such that there
exist some safe subsets V; for the private modules m; in W where only output attributes
of m; are hidden, V; C H; C O; U UkeC(V,») Ay, and for every public module m; € C (V2), m;
is UD-safe w.r.t. A;\ H;. We call this problem the optimum-view problem.

In Section 7.4.1 we discuss how the optimum-view problem can be solved in four

#j.e. where ¢(V) = ¥,y ¢, is minimized
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steps, which also allows us to study the complexity of the problem that arises from the
respective steps. In Section 7.4.2 and Section 7.4.3, we discuss two of these four steps in

more detail.

7.4.1 Optimization in Four Steps

For single-predecessor workflows, the optimum view problem is solved in four steps: (i)
we find the safe solutions for standalone-privacy for individual private modules; (ii) we
find the UD-safe solutions for individual public modules; (iii) we find the optimal hidden
subset H; for the public-closure of every private module m; using the outputs of the first
two steps; finally, (iv) we combine H;-s to find the final optimal solution V. We next
consider each of these steps. We use below M~ (resp. M™) to denote the set of private
(resp. public) modules m; in W (or their indices i by overloading the notation).

First step: safe (standalone-private) solutions for individual private modules. First,
we find the set of safe subsets for all private modules in M~. For a module m; € M~,
we compute the set of subsets S; = {S;;,---,S;p, }, where Sit = A; \ Siy C O;, and m; is
I'-standalone-private w.r.t. each of the S;;. Here p; is the number of such safe subsets.

Recall from Theorem 7.10 that the choice of safe subset for m; determines its public-
closure (and consequently the possible H; sets and the cost of the overall solution). It is
thus not sufficient to consider only the safe subsets that have the minimum cost; we need
to keep all safe subsets for m;, to be examined by subsequent steps.

The complexity of finding safe subsets for individual private modules has been thor-
oughly studied in [63] under the name standalone Secure-View problem. It was shown
that deciding whether a given visible subset V' is safe for a private module is NP-hard in
the number of attributes of the module; an exponential (again in the number of attributes
of the module) lower bound on the communication complexity under different settings
for this problem were also given. It was further shown that the set of all safe subsets for
the module can be computed in time exponential in the number of attributes assuming
constant domain size, which almost matches the lower bounds.

Although the lower and upper bounds are somewhat disappointing, as argued in

[63], the number of attributes of an individual module is fairly small. The assumption of
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constant domain is reasonable for practical purposes, assuming that the integers and reals
are represented in a fixed number of bits. In these cases the individual relations can be
big, however this computation can be done only once as a pre-processing step and the cost
can be amortized over possibly many uses of the module in different workflows. Expert
knowledge (from the module designer) to decide the safe subsets can also be useful to
further save time.

Second Step: UD-safe solutions for individual public modules. This step focuses on
finding the set of all UD-safe solutions for the individual public modules. We denote the
UD-safe solutions for a public module m; € M™ by UD —safe; = {Up,--,Ujy, }, where
each UD-safe subset U]-g - Aj, and pj denotes the number of UD-safe solutions for the
public module 7;. We analyze the complexity of this step in detail in Section 7.4.2. We will
see that even deciding whether a given subset is UD-safe for a module is coNP-hard in the
number of attributes (and that the set of all such subsets can be computed in exponential
time). However, similar to the argument given for the first step, this computation is a
one-time procedure that can be done as a pre-processing step with its cost amortized
over possibly many workflows where the module is used. In addition, we only need
the UD-safe subsets for those public modules that belong to a public-closure w.r.t. some
output attribute(s) of a private module, so computing the UD-safe subsets for only these
modules suffices.

Third Step: optimal H; for each private module. The third step aims to find a set
H; of hidden attributes, of minimum cost, for every private module m; € M~. As per the
theorem statement, this set H; should satisfy the conditions: (a) H; 2 S;;, for some Sy € S;,
and (b) for this safe subset S;;, every public module m; in the closure C (S;¢), there exists
a UD-safe subset U;, € UD — safe; such that Uj; = A; \ H;. We will discuss solving this
problem in Section 7.4.3, the motivation will be clear from the next step.

Fourth step: optimal V for the workflow. According to Theorem 7.10, V= A\ U;cp- Hi
is a I'-private solution for the workflow. Observe that finding the optimal (minimum cost)
such solution V for single-predecessor workflows is straightforward, once the minimum
cost H;-s are found in the previous step: The proof of Lemma 7.12 shows that for any

two private modules m;, my, H; N Hy = @. This implies that the visible subset V with the
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minimum cost V = A\ V = ;c)r- H; can be obtained using the optimal hidden subsets
H; for individual private modules from Step 3.

As we mentioned above, the first step has been discussed in [63] and the fourth step is
straightforward for single-predecessor workflows. We now focus on describing solutions

to the second step (Section 7.4.2) and the third step (Section 7.4.3).

7.4.2 Solutions for Individual Modules

We show that verifying whether a standalone module m; is upstream-downstream-safe

(UD-safe) w.r.t. a given subset V' is coNP-hard.

Theorem 7.18. Given public module m; with total number of attributes k, and a subset of at-

tributes V, deciding whether m; is UD-safe w.r.t V is coNP-hard in k.

Proof. (Sketch) The reduction is from the UNSAT problem, where we are given n vari-
ables x1,---,x,, and a 3NF formula f(xq,---,x,); the goal is to check whether f is not
satisfiable. In our construction, m; has n 4+ 1 inputs x1,---,x, and y, and the output is
z=m;(x1, -, Xn,y) = f(x1,---,x,) Vy (OR). The set of visible attributes is {y,z}; so all of
X1, -+ ,X, are hidden. We claim that f is not satisfiable if and only if m; is UD-safe w.r.t.

V. The complete argument is given in Appendix A.5.6. O

The same construction, with attributes y and z assigned cost zero and all other at-
tributes assigned some higher constant cost, can be used to show that testing whether
a safe subset with cost smaller than a given threshold exists is also coNP-hard. In Ap-
pendix A.5.7 we also show that the communication complexity to solve these problems is
exponential in the number of attributes.

Regarding the upper bound, the trivial algorithm of going over all 2¢ subsets V C Aj,
and checking if V is UD-safe for m;j, can be done in EXP-time in k when the domain size
is constant (see Appendix A.5.8 for details). Since the UD-safe property is not monotone
w.r.t. further deletion of attributes, if V is UD-safe, its subsets may not be UD-safe.

Recall however that deleting the entire subset A; (i.e. the empty subset © C A)) is
always UD-safe for m;. So for practical purposes, when the public-closure (to be studied

in the third step) for a private module involves a small number of attributes of the public
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modules in the closure, or if the attributes of those public modules have small cost ¢,, the

trivial solution (V =@ or V = Aj) can be used.

7.4.3 Optimization: Single Private Module

Given a private module m;, the set of safe subsets S; of m;, and the set of UD-safe subsets
UD — safe; for all public modules m;, the goal of this step is to find the hidden subset H;
with minimum cost ¢(Hj)such that H; D S;, for some S;; € S; and for all m; € C(S;y), there
is a Uj; € UD — safe; such that Uj, = A;\ H;. We call this problem the single-module
problem.

We show that, fortunately, for the important class of chain and tree workflows, this
optimization problem is solvable in time polynomial in the number of modules 7, number
of attributes |A|, and the maximum number of sets in S; and UD — saf ej, denoted by

E e P
In contrast, the problem becomes NP-hard in n when the public-closure forms arbitrary
subgraph, even when L is a constant and the number of attributes of the individual
modules is bounded by a (small) constant.
Chain Workflows. Chain workflows are the simplest class of tree-shaped workflow,
hence clearly any algorithm for trees will also work for chains. However, for simplicity
we first explain how chains are processed, then extend to general trees. We start by

proving the following.

Theorem 7.19. The single-subset problem can be solved in PTIME (in n, |A| and L) for chain

workflows.

Proof. Note that to obtain an algorithm of time polynomial in L, for a given module m;,
we can go over all choices of safe subsets S;; € S; of m;, compute the public-closure C(S;/),
and choose a minimal cost subset H; = H;(S;,) that satisfies the UD-safe properties of all
modules in the public-closure. Then, output, among them, a subset having the minimum
cost. Consequently, it suffices to explain how, given a safe subset S;; € S;, one can solve,
in PTIME, the problem of finding a minimum cost hidden subset H; that satisfies the
UD-safe property of all modules in a subgraph formed by a given C(Sy).
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To simplify notation, the given safe subset S;, will be denoted below by S;., the closure
C(S;¢) will be denoted by Cyy, and the output hidden subset will be denoted by H.

Our PTIME algorithm employs dynamic programming to find the optimal H. First
note that since Cy is the public-closure of output attributes for a chain workflow, Cy
should be a chain itself. Let the modules in Cy be renumbered as my,---,m; in order.
Now we solve the problem by dynamic programming as follows. Let Q be an k x L two-
dimensional array, where Q[j,¢] denotes the cost of minimum cost hidden subset H/* that
satisfies the UD-safe condition for all public modules m; to m; and A;\ HI' = Uj, (here
j <k ¢<p;<L,and A is the attribute set of m;); the actual solution can be stored easily

by standard argument.
The initialization step is , for 1 < ¢ < py,
QLA = e(lhy) iflhy2 S
= oo otherwise
Recall that for a chain, O;_1 = I;, for j =2 to k. Then for j=2to k, { =1 to pj,
Qlj,f] = oo ifthereisnol<g< pi-1
such that U; 1,NO;_1 = m NI
= c(OjnUy) + mqinQ[j —1,4]
where the minimum is taken over all such g
It is interesting to note that such a g always exists at least for one ¢ < p;: while defining
UD-safe subsets in Definition 7.6, we discussed that any public module m; is UD-safe
when its entire attribute set A; is hidden. Hence @ € UD —safe; 1 and @ € UD — safe;,
and the respective complement subsets are A; ; and A;, which will make the equality
check true (for a chain O;_1 = I)).
The following lemma (whose proof is given in Appendix A.5.9) shows that Q[j,/]

correctly stores the desired value. Then the optimal solution H has cost min; < <pe Qlk,¢];

the corresponding solution H can be found by standard procedure.

Lemma 7.20. For 1 <j <k, theentry Q[j,¢],1<{< pj, stores the minimum cost of the hidden
attributes Uizle D HI* O'S;, such that Aj\ HI' = Uj, and every module my,1 < x < j in the
chain is UD-safe w.r.t. Ay \ H.
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This concludes our proof. ]

Observe that, more generally, the algorithm may also be used for arbitrary non-chain
workflows, if the public-closures of the safe subsets for private modules have chain shape.
This observation also applies to the following discussion on tree workflows.

Tree Workflows.  Now consider tree-shaped workflows, where every module in the
workflow has at most one immediate predecessor (for all m; € W, if [; N O; # @ and
I; N Ok # @, then j = k), but a module can have one or more immediate successors.

The treatment of tree-shaped workflows is similar to what we have seen above for
chains. Observe that, here again, since Cy is the public-closure of output attributes for
a tree-shaped workflow, Cyy will be a collection of trees all rooted at m;. As for the case
of chains, the processing of the public closure is based on dynamic-programming. The
key difference is that the modules in the tree are processed bottom up (rather than top
down as in what we have seen above) to handle branching. The details of the algorithm

are given in Appendix A.5.10, proving the following theorem.

Theorem 7.21. The single-subset problem can be solved in PTIME (in n, |A| and L) for tree-
shaped workflows.

Public-closure of arbitrary shape. Finally, for public-closure with arbitrary shape we

can show the following.

Theorem 7.22. The problem of testing whether the single-subset problem has a solution with cost
smaller than a given bound is NP-complete when the public-closure forms an arbitrary subgraph.
This is the case even when both the number of attributes and the number of safe and UD-safe

subsets of the individual modules is bounded by a (small) constant.

The hardness proof works by a reduction from 3SAT and is given in Appendix A.5.11.
The NP algorithm simply guesses a set of attributes and checks whether it forms a legal
solution and has cost lower than the given bound. A corresponding EXPtime algorithm
that iterates over all subsets can be used to find the optimal solution.

The NP-completeness here is in 1, the number of modules in the public closure. We
note however that in practice the number of public modules that process the output on

an individual private module is typically not that high. So the obtained solution to the
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optimum-view problem is still better than the naive one, which is exponential in the size

of the full workflow.

7.5 General Workflows

The previous sections focused on single-predecessor workflows. In particular we pre-
sented a privacy theorem for such workflows and studied optimization w.r.t. this theo-
rem. The following two observations highlight how this privacy theorem can be extended
to general workflows. For the sake of brevity, the discussion is informal; full details are

given in Appendix A.5.12.

Need for propagation through private modules All examples in the previous sections
that show the necessity of the single-predecessor assumption had another private
module my as a successor of the private module m; being considered. For instance,
in Example 7.17, m; = m; and my = my. If we had continued hiding output attributes
of my in Example 7.17, we could obtain the required possible worlds leading to
a non-trivial privacy guarantee I' > 1. This implies that for general workflows,
the propagation of attribute hiding should continue outside the public closure and

through the descendant private modules.

D-safe suffices (instead of UD-safe) The proof of Lemma 7.12 shows that the UD-safe
property of modules in the public-closure is needed only when some public-module
in the public-closure has a private successor whose output attributes are visible. If
all modules in the public closure have no such private successor, then a downstream-
safety property (called the D-safe property) is sufficient. More generally, if attribute
hiding is propagated through private modules (as discussed above), then it suf-
fices to require the hidden attributes to satisfy the D-safe property rather than the
stronger UD-safe property.

The intuition from the above two observations is formalized in a privacy theorem for
general workflows, analogous to Theorem 7.10. First, instead of public-closure, it uses
downward-closure: for a private module m;, and a set of hidden attributes #;, the downward-

closure D(h;) consists of all modules (public or private) m;, that are reachable from m; by

169



a directed path. Second, instead of requiring the sets H; of hidden attributes to ensure
UD-safe, it requires them to only ensure D-safe.

The proof of the revised theorem follows lines similar to that of Theorem 7.10, with an
added complication due to the fact that, unlike in the previous case, here the H; subsets
are no longer guaranteed to be disjoint. This is resolved by proving that D-safe subsets
are closed under union, allowing for the (possibly overlapping) H; subsets computed for
the individual private modules to be assembled together.

The hardness results from the previous section transfer to the case of general work-
flow. Since H;-s in this case may be overlapping, the union of optimal solutions H; for
individual modules m; may not give the optimal solution for the workflow, and whether
a non-trivial approximation exists is an interesting open problem.

To conclude the discussion, note that for single-predecessor workflows, we now have
two options to ensure workflow-privacy: (i) by considering public-closures and ensuring
UD-safe properties for their modules (following the privacy theorem for single-predecessor
workflows); or (ii) by considering downward-closures and ensuring D-safe properties for
their modules (following the privacy theorem for general workflows). Observe that these
two options are incomparable: Satisfying UD-safe properties may require hiding more at-
tributes compared to what is needed for satisfying D-safe properties. On the other hand,
the downward-closure includes more modules than the public-closure (for instance the
reachable private modules), and additional attributes need to be hidden to satisfy their
D-safe properties. One could therefore run both algorithms, and choose the lower cost

solution.

7.6 Conclusion

In this chapter, we addressed the problem of preserving module privacy in public/private
workflows (called workflow-privacy), by providing a view of provenance information in
which the input to output mapping of private modules remains hidden. As several ex-
amples in this chapter show, the workflow-privacy of a module critically depends on
the structure (connection patterns) of the workflow, the behavior/functionality of other

modules in the workflow, and the selection of hidden attributes. We show that for an im-

170



portant class of workflows called single-predecessor workflows, workflow-privacy can be
achieved via propagation through public modules only, provided we maintain an invariant
on the propagating modules called the UD-safe property. On the other hand, for gen-
eral workflows, we show that even though propagation through both public and private
modules is necessary, a weaker invariant (called the D-safe property) on the propagating
modules suffices. We also study related optimization problems.

Several interesting future research directions related to the application of differential
privacy were discussed in Section 6.6. Another interesting problem is to develop PTIME
approximation algorithms for module privacy (that can handle non-monotonicity of UD-

safe and D-safe subsets) in single-predecessor and general workflows.
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Chapter 8

Conclusions

In this dissertation we have studied connections between privacy and uncertainty in two
main directions: how a succinct representation of provenance can help propagate uncer-
tainty from source to output and vice versa (Chapters 3 to 5), and (ii) how uncertainty
can help enable provenance to be revealed while hiding associated private information
(Chapters 6 and 7).

Chapters 3 and 4 focus on computing uncertainty in the output given uncertain source
data. In particular, we considered query evaluation in probabilistic databases: given a
query q and a probabilistic database I, compute the probabilities of the answers in g(I).
Here our two main goals were (i) to compute the (exact or approximate) probability dis-
tribution of the answers efficiently in poly-time, and (ii) to identify the classes of queries
q (or, query-instance pairs (g,I)) for which such efficient computation is possible. This
problem reduces to the computation of probabilities of boolean expressions given the
probabilities of its constituent variables. Therefore, in both these chapters, we investi-
gated boolean provenances resulting from query evaluation.

In Chapter 3, we proposed the instance-by-instance approach that considers both the
query g and the given database instance I, in contrast to the widely-used approach of
only considering the given query. We proposed a novel characterization and efficient al-
gorithms to decide whether the boolean provenances of the answers in g(I) are read-once,
which allows us to efficiently compute the probabilities even for the “unsafe” queries for

which computing the exact probability is #P-hard in general. However, the read-once
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property of boolean provenances is not a necessary condition for poly-time probability
computation. In fact, it has been shown that other well-known knowledge-compilation
techniques like BDD, d-DNNF, etc. can explain poly-time computation of answer prob-
abilities [101, 137]. Since the computation of provenance does not have much overhead
while the query is evaluated, an exact characterization of boolean provenances that are
amenable to poly-time computation is of both theoretical and practical interest.

In Chapter 4, we expanded the class of poly-time computable queries by including
difference operations. Difference operations are common in practice, but to the best of
our knowledge, they have not been considered in this context. We showed that the com-
putation of exact probability is #P-hard even in very restricted scenarios for queries with
difference; moreover, unlike positive queries, even approximating these probabilities is
computationally hard. On the positive side, we showed that for a class of queries (and a
class of boolean provenances in the instance-by-instance approach), it is indeed possible to
approximate the probabilities in poly-time. Our work is a first step toward understanding
the complexity of queries with difference operations, and a deeper understanding of these
queries will be an important direction to pursue in the future. As more general research
directions, one can explore other classes of queries (e.g., recursive datalog queries) and
uncertain inputs (e.g., databases allowing correlations in source tuples, semistructured or
unstructured data) that have interesting practical applications.

In Chapter 5 we studied tracing errors in the output to find possible erroneous inputs,
and thereby to refine the input to improve the quality of the output. We studied this
problem in the context of dictionary refinement in information extraction. Many of the
rules in a rule-based information extraction system can be abstracted as operations in re-
lational queries, and therefore, the outputs of the system can be associated with boolean
provenances in terms of the dictionary entries used in the system. We proposed solutions
to address two main challenges in this problem: (i) handling incomplete and sparse la-
beled data, and (ii) selection of dictionary entries that remove as many false positives as
possible without removing too many true positives. We also supported our theoretical re-
sults by an extensive empirical evaluation using real-world information extraction system

and extractors.
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There are numerous interesting future directions in this area. For example, an im-
portant problem is to develop techniques for adaptively labeling such that a high quality
system can be built with only a small labeled dataset. This is more important for informal
domains such as Twitter, Facebook, Youtube and Flickr that are increasingly receiving at-
tention from millions of web users today (as opposed to formal domains like news articles
where several syntactic features like proper punctuation and capitalization in the text are
available). In addition, the provenance-based framework, models and algorithms in our
work on information extraction can be useful in the context of recommendation systems
or automated question-answering systems. Given a set of outputs from these systems,
where some outputs are correct while others are erroneous, a natural goal is to find the
primary causes or sources of these errors; clearly, this is closely related to the objective in
our work.

In Chapters 6 and 7, we studied publishing privacy-aware provenance information by
introducing uncertainty in the provenance. In Chapter 6, we proposed a formal model
for module privacy in the context of workflow provenance by hiding partial provenance
information (selected data values over all executions). We showed that private solutions
for individual modules can be composed to guarantee their privacy when they are part
of a workflow where each module interacts with many other modules. Since hiding
provenance information also has a cost in terms of the loss of utility to the user, we
thoroughly studied the complexity of finding the minimum amount of provenance that
needs to be hidden to guarantee a certain privacy level.

Then in Chapter 7 we took a closer look at module privacy in the presence of public
modules with known functionality. The composability property in the previous chapter
does not hold any more and “hiding” the names of the modules by privatization may
not work in practice. We proposed a propagation model, where the requirement of data
hiding is propagated through public modules. We showed that another composability
property holds under certain restrictions in this case. We also studied the corresponding
optimization problem.

There are other privacy concerns that we propose as interesting future directions:

Revealing the sequence of executed modules, even if the entire experimental data is with-
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held, can pose structural privacy threats for workflow provenance. For example, the results
of a set of diagnostic tests conducted on a patient may be concealed, but even knowing
that the tests were performed reveals information about the patient’s medical condition.
We can try to find suitable provenance queries and formalize structural privacy under
such queries. Even for well-studied data privacy, we need to formalize the notion of pri-
vacy and utility with respect to workflow provenance where most of the data values are

correlated.
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Appendix A

Additional Details and Proofs

A.1 Proofs from Chapter 3

A.1.1 Example of Non-Read-Once Boolean Provenances Allowing Poly-Time

Computation

The following example shows that there exists a query Q and a probabilistic database
instance D such that the expression E for evaluation of query Q on database D is not

read-once but still the probability of E being true can be computed in poly-time.

Example A.1. The database D has three tables R(A),S(A,B),T(B). Table S has n tuples.
The tuple in the 2i — 1-th row has tuple (a;,b;) and the tuple in the 2i-th row has tuple
(ai11,b;). We suppose that S is a deterministic relation, i.e. all the tuples is S belong to
S with probability one and are annotated with true. If n = 2k then table R has k + 1
tuples, if n =2k — 1 then R has k tuple. The tuple in row j of R is 4; and is annotated
by x3; 1. Table T has k tuples, where n =2k — 1 or n = 2k: the tuple in row j is b; and is
annotated by xp;. It can be verified that the expression E, annotating the answer to the

query Q() =R(A),S(A,B),T(B) is
E, = x1%0 + X0x3 + ... Xy 1Xn + XpnXpeq-

which is non-read-once for all n > 3. An example with n = 3 is given in Figure A.1.
Next we show that P, = P(E,) can be computed in poly-time in n by dynamic pro-
gramming. Note that P; can be computed in O(1) time. Suppose for all ¢ < n, Py is
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aq b1 Z1 = 11]3
ay || x1 by || x2
ap || x3 by || x4
ay by |l zz3=1p

Figure A.1: Illustration with n =3, E3 = x1x2 + x2x3 + x3X4.

computed and stored in an array. Then

P, = P(xixo+ ...+ Xp2Xy—1 + Xy 1%y + XnXpi1)
= P(xyxa+ ...+ Xp_2Xy-1 + Xp—1Xn) + P(XpXp41)
— P(xpxpi1[x122 + oo+ Xp—2Xp—1 + Xp_1%))

= Py_1+ P(xpxp1) — P(xpxpa[x1x2 4+ ...+ Xp—2Xpy—1 + Xy—1X5]) (A.1)

Observe that: P(x,x,11[x1x2 + ... + Xp—2Xy—1 + Xy—1Xn]) = P(xp401) P(xn[x1220 + ... +
Xn—2Xp—1 + Xp—1Xn]) = P(xXp41)P(x1%2%y + ... + Xp_2Xp_1Xn + Xp_1X,) (by idempotency)
= P(xp41)P(x1%2X0 + ...+ Xp_3Xy_2Xn + X_1X,) (by absorption) = P(x,,+1)P(x,)P(x1x2 +
oo Xp—3Xp—2+ xp_1) = P(xpxy41)[P(x1%2 + ... + X—3Xy—2) + P(x,_1)]. Therefore,

P(xpXpi1[x1%2 + ..o+ Xp—2Xp—1 + Xn—1Xn]) = P(XnXn11)[Pu—z + P(x4-1)] (A.2)

From (A.1) and (A.2), P, = Py—1 + P(xnxn—i-l) - P(xnxn+1)[Pnf3 + P(xn—l)] =P+
P(xpxy+1)[1 — Py—3 — P(x,_1)] Since the variables x;-s are independent, P(x,x,41) =
P(x,)P(xy+1), and while computing P,, P,_1 and P,_3 are already available. Hence P,

can be computed in linear time.

A.1.2 Proofs from Section 3.3

Proof of Lemma 3.12.

LEMMA 3.12.  Algorithm CoMPCOTABLE adds an edge (x,y) to G¢ if and only if x,y together

appear in some implicant in fipnr and the tables containing x,y are adjacent in Gr.
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Proof. Suppose two variables x,y belong to the same implicant in fipnr, and their ta-
bles are adjacent in Gr. Then by Lemma 3.10, there is a --node u € 1ca(x,y), and
x € Var(vy),y € Var(vy) for two distinct successors v1,v; of . When the algorithm pro-
cesses the node u, if an edge between x,y is not added in a previous step, the edge will
be added. This shows the completeness of algorithm ComrCOTABLE.

Now we show the soundness of the algorithm. Consider two variables x,y such that
either the tables containing them are not adjacent in Gt or they do not belong together in
any of the implicants in fipnr. If the tables containing x,y are not adjacent in Gr, clearly,
the algorithm never adds an edge between them — so let us consider the case when x,y
do not belong to the same implicant in f;pyr. Then by Lemma 3.10, there is no --node
u € lca(x,y).

Consider any iteration of the algorithm and consider that a node u is processed by
the algorithm in this iteration. If u is a +-node or if either x ¢ Var(u) or y ¢ Var(u),
again no edge is added between x,y. So assume that, u is a --node and x,y € var(u).
Then u is a common ancestor of x and y. But since u ¢ 1ca(x,y), by definition of least
common ancestor set, there is a successor v of u such that v is an ancestor of both x,y
and therefore, x,y € Var(v). However, by Corollary 3.11, since x or y cannot belong to
two distinct successors of node u, node v must be the unique successor of u such that
x,y € Var(v). Since CoMPCOTABLE only joins variables from two distinct children, no

edge will be added between x and y in Gc¢. O

A.1.3 Time Complexity of CompCoTable

First we prove the following two lemmas bounding the number of times any given pair of
variables x,y are considered by the algorithm. The first lemma shows that the variables
x,y are considered by algorithm ComrCOTABLE to add an edge between them in G, only
when they together appear in an implicant in fipnr, i.e. only if the edge actually should

exist in Gg,.

Lemma A.2. Consider any two variables x,y and a --node u. If x,y do not appear together in
an implicant in fipNr, X,y do not belong to the variable sets Var(v,), Var(vyp) for two distinct

successors v1,vz of U.
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Proof. This easily follows from Lemma 3.10 which says that if x,y do not appear together
in an implicant in fipnF, then there is no --node in 1ca(x,y). So for every --node u, either
(i) one of x and y ¢ Var(u), or, (ii) there is a unique successor v of u which is a common

ancestor of x,y, i.e. both x,y € Var(v) (uniqueness follows from Corollary 3.11). ]

The second lemma bounds the number of times a pair x,y is considered by the algo-

rithm to add an edge between them.

Lemma A.3. Suppose x,y € Var(f) be such that they together appear in an implicant fipnr.
Then algorithm CompPCOTABLE considers x,y in Step 10 to add an edge between them maximum

Br times, where By is the width of the provenance DAG H.

Proof. Note that the check in Step 10 is performed only when the current node u is a
--node. Consider any --node u. (i) if either x or y is not in Var(u), clearly, x,y are not
checked in this step, otherwise, (ii) if both x,y € Var(u), and x,y € Var(v) for a unique
child v of u, then also x,y are not checked at this step, otherwise, (iii) if # joins x,y, i.e.,
x € Var(v1), y € Var(v,) for two distinct children v1,v; of u, then only x,y are considered
by the algorithm in Step 10. (and after this node u is processed, both x,y appear in
var(u)).

However, since the query does not have any self-joins, the only time two variables
x,y appear in two distinct successors of a --node u when the query plan joins a subset
of tables containing the table for x with a subset of tables containing the table for y. So
the pair x,y is multiplied at a unique layer of H, and the total number of times they are
multiplied cannot exceed the total number of nodes in the layer which is at most the

width By of the DAG H. O

Now we complete the running time analysis of algorithm ComrCoTABLE.

Lemma A.4. Given the table-adjacency graph Gr and input query plan H, algorithm Comp-
CoOTABLE can be implemented in time O(Brme, + nmpy) time, where me, is the number of edges
in the co-occurrence graph, my is the number of edges in the DAG H, By is the width of the DAG
Hand n = |var(f)|.

Proof. Initialization step can be done in O(n) time. The topological sort can be done in

O(mpy + |V(H)|) time by any standard algorithm.
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Atevery node u € V(H), to compute set Var(u), the algorithm scans O(d,,) successors
of u, where d,, = the outdegree of node u in H. Although by Corollary 3.11, for every two
distinct children v1,v; of a --node u, Var(v;) NVar(vy) = ¢, they may have some overlap
when u is a +-node, and here the algorithm incurs an O(nmyp) cost total as follows: (i)
create an n-length Boolean array for u initialized to all zero, (ii) scan Var(v) list of very
successor v of u, for a variable x € Var(v), if the entry for x in the Boolean array is false
mark it as true, (iii) finally scan the Boolean array again to collect the variables marked
as true for variables in Var(u). At every node u € V(H), the algorithm spends O(nd,,)
time, where d,, = the outdegree of node u in H. Hence the total time across all nodes =
Yuev(n) O(ndy) = O(nmpy).

Every check in Step 10, i.e., whether an edge (x,y) has already been added and
whether the tables containing x,y are adjacent in Gt can be done in O(1) time using
O(n? + k*) = O(n?) space. Further, by Lemma A.2 and A.3, the number of such checks
performed is O(Bymic,). Since Var(f) C V(H), and H is connected, n < |V(H)| < |E(H)]|.

Hence the total time complexity is O(nmy + Byiic,). O

We can now finish to prove Theorem 3.8. As shown in Section 3.3.2, computation of
the table-adjacency graph Gr takes O(k*xloga) time and this proves the second part of
Theorem 3.8. The time complexity analysis in Lemma A.4 also holds when we modify
CompPCOTABLE to compute the co-occurrence graph G, instead of the co-table graph G¢:
the only change is that we do not check whether the tables containing x,y are adjacent in
Gr. Further, we do not need to precompute the graph Gr. This proves the first part and

completes the proof of Theorem 3.8.

A.1.4 Proofs from Section 3.4

Modified query in Algorithm 4 evaluates the same expression:

Lemma A.5. Suppose [ =R, [T} ],-- R, [Ti/,,] be the set of input tables to the table decomposition

procedure TD and let Q() : —R;, (X, ), -~ ,Rip(xgp) be the input query. Then the expression g

generated by evaluating query Q on I is exactly the same as evaluating Q on I, where Q =
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Q1,---,Qy is the conjunction of modified queries (/Q\] returned by the procedure TD for groups
j=1to /.

Proof. We prove that a set of p tuple variables taken from p tables satisfy the original
input query Q' if and only if they satisfy the modified query Q. Since the new query
subgoals make some of the original variables free, by replacing them with new variables,
clearly, if a set of tuples satisfy the original query they also satisfy the modified query. So
we prove that the modified query does not introduce any erroneous collection of tuples
in the final answer.

Consider a set of tuple variables s.t. the corresponding tuples satisfy the modified
query. Let us partition these variables according to the ¢ groups of tables as computed by
procedure TD. Consider component j of the partition and any table R; in component ;.
Recall that C; is the set of all variables on the “+”-edges having one end at the table i in
component j. A “4” edge between table R; and R; implies that the edges between every
tuple in R; and every tuple in R; exist, which in turn implies that, all tuples in R; and
R; must have the same values of the attributes corresponding to C. = x; N xj. Then any
set of p tuples taken from p tables must have the same value of attributes corresponding
to variables in C,. In other words, every variable z € C; can be replaced by a new free
variable z' in every table R; in component j (note that C; C x;) without changing the final

solution. ]

Proof of Lemma 3.14.

LEMMA 3.14. At any step of the recursion, if row decomposition is successful then table decom-

position is unsuccessful and vice versa.

Proof. Consider any step of the recursive procedure, where the input tables are R; [T} ],
e, Riq[Ti’q] (v, Ti/j C T;), input query is Q(): —Ril(xil),'--,Riq(xiq), and the induced
subgraphs of G¢ and Gt on current sets of tuples and tables are G- and G respectively.

Suppose row decomposition is successful, i.e., it is possible to decompose the tuples
in G¢ into £ > 2 connected components. Consider any two tables R;,R; such that the
edge (R;,R;) exists in G/, and consider their sub-tables R;[T}] and Rj[sz] taken from two

different connected components in G[.. Consider two arbitrary tuples x € T! and x’ € T]-Z.

181



Since x and x’ belong to two different connected components in G, then there is no edge
(x,x") in Gi.. Hence by Step 3 of the table decomposition procedure, this edge (R;,R;)
will be marked by “—". Since (R;,R;) was an arbitrary edge in G7,, all edges in G will be
marked by “—" and there will be a unique component in G/, using “—" edges. Therefore,
the table decomposition procedure will be unsuccessful.

Now suppose table decomposition is successful, i.e., G} can be decomposed into ¢ > 2

1

components using “—" edges. Note that wlog. we can assume that the initial table-
adjacency graph Gr is connected. Otherwise, we can run the algorithm on different
components of Gt and multiplied the final expressions from different components at the
end. Since the procedure TD returns induced subgraphs for every connected components,
the input subgraph G’ is always a connected graph at every step of the recursion. Now
consider any two tables R; and R; from two different groups components such that (R;, R;)
edge exists in G/, (such a pair must exist since the graph G/, is connected). Since this edge
is between two components of a successful table decomposition procedure, it must be
marked with “+”. This implies that for any tuple x € R; and any tuple x’ € R;, the edge
(x,x") exists in G- (which follows from Step 3 of this procedure). This in turn implies that

row decomposition must fail at this step since the tables R;, R; cannot be decomposed into

two disjoint components and the graph G(- will be connected through these tuples. [

Proof of Lemma 3.15.

LEmMMA 3.15. (Soundness) If the algorithm returns with success, then the expression f* returned

by the algorithm CoMPRO is equivalent to the expression Q(I) generated by evaluation of query

Q on instance 1. Further, the output expression f* is in read-once form.

Proof. We prove the lemma by induction on 1, where n = |J\_; | Tj|. The base case follows
when n = 1. In this case there is only one tuple x, hence k must be 1 as well, and therefore,
the algorithm returns x in Step 2. Here the algorithm trivially returns with success and
outputs a read-once form. The output is also correct, since computation of co-table graph
ensures that there is no unused tuple in the tables, and the unique tuple x is the answer
to query Q on database I.

Suppose the induction hypothesis holds for all databases with number of tuples <
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n — 1 and consider a database with n tuples. If k =1, then irrespective of the query, all
tuples in table R; satisfies the query Q() : —R;(x1) (again, there are no unused tuples),
and therefore the algorithm correctly returns ), .7, x as the answer which is also in read-
once form. So let us consider the case when k > 2.

(1) Suppose the current recursive call successfully performs row decomposition, and
¢ > 2 components (Ry[T}],--+,Rg[T}]), --+, (Rq[T}], -, Rg[T{]) are returned. By the row
decomposition algorithm , it follows that for x € le and " € TZ.];/, x and x” do not appear
together in any monomial in the DNF equivalent for Q(I). So the tuples which row
decomposition puts in different components do not join with each other and then the
final answer of the query is the union of the answers of the queries on the different
components. Then the final expression is the sum of the final expressions corresponding
to the different components. Since all components have < n tuples and the algorithm
did not return with error in any of the recursive calls, by the inductive hypothesis all the
expressions returned by the recursive calls are the correct expressions and are in read-
once form. Moreover these expressions clearly do not share variables — they correspond
to tuples from different tables since the query does not have a self-join. We conclude
that the final expression computed by the algorithm is the correct one and is in read-once
form.

(2) Otherwise, suppose the current step successfully performs table decomposition.
Let ¢ > 2 groups Ry,---,Ry are returned. Correctness of table decomposition procedure,
i.e., correctness of the expression f* = f;------- fo, when all the recursive calls return
successfully follows from Lemma A.5 using the induction hypothesis (the algorithm mul-
tiplies the expressions returned by different groups which themselves are correct by the
inductive hypothesis). Further, since all components have < n tuples, and the algorithm
did not return with error in any of the recursive calls, all expressions returned by the
recursive calls are in read-once form. Since they do not share any common variable, the

final output expression is also in read-once form. O

Proof of Lemma 3.16.

LEMMA 3.16. (Completeness) If the expression Q(I) is read-once, then the algorithm ComPRO

returns the unique read-once form f* of the expression.
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Proof. Suppose the expression is read-once and consider the tree representation T* of the
unique read-once form f* of the expression (T* is in canonical form and has alternate levels
of 4+ and - nodes, which implies that every node in T* must have at least two children.).
We prove the lemma by induction on the height / of tree T*.

First consider the base case. If i =1, then the tree must have a single node for a
single tuple variable x. Then k must be 1 and the algorithm returns the correct answer.
So consider h > 2.

(1) Consider the case when root of the tree is a + node. If h = 2, since we do not
allow union operation, k must be 1 and all the tuples must belong to the same table R;.
This is taken care of by Step 2 of CompPRO. If 1 > 2, then k must be > 2 and the answer
to the join operation must be non-empty. Every child of the root node corresponds to a
set of monomials which will be generated by the equivalent DNF expression fpnr for the
subtree rooted at that child. Note that no two variables in two different children of the
root node can belong to any monomial together since the tree T* is in read-once form. In
other words, they do not share an edge in G¢. Hence the component formed by the set of
variables at a child will not have any edge to the set of variables at another child of the
root node. This shows that all variables at different children of the root node will belong
to different components by the row decomposition procedure.

Now we show that variables at different children of the root node are put to different
components by the row decomposition procedure, which shows that the row decomposi-
tion algorithm will divide the tuples exactly the same was as the root of T* divides tuples
amonyg its children. Since T* is in canonical read-once form and has alternate levels of
+ and - nodes, then row decomposition cannot be done within the same subtree of a +
node. So all variables in a subtree must form a connected component. Since the root
has > 2 children, in this case we will have a successful row decomposition operation.
By inductive hypothesis, since the subtrees rooted at the children of the root are all in
read-once form, the recursive calls of the algorithm on the corresponding subtrees are
successful. Hence the overall algorithm at the top-most level will be successful.

(2) Now consider the case when root of the tree is a - node. Note that the - operator

can only appear as a result of join operation. If the root has ¢ > 2 children ¢y, - -, ¢y, then
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every tuple x in the subtree at ¢; joins with every tuple y in the subtree at c; for every
pair 1 <j#j </{'. Moreover since the query does not have a self join, x, y must belong to
two different tables, which implies that there is an edge (x,y) in G¢ between every pair
of tuples x,y from subtrees at c;,c; respectively. Again, since we do not allow self-join,
and T* is in read-once form, the tuples in the subtrees at ¢j,cy must belong to different
tables if j # j’. In other words, the tables Ry, - -, Ry are partitioned into ¢’ disjoint groups
R, ,R).

Next we argue that £ = ¢ and the partition returned by the table decomposition pro-
cedure Ry,---,Ry is identical to R}, -+, R}, upto a permutation of indices. Consider any
pair R]f and R]f/. Since the tuple variables in these two groups are connected by a - opera-
tor, all tuples in all tables in R]f join with all tuples in all tables in R]f,. In other words, for
any pair of tuples x,x’ from R;, € R; and R;, € R}, there is an edge (x,x) in co-occurrence
graph G,.Hence if there is a common subset of join attributes between R;, and R;,, i.e.
the edge (R;,,R;,) exists in Gr, it will be marked by a “+” (all possible edges between
tuples will exist in the co-table graph Gr). So the table decomposition procedure will put
R; and R]f, in two different components. This shows that ¢ > ¢’. However, since T* is
in read-once form and has alternate levels of + and - nodes, no R]f can be decomposed
further using join operation (i.e. using “+” marked edges by the table decomposition
procedure); therefore, ¢’ = ¢. Hence our table decomposition operations exactly outputs
the groups R, --,R},. By the inductive hypothesis the algorithm returns with success in
all recursive calls, and since ¢’ = ¢ > 2, the table decomposition returns with success. So

the algorithm returns with success. O

A.15 Time Complexity of CompRO

Here we discuss the time complexity of algorithm ComrRO in detail and show that al-
gorithm ComPRO runs in time O(mraloga + (mc + n)min(k,/n)). We divide the time
complexity computation in two parts: (i) total time required to compute the modified
queries across all table decomposition steps performed by the algorithm (this will give
O(mraloga) time) and (ii) total time required for all other steps: here we will ignore

the time complexity for the modified query computation step and will get a bound of
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(mc + n)min(k,/n)). First we bound the time complexity of individual row decomposi-

tion and table decomposition steps.

Lemma A.6. The row decomposition procedure as given in Algorithm 3 runs in time O(mg +n'),

where n’ = Z;.] 1| T;;| = the total number of input tuples to the procedure, and m¢ = the number

of edges in the induced subgraph of G¢ on these n' tuples.

Proof. The row decomposition procedure only runs a connectivity algorithm like BF-
S/DFS to compute the connected components. Then it collects and returns the tuples
and computes the induced subgraphs in these components. All these can be done in

linear time in the size of the input graph which is O(m(. +n’). O

Next we show that the table decomposition can be executed in time O(mg + n’) as

well.

Lemma A.7. The table decomposition procedure as given in Algorithm 4 runs in time O(mg +
n'), ignoring the time required to compute the modified queries /Q\] where n' = 2;7:1 ]Ti’j | = the total
number of input tuples to the procedure, and mg. = the number of edges in the induced subgraph

of Gc on these n' tuples.

Proof. Step 3 in the table decomposition procedure marks edges in G; using G(.. Let us
assume that G has been represented in a standard adjacency list. Consider a table R;[T],
where Tj’ C T; and let d be the degree of R; in G7. Now a linear scan over the edges in
G¢ can partition the edges e from a tuple x € T] in table R; into Ey,---,E4, where E,
(7 € [1,d]) contains all edges from x to tuples x’, belonging to the g-th neighbor of R;.
A second linear scan on these grouped adjacency lists computed in the previous step is
sufficient to mark every edge in G} with a “+” or a “—": for every neighbor g of R;, say
Rj, for every tuple x in T]-’ , scan the g-th group in adjacency list to check if x has edges
with all tuples in Ry[T;]. If yes, then all tuples in R; also have edges to all tuples in
Rj, and the edge (R]-,Rv) is marked with a “4-”. Otherwise, the edge is marked with a
“—". Hence the above two steps take O(m + n’ + m’. + k') time, where k' and m; are the
number of vertices (number of input tables) and edges in the subgraph G/.

Finally returning the induced subgraphs of G} for the connected components and

decomposition of the tuples takes O(m + n’ + m% + k') time. Since n’ > k" and m > m’,,
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not considering the time needed to recompute the queries, step, the total time complexity

is bounded by O(m. + n'). O

The next lemma bounds the total time required to compute the modified queries over

all calls to the recursive algorithm.

Lemma A.8. The modified queries /Q\] over all steps can be computed in time O(mralogw), where

« is the maximum size of a subgoal.

Proof. We will use a simple charging argument to prove this lemma. For an edge e =
(Ri,R]') in Gr, the common variable set C. = x; M xj#* can be computed by (i) first sorting
the variables in Xj,Xj in some fixed order, and then (ii) doing a linear scan on these sorted
lists to compute the common variables. Here we to compute the set C,. Hence this step
takes O(alogw) time. Alternatively, we can use a hash table to store the variables in x;,
and then by a single scan of variables in x; and using this hash table we can compute
the common attribute set C, in O(«) expected time. When C, has been computed in a
tixed sorted order for every edge e incident on R; to a different component, the lists C,-s
can be repeatedly merged to compute the variables set C; = |J,C, in O(d;a) time (note
that even after merging any number of C, sets, the individual lists length are bounded by
the subgoal size of R; which is bounded by «). However, instead of considering the total
time O(d;a) for the node R; in Gr, we will charge every such edge e = (R;,R;) in Gr for
this merging procedure an amount of O(a). So every edge e from R; to an R; in different
component gets a charge of O(aloga).

Suppose we charge the outgoing edges (R;,R;) from R; to different components by a
fixed cost of P, P = O(a) in the above process. From the table decomposition procedure
it follows that, the common join attributes are computed, and the query is updated, only
when the edge (R;, R;) belongs to the cut between two connected components formed by
the “—" edges. These edges then get deleted by the table decomposition procedure: all the
following recursive calls consider the edges inside these connected components and the
edges between two connected components are never considered later. So each edge in the
graph Gt can be charged at most once for computation of common join attributes and this

gives O(mc)alogu as the total time required for this process.

42We abuse the notation and consider the sets corresponding to vectors Xj, Xj to compute Ce
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Finally, the variables in x; can also be replaced by new variables using the sorted list
for C; in O(«) time, so the total time needed is O(mcaloga + na) = O(mcaloga) (since

we assumed Gr for the query Q is connected without loss of generality). O

Now we show that the depth of the recursion tree is O(min(k, /7)) and in every level
of the tree, the total time required is at most O(mc + n). Let us consider the recursion
tree of the algorithm ComMPRO and wlog. assume that the top-most level performs a row
decomposition. Since the size of the table-adjacency subgraph G7 is always dominated
by the co-table subgraph G(. at any recursive call of the algorithm, we express the time
complexity of the algorithm with k tables, and, n tuples and m edges in the subgraph G
as Ty (n,m, k), where the top-most operation is a row decomposition. Further, every com-
ponent after row decomposition has exactly k tables and therefore must have at least k
tuples, because, we assumed wlog. that initial table adjacency graph Gr is connected and
there is no unused tuples in the tables. Similarly, T»(n,m,k) denotes the time complexity
when the top-most operation is a table decomposition operation. Note that at every step,
for row decomposition, every tuple and every edge in G- goes to exactly one of the recur-
sive calls of the algorithm; however, the number of tables k remains unchanged. On the
other hand, for table decomposition operation, every tuple goes to exactly one recursive
call, every edge goes to at most one such calls (edges between connected components
are discarded), and every table goes to exactly one call. Recall that the row and table
decomposition alternates at every step, and the time required for both steps is O(m + n)
(not considering computation of modified queries at every table decomposition steps) so

we have the following recursive formula for T (n,m, k) and Ty (n,m,k).

V4 V4 /
Ty(n,mk) = O(m+n)+ ZTz(nj,mj,k) where an =mn,) mj=m,n;>kVj
j=1 j=1 j=1
/ J4 / J4
Tr(n,mk) = O(m+n)—+ ZTl(n]-,m]-,k]-) where Zn]- =n,) m; < er =k
j=1 =1 =1 j=1

where n;,m; and k; are the total number of tuples and edges in G, and the number of
tables for the j-th recursive call (for row decomposition, kj = k). For the base case, we
have T»(nj,m;,1) = O(n;) — for k =1, to compute the the read once form, O(n;) time is

needed; also in this case m; = 0 (a row decomposition cannot be a leaf in the recursion
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tree for a successful completion of the algorithm). Moreover, it is important to note that
for a successful row or table decomposition, ¢ > 2.

If we draw the recursion tree for Tj(n,mc, k) (assuming the top-most operation is a
row-decomposition operation), at every level of the tree we pay cost at most O(mc + n).
This is because the tuples and edges go to at most one of the recursive calls and k does
not play a role at any node of the recursion tree (and is absorbed by the term O(mc + n)).

Now we give a bound on the height of the recursion tree.
Lemma A.9. The height of the recursion tree is upper bounded by O(min(k,/n)).

Proof. Every internal node has at least two children and there are at most k leaves (we
return from a path in the recursion tree when k becomes 1). Therefore, there are O(k)
nodes in the tree and the height of the tree is bounded by O(k) (note that both the number
of nodes and the height may be ©(k) when the tree is not balanced).

Next we show that the height of the recursion tree is also bounded by 4/n. The
recursion tree has alternate layers of table and row decomposition. We focus on only
the table decomposition layers, the height of the tree will be at most twice the number
of these layers. Now consider any arbitrary path P in the recursion tree from the root
to a leaf where the number of table decompositions on P is h. Suppose that in the calls
T»(n,m, k), the values of n and k along this path (for the table decomposition layers) are
(no, ko), (n1,k1),..., (ny, ki), where kg =k and np < n (if the top-most level has a table-
decomposition operation, then ng = n). We show that h < 2/n.

Let’s assume the contradiction that i > 2,/n and let’s look at the first p = 2/n levels
along the path P. If at any j-th layer, j € [1,p], k; < 2y/n — j, then the number of table
decomposition steps along P is at most 24/n: every node in the recursion tree has at least
two children, so the value of k decreases by at least 1. The number of table-decomposition
layers after the j-th node is at most k;, and the number of table-decomposition layers
before the j-th node is exactly j. Therefore, the total number of table-decomposition
layers is < 24/n).

Otherwise, for all j € [1,p], kj > 2y/n — j. Note that n; < nj_; —kj_1: there is a row
decomposition step between two table decompositions, and every component in the j-th

row decomposition step will have at least k; nodes. If this is the case, we show that n,, <0.
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However,

p—1 p—1
np < npq—kyy < npa—kpo—kp1<---<ng— Y ki<n—Y k
j=0 j=0

IN

2/n-1 2y/n (0
n— Y @2Vn—j)=n-)j= n—MQZM =n—-2n—+/n <0

j=0 j=1
which is a contradiction since 7, is the number of nodes at a recursive call and cannot
be negative. This shows that along any path from root to leaves, the number of table

decomposition layers is bounded by 24/n which in turn shows that the height of the tree
is bounded by 4./n. O

Since total time needed at every step of the recursion tree is O(mc + n), we have the

following corollary,

Corollary A.10. Not considering the time complexity to compute the modified queries by the table

decomposition procedure, the algorithm CoMpPRO runs in time O((m¢ + n)min(k, /n)).

The above corollary together with Lemma A.8 (which says that to compute the mod-

ified queries O(mralogwa) time suffices) shows that ComPRO runs in time O(mraloga +

(mc 4+ n)min(k,/n)).

A.2 Proofs from Chapter 4
A.2.1 Proof of Proposition 4.4

PROPOSITION 4.4. For any relational algebra query q such that §(q) <1, and for any probabilistic
database I where |I| = n, the boolean provenance of any tuple t € q(I) can be computed in poly-

time in n in the form
,
ao + 2“1’,31'
i=1
where each of g, --,&, and B1,---,Br is a monotone DNF in poly-size in n while r is also
polynomial in n; moreover, if 5(q) = 0, then r = 0 (we have a single DNF wy).

We combine the proofs of Proposition 4.1 and Proposition 4.3 together since they use

similar induction argument.
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Proof. Let us denote by N (g,I), the number of tuples in the answer output by query g on
instance I. We prove by induction on the size of the RA expression ¢ that (1) N'(g,1) is
bounded by 7/, (b) the provenance expression ¢; of all result tuples t can be computed
in total time O(n°l), for some constant ¢ > 3, such that (a) each expression ¢; has the
form ¢y = wg + Yj_; 2;B;, (b) for every such ¢y, for all a; and Bj, |a;| and ; are bounded by
nll+1 () Yieqn Tt < nlil, and, (d) for each t, r; = 0 if d(gq) = 0 (it may be the case that r; =0
even when 6(gq) = 1). Since |q| is considered a constant, this will imply the statements of
both Proposition 4.1 and Proposition 4.3.

The base case follows for queries g such that |g| = 1, which must be a single base
relation R; hence 6(q) = 0. Here N (g,I) < n, the provenance expressions are the tuple
variable themselves, so they can be computed in O(n) = O(n°) time. The tuple variables
are trivially IDNF expression ag with r; = 0 (hence Yieqtt=0< nl1ly and lag] =1 < nlal.

Suppose the induction hypothesis holds for all RA expressions g such that |q| < k,
where 4(q) < 1. Now consider a query g such that |g| =k, k > 1. The hypothesis is proved

for all possible operations in 4.

1. (Project) If g is of the form Igy, then |g1| = |g] — 1 < k. Hence N (q,I) < N(q1,I) <
nnl (by IH), < nlil. The provenance expression for every tuple t will equal to
¢t + -+ + ¢1,, for some tuples ty,- - -, ¢, in g1[I]. Since ¢ < nl?l this can be computed
in time O(n311) 4 O(nl11) = O(ncll) = O(nl7l) (the total time complexity to com-
pute the project operation even by brute-force method is O(N (g1,1) x N (g1,1) %
maxy, ¢q,1)) P | = O(nlml), and the time complexity to compute g;[I] is O(ncl7l)) .
Also, Y ycqqy 1t is bounded by } ey 17 < nlnl (by IH), < nl7l. This is because every
tuple in ¢ [I] contributes to exactly one tuple in g[I].
¢t = ¢, + -+ + ¢r, will have the form ag + Y|_; &;8; by IH. Size of every DNF a;-s
and ,B]--s remains the same, hence the sizes are bounded by nlnl < nlal. Further, if
5(q) =0, 6(q1) = 0 as well. So the value of r = r(t;) is o for all j € [1,£]. Hence r; is

also o.

2. (Select) Here q = 01, hence |q| = |g1]| + 1. In this case ¢; = ¢y,, for some 1 in q;[I].
Hence N (g,1) < nlnl (by IH), < nl1l, the tuple can be output in time O(nl®!) 4
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O(nlnl) = O(nll). The expression ¢ = ¢, has the required form, and a;, B; in ¢
has the required size bound by IH, both when () =0 and §(g) = 1.

3. (Join) Let g =¢1 X gy, i.e. |q| = |q1| + |g2| + 1. In the worst case, every tuple in g; can
join with every tuple in g,. Therefore, N'(g,1) < N(q1,1) x N(qa,1), < nlnl x nl%l
(by TH), < nl1l. 1f 6(q) = 0, both 6(q1),d(g2) are o, therefore we have the required

form of ¢, for a tuple t, where r; = 0. Hence } ;c.;7: = 0 as well.

If 6(q) =1, exactly one of 6(q1),6(q2) is 1; wlog. let 6(g1) =1,6(g2) = 0. Then also
¢r = ¢r, X pr,. Let ¢, = ag + Y a;Bi, ¢, = af). Then
¢r = (w0 + Tj—q aifi) X af = = af + Yi_; &/ B;, where !/, i € [0,7], are obtained by

1

for every tuple ¢; in g[I],

computing the IDNF of a; x ap. Hence Yo7t = (Lieqn7t) X N (g2,1) (since every
tuple in q1[I] can join with at most NV (g2, I) tuples in g»[I], and every tuple t; in g2[I]
have r, =0) < nlml x plal (by IH) < nlml+lal < 4l Size of |Bj| remains the same,
and |a/| < nlnl x nl92l < puldl. The time complexity of the brute-force method can be

shown to be O(n¢ll).

4. (Union) Let g = g1 U qo, ie. |q| = |q1| + |g2] + 1. Therefore, N'(q,1) = N (q1,1) +
N (g2, 1), < nltil - nleel (by TH), < nlal.

For union, either (i) ¢; = ¢4, for some 1 in g1[I] or q2[I], or, (ii) ¢r = ¢, + ¢, for
some t1 in g1[I] and t, in g [I]. If 6(q) =0, both 5(g1),6(42) are o, therefore we have
the required form of ¢; for a tuple t, where r; = 0 (for both cases (i) and (ii)). If
d(q) =1, then also for both cases (i) and (ii) and for both (a) when exactly one of
5(q1),6(g2) is 1, and (b) when §(g1) = 6(g2) =1, ¢1 has the required form. Further,
Yieql] Tt = Lieql]Th T Lieqn ' (since every tuple in g1[I] or g2[I] contributes to
exactly one tuple in g[I]), < n!f| 4 nl2l < plail+la:l+1 = ylal Size of every a;, B; in ¢

is bounded by n!7l+1 4 pl72l+1 < plal+1,

To compute ¢ = ¢r, + ¢r,, for every tuple t; in g1[I], we need to go over all tuples
in g[I], but unlike join, the expressions are not needed to be multiplied. Hence
the union can be computed in total time O(nl1l x n*2 x (nk1(nk1 4- 1) + nkapket1)

—I—O(Tle]) + O(nckz) (by IH), — O<nc(k1+kz+1)) — O(?’lc“”).
5. (Difference) Let g = g1 — g2, i-e. |q| = |q1] + |g2| + 1. Therefore, N'(gq,1) < N(q1,1),
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< nlnl (by H), < nl7l,

For difference, 4(q) can not be o, i.e., §(g) =1, and it must be the case that 6(q1) =
5(q2) = 0. For a tuple t in g[I], either (i) ¢ = ¢1,, for some t; in g1[I] (when there
is no tuple in g,[I] that has the same value as in f), or, (ii) ¢: = ¢p1, X ¢y,, for some
t1 in q1[I] and t; in g2[I]. In case (i), ¢; obviously has the required form, r; =0,
and |w;[,|B;| have the required size bound. In case (ii), since 6(q1) = d(g2) =0,
we have by IH, ¢, = ag and ¢, = «(, where both «g,a; are positive IDNF. Hence
¢r = P, X P, = aoay. Hence again ¢; has the required form, and again |ag| and
|ay| individually have the required size bound. For both ty,fp, ry, =1, =0, so
r = 1. Hence ZtEq[I] 1 <N (q,1) < nl7l. The difference can be computed in time
O(nlnl x nle2ly + O(nclnl) 4 O(nelnl) (by TH), = O(n°l!).

This completes the proof of the proposition. ]

A.2.2 Proof of Theorem 4.5

The following lemma shows a nice property of product of two RO expressions and will

be useful in proving Step3 and Step4.

Lemma A.11. Let ¢y, ¢o be two read-once Boolean expression on the same set of variables. Then

either each of C(¢1 - ¢2), C(p1 - ¢2), C(¢1 - p2) and C(¢py - ¢2) is poly-time computable or none of

them is.

Proof. Let n = |Var(¢)| = [Var(¢z)|. If ¢ is an RO expression, then C(¢) can be exactly
computed in time linear in the size of ¢. Therefore, C(¢;) = 2" — C(¢) can also be effi-
ciently computed. Now we have, (i) C(¢1) = C(¢1 - ¢p2) + C(¢1 - ¢p2), (ii) C(p1) =C(¢1 - ¢2) +
C(¢1 - ¢2), (i) C(¢2) = C(1 - ¢2) + C(¢1 - ¢2), and, (iv) C(¢p2) = C(¢1 - P2) + C(P1 - $2). Us-
ing the above equations, if any one of C(¢1 - ¢2), C(¢1 - ¢2), C(¢1 - ¢2), or C(¢1 - ¢2) can be

exactly computed in poly-time, all the others can be exactly computed in poly-time. I

Now we discuss the details of these four steps.
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A.2.3 Stepz: #P-hardness of #4Partite—-4BEC

For a graph G(V,E), a subset U C E is an edge cover if every vertex of G has at least one in-
cident edge in U. The following theorem shows the #P-hardness of the #4Partite-4BEC
problem. The proof uses similar idea as given in [23] which reduces #independent set
problem in a constant degree graph to the #edge-cover problem in a graph of minimum
degree A, and shows that by constructing a number of #edge-cover instances, and using
the interpolation technique [168], independent set in a constant degree graph can be exactly
computed. However, the edge-cover instances constructed in [23] are non-bipartite and
the vertices in those instances do not have constant degrees; hence we need to modify the
construction.

We reduce the problem of #independent set in 3-regular bipartite graphs (#3-reg-
BIS) to the #4Partite-4BECproblem. The #vertex-cover problem in 3-regular bipartite
graphs is known to be #P-hard [176]. In a graph G(V,E), S C V is a vertex cover if and
only if V'\ S is an independent set. Hence the set of vertex cover has a 1-1 correspondence

with the set of independent sets in any graph which shows that #3-reg-BIS is #P-hard.
Theorem A.12. #4Partite—4BECis #P-hard.

Proof. Let G(V4,V,,E) be a bipartite 3-regular graph, where |V;| = |V,| = n’. We will use
V = V1 U V5 to denote the vertex set of G, and and n = 21’ to denote the total number of
vertices in G. Let I;(G) be the number of independent sets of size j, j € [0,n]. Form G’ by
inserting a vertex u, on every edge e € E. Let U = {x,:e € E} (|U| =3n/2). Let N;(G')
be the number of edge subsets in G’ which leave exactly i vertices in V uncovered, but
no vertex in U uncovered(Ny(G’) is the number of edge covers in G’). The set of vertices
in G’ which are not covered by such a subset of edges forms an independent set in G: if
a vertex u € V is uncovered in G/, for every incident edge ¢ on u, e = (1,v) € E, x, and
hence v must be covered.

Let W C V be an independent set of size j in G. Let us count the number of edge
subsets in G’ that (i) do not cover W, (ii) cover all members of U, and (iii) may or may
not cover the vertices in V \ W. The 3j edges incident on W must not be chosen in such a
subset, hence the 3j edges next to these edges must be chosen to cover all members in U.

Hence we are left with 3n — 6] edges which can be paired up into 3"2_ I groups according
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to the edges in E they came from. At least one edge in each such pair must be chosen
to cover vertices in U, so we have 3 choices for each pair. Hence for a fixed independent

3n—6j)/2 If we multiply this quantity with the

set W of size j, the number of choices is 3(
number of independent sets of size j in G, i.e. I;(G), we double count some of the edge
subsets which cover more than one independent sets of size j. An edge subset which
covers exactly i vertices from V and all vertices from U is counted (;) times, once for

every choice of j out of those i vertices the subset covers. Hence it follows that

3(3n76j)/21j(G) — i (;) Ni(G/) (A.3)

i=]

Hence if we can compute all N;(G’), i € [0,n], we can compute the number of all
independent sets )i [;(G) in G.

So focus on computing all N;(G’) in G’. Let Ci denote a chain with k nodes. We attach
a copy CY of Cs to each vertex v € V by identifying v with an endpoint of C;. Let us call
the resulting graph G.. Since we started with a regular bipartite graph G of degree 3, G,
is a bipartite graph with maximum degree 4 (vertices in V have degree 4, vertices in U
have degree 2, and the vertices in the chains C¢, v € V have degree at most 2).

Let M denote the number of edge covers in Cy. Now we count the number of edge
covers in G/. Each edge cover of G induces an edge subset of G’. To extend an edge subset
of G’ which leaves exactly i vertices in V uncovered, and no vertex in U uncovered, to an
edge cover of G/, we must select an edge cover for i copies of Cs, but either an edge cover
or a cover missing the first vertex (identified with the corresponding x.) for the remaining

n — i copies of Cs. Thus the total number of edge covers Ny(G!) is given by:

n . .
No(G:) = Y Mi(Ms+ M;_1)"'Ni(G)
i=0

n M, )
= MY (1+ Wl)n_zNi(Gl) (A.4)
i=0 s

In Lemma A.13 we show that the edge set can indeed be partitioned into four dis-
joint matchings, which shows that each G/, for any value of s, is an instance of the

#4Partite-4BEC problem.
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Suppose we are given an oracle for the #4Partite-4BEC problem. That oracle can
be used to compute Ny(G!) for any s value. From Lemma A.17 the values of A;IVI% are
distinct for all distinct s, and therefore from Fact A.16, all the coefficients N;(G’) can be
computed by calling the edge cover oracle on G; graphs for n + 1 distinct values of s (in
(A.4). From these N;(G’) values the number of independent sets in a 3-regular graph can

be exactly computed using (A.3). This completes the reduction. O

Lemma A.13. The set of edges in each G, in the proof of Theorem A.12 can be partitioned into set

of four disjoint matchings.

Proof. Recall that we started with a 3-regular bipartite graph G(V,E), inserted the vertex
set U= {x.:e € E} into the edges in E to form the graph G/, and attached chains with s
vertices, Cs with every vertex in V to form the graph G/.

It is well-known that a 3-regular graph can be partitioned into 3 disjoint perfect match-
ings (see, for instance [22]). Let a set of 3 disjoint matchings for G be E;, Ey, E3, where
E = E;{ UEy, UE3. Let V3, V; be the bipartition of vertices in G (V = V; U V3), and let E},EIZ,
i € [1,3], denote the set of edges in G’ which are incident on V; and V; respectively. Note
that J7_; (E} U E?) is exactly the edge set in G’.

Further, any chain Cs can be partitioned into two disjoint matchings (comprising the
alternating edges). For a copy of the chain C?, v € V, let M;(C?) the matching which
includes the edge incident on v, and M;(C?) be the other matching.

Now we construct four disjoint group of matchings Py, P>, P3, P, as follows (there may
be several other ways): (i) Py = E} U E5 U U ey { M2(C?) }, (ii) P, = E3 U E3, (iii) s = EA U E3,
(iv) Py = Usev{M1(C9)}-

Clearly, P, U P, U P3 U Py is exactly the edge set of G.. The fact that P4 is a matching
follows easily, since all the copies of the chains C? are disjoint. Each E;, ie[1,2],je (1,3
forms a matching themselves, since they are taken from the matchings E;, E;, E3 in G. In
Py, P, or P, the edges taken from G’ are of the form E; U EJZ:;, where i # i’ and j # j'. Since
i #1i', if the edges E; are incident on V7, E;: are incident on V; (or vice versa). Since j # j/,
no two edges incident on some x, € U are ever included together. Moreover, P; includes
the edges from the chains ;e { M2(C?)} which themselves are matchings, and are not

incident on any vertex in V; U V, Therefore, the P;-s, i € [1,4] partition the edge set in G,
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in four disjoint matchings. ]

The following lemma counts the number of edge covers in a chain (similar to vertex

cover counting in a chain [168]).

Lemma A.14. Let My denote the number of edge covers in a chain graph with k nodes Cy. Then
My can be computed by the recurrence My = My_1 + My_p, for k > 3, and My = M3z =1 (there

is no edge cover for a singleton node).

Proof. In C;, the unique edge must be chosen, so M, = 1. Again in Cz, both the edges
must be chosen to cover two endpoints, hence M3 = 1.

Let vg,- - -, vk be the vertices in the chain Cy, k > 3. The first edge (vp,v1) in the chain
must be included in any edge cover which also covers v;. Hence v; may or may not be
covered by the edge (v1,v2). The number of edge subsets in the chain vy, -, v, which covers
v1 (and the other vertices vy, -+ ,vy), i.e. includes (v1,v;), is My_1, whereas the number
of edge subsets which do not cover v; (does not include (v1,v;)), but covers vy, - - -, v is

M. _». Hence M = My_1 + My _». ]
Corollary A.15. The value of My is the same as the (k — 1)-th number in the Fibonacci series.

The following Fact A.16 and Lemma A.17 used in the proof of Theorem A.12 have

been proved in [168] (Fact 4.1 and Lemma A.1 respectively).

Fact A.16. [168] Let f(x) = Z?:o a;x' be a polynomial with rational coefficients. If (ao, Bo),
-+, (wg,Bgq) are such that f((x]-) =pBj, j=1to d, and all aj-s are distinct, then all the
coefficients a;-s of f can be recovered in time polynomial in d and the maximum number

of bits needed to represent a;-s and f;-s.

Lemma A.17. [168] Let Fy denote the N-th Fibonacci number and let rn = Fggl. Then r; # 1;

forany i # j.

A.2.4 Stepz: #P-hardness of #ROXRO-4Partite—4CNF
Here we prove the following theorem.

Theorem A.18. #ROX RO-4Partite—4CNF is #P-hard.
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Given an instance of #4Partite-4BEC, we construct an instance of the problem
#ROXRO-4Partite—4CNF as follows (as done in [31]): Let the #4Partite—-4BEC in-
stance be G(V3,V,,E). There is a variable x, for every edge e € E. The two DNF expres-
sions 11, Y correspond to bipartite vertex sets Vi,V respectively. There is a clause ) .-, x.
in ¢ (resp. y») for every vertex v € V; (resp v € V). Note that E' C E is an edge-cover of
G if and only if by assigning 1 to the variables x,, e € E’ and assigning o to the variables
x., e ¢ E' we get a satisfying assignments of ¢; - ¢,. Hence given an oracle for computing
C(¢1 - ¢2), the number of edge covers in G can be exactly computed.

By construction, both 1,1, are positive and RO (since G is bipartite). Moreover,
since degree of every vertex in Vj,V; is bounded by 4, the number of variables in every
clause is also bounded by 4. The set of edges E can be partitioned into four disjoint
matchings P; (i € [1,4]). However, two variables x,,x, co-occur in a clause in ¢ or ¢, if
and only if ¢ and ¢’ have a common endpoint. Therefore, the variable set {x.:e € E} can
be partitioned into four groups X;, where X; = {x. : e € P;} (i € [1,4]), such that no two
variables from the same X; will co-occur in a clause in ¢, or . Finally, each edge has an
endpoint in both V; and V3, hence var(V;) = Var(V2). Hence 91 - ¢ is an instance of the
#ROXRO-4Partite-4CNF problem. Since the problem #4Partite-4BEC is #P-hard,

#ROXRO-4Partite—4CNF is also #P-hard.

A.2.5 Step3: #P-hardness of #ROXRO-4Partite—4DNF

Here we show that the #ROXRO-4Partite-4DNF problem is #P-hard by a reduction
from #ROXRO-4Partite-4CNF that uses the properties of RO expressions given by

Lemma A.11.
Theorem A.19. The #ROX RO-4Partite—4DNF problem is #P-hard.

Proof. Consider an instance of #ROXRO-4Partite-4CNF, where we are given two pos-
itive RO CNF expressions 1,1, that are defined on the variable set, such that every
clause in ¢, ¢, has at most four variables. The goal is to compute C(i; - ¢»). Then us-
ing Lemma A.11, C(91 - ) is #P-hard (otherwise given an oracle to compute C(¢ - ¢),

C(¥1 - P2) can be exactly computed). Since 11,1, are positive CNF RO expression where
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each clause has at most four positive variables, both 11,9, are DNF RO expressions,
where each term has at most four variables (all are negated literals).

From i, ¢, we construct two positive DNF RO expressions #1,72, by making each
negated variable in each term of 1,1, positive in 71,7 respectively. Hence 71,7, are
positive DNF RO expressions, where each term has at most four positive variables,
and therefore #; - 75 is an instance of the #ROXRO-4Partite-4DNF problem. Let N =
[Var(yn)| = [Var(y2)| = [Var(m)| = [var(y2)|. It is easy to verify that, x = (x,---,xN)
is a satisfying assignment of ¥, - ¢, if and only if y = (37,---,XN) is a satisfying as-
signment of #; - 17,. Hence there is a one-one correspondence between the satisfying
assignments of ¢y - > and #; - 772, and therefore C(¢ - P2) = C(#1 - #2). Combining the
above two steps, if there is an oracle to solve #ROXRO-4Partite-4DNF, we can also
solve #ROXRO-4Partite—4CNF. Since the problem #ROXRO-4Partite-4CNF is #P-

hard, #ROXRO-4Partite—4DNF is also #P-hard. O

A.2.6 Stepy4: #P-hardness of Pr[g; — ;]

Finally we prove Step4 by reducing #ROXRO-4Partite—-4DNF to probability computa-

tion of a query with difference.

Proof. Let 11 - 72 be an instance of #ROXRO-4Partite—-4DNF. To prove the #P-hardness
of exact computation of Pr[¢; - ¢2] (equivalently C(¢; - ¢2) since all the uncertain variables
x will have Pr[x] = 1) it suffices to construct two queries g1,4, along with an instance of
probabilistic database such that ¢; = q1(I) = 11 and ¢ = q2(I) = 2. This again follows
from Lemma A.11, since given an oracle for C(¢; - ¢2), C(¢1 - ¢2) can be exactly computed.
(1) First we extend the minterms (any term in an RO DNF expression is a minterm)
with one, two or three variables to have exactly four variables by inserting dummy vari-
ables which always assume value 1 (in probabilistic database they correspond to deter-
ministic tuples). Let the corresponding RO DNF expressions be 7] and 75. Always fresh
variables are inserted in every clause of 77; and #; and therefore Var(y}) # Var(r}). How-
ever, C(111 - 2) = C(#1 - %) (the satisfying assignments have a one-one correspondence).
(2) Now recall that the variables V = Var(1;) = Var(#,) can be partitioned into four

disjoint groups V3, - -+, V4 such that no two variables x,y from the same group V;, i € [1,4]
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do not co-occur in a minterm in #; or #,. Since we always inserted fresh variables in the
minterms of 71,72, this property also holds for #} and 75 by arbitrarily assigning new
variables to different groups. Hence, every minterm will have a variable from each of the
groups Vq,---, Vy.

(3) The probabilistic database instance I has four relations R1(A,B), R2(A,B), R3(A, B),
R4 (A, B), all with two attributes A and B, that contain tuples annotated with the variables
in Xj,---,Xy respectively. Let the number of minterms in 7} (resp. 175) be my (resp. my).
We fill out the attribute values s of the four tables in the following way:

(a) Let the i-th minterm in 7] be (x;,yi,zi,, wj,), where x;, € Ry, y;, € Ry, zi; € Rz, and
w;, € R4. Assign a; as the values of attribute A in the i;-th row of Ry, io-th row of Ry, i3-th
row of Rz and i4-th row of Ry, for all i € [1,m].

(b) Similarly, let the j-th minterm in #; be (x;y;,z;,,wj,), where xj € Ry, yj, € Ry,
zj, € R3, and wj, € Ry. Assign b; as the values of B in the j;-th row of Ry, jo-th row of Ry,
j3-th row of R3 and js-th row of Ry, for all j € [1,my].

(c) Now, due to the introduction of dummy variable, and possible unequal values of
my,my, some of the attribute values in the tables Ry, --,R4 may be unassigned after the
above two steps. Every such unassigned positions are filled with a fresh attribute value
not used before.

(4) Let N; = |X;| (i € [1,4]). Let the value of the tuple in the j-th row of Ry,---,R4 be
aj,bj,c; and d; respectively, j € [1,N;]. The original variables in V = var(y;) = var(i)
appear with probability 1, whereas the new variables inserted in 7] and 7} appear with
probability 1.

(5) Finally, 1() := Ri(x,y1) R2(x,y2) Ra(x,y3) Ra(x,y4) and qa2() := Ri(x1,¥) Ra(x2,y)
Ra(x3,y) Ra(xa,y)-

Since exactly the tuples appearing in the same minterms of 71,5 join in 41,4, respec-
tively, it easily follows that g;(I) = 51 and g»(I) = #5. Clearly, q; and g, are queries in
CQ™. Further, both Boolean queries 41,4> are hierarchical (i.e. for every two variables x,y,
the sets of subgoals that contain x,y are either disjoint or one is contained in the other)

and therefore are safe [56]. O

This completes the proof of Theorem 4.5.
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A.2.7 Proof of Theorem 4.7

Here we show that in general no non-trivial approximation exists even for general SPJUD

queries with difference rank = 1.

Proof. The reduction is from counting the number of independent sets in a graph. Given
a graph G(V,E), consider the relational schema (V,E,S) where V(A),S(A) are unary
relations while E(Aj, Ay) is binary. V and E capture the vertex and edges in G, whereas S
captures a subset of vertices, in particular, the set of possible worlds of I which correspond
to an independent set in G. The tuple variables in V,E are deterministic, and appear
with probability 1, whereas, every tuple variable in S appears with probability 3. As we

discussed in Section 4.2.3, the independence sets in a graph can be captured by the SPJUD

query ging—set = True — [E M4, /45 M pAz/AS]- Clearly, ging—set = 1.

Let ¢ be the boolean provenance of the unique tuple in ;g (I). Clearly, Pr[¢] = s,

where n = |V| and Njg is the number of independent sets in G. It is known that count-
ing independent sets in an arbitrary graph does not have any non-trivial approximation
unless P= NP [72]. This shows the inapproximability of tuple probabilities generated by
SPJUD queries even if the query has difference rank 1 and proves Theorem 4.7. O

Remark: The above query gj,j_s+ uses self-join. The hardness can be extended to
queries without self-join under the weaker assumption that counting independent sets in

bipartite graphs do not have any approximation [72].

A.3 Proofs from Chapter 5

A.3.1 NP-hardness for Recall Budget Constraint in Single Dictionary

We prove the following theorem:

Theorem A.20. Maximization of the residual F-score for single dictionary refinement under recall

budget constraint is NP-hard.

We prove the NP-hardness via a reduction from the subset-sum problem which is known

to be NP-hard [80]. In the subset-sum problem the input is a sequence of positive integers
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I=(x1,---,xn), and an integer C, and the goal is to decide if there is a subset S C I such
that ), csx; = C.

Construction. Given an instance of subset sum problem we reduce is to the following
instance the dictionary refinement problem. In the dictionary refinement instance we
create, A = {w, -+, w,}. There are n dictionary entries wy,---,w, corresponding to the
integers x,--,x, such that each w; has fu, = cx; and py, = 1 (hence pu,fu, = x;). we
choose ¢ =3 + K. In addition, there is a special entry w* such that f,- =1 and p,+ = 1.
The budget on the residual recall p = ﬂ'—ﬁ. The goal is to check if there is a subset S’ of
the entries such that the residual F-score Fg > %
Next we argue that such a subset S’ exists if and only if the instance of the subset-sum

and the residual recall Rg > p.

problem has a solution.
(if) Let the subset-sum instance have a solution Ssuch that ), csx; = C,i.e. Yy ensxi =

K — C = B. We show that the subset of entries S’ = {w; : x; € S} has the desired prop-

; : __ LagsPufo _ MHlxens® _ 14B _ _ 2Y w¢s Pufu _
erties. First, Rg = Twerbafe — Tiieaw — 1K = P Also Fg = Tocapufo Ywgsfo —
1+ ens i 2(1+B)

2

(I+Xyerxi)+(A+Lyenscxi) — (1+K)+(1+cB)”

(only if) Suppose there is a subset S’ of entries such that Fg > % and
Rg>p= H—E. Wlog., we can assume that w* ¢ S, since otherwise we can exclude w*
from S’ without decreasing the values of residual precision or residual recall (hence also
the residual F-score). Hence all entries in S’ corresponds to integers in the subset-sum

problem, and Let the corresponding set of integers in the subset-sum problem be S. Now

_ Zw%Soww _ 1+2xiel\sxi > 1+B

ST Yweabwfo T 1+K = 1+K’ or,
Y x>B (A.5)
xiEI\S
. . Yowes Poofuw _ 2(14EyensXi) 2(1+B) . .
Again, By = 2y e Laes fo — KT (TheLyensw) = (17K)+ (148 Rearranging and sim-

plifying both sides, (¢ —2 — K) ¥y, cpnsxi < (¢ —2 — K)B. Since c =3 + K,

Y x<B (A.6)
x,-GI\S
From (A.5) and (A.6), Yy.ens *i = B, o1, ), cs xi = K— B = C. Therefore S C I is a solution

for the subset-sum problem.
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A.3.2 Update Rules for EM

Here we derive the update rules for the EM-based algorithm described in Section 5.3.3.
Let us denote the parameter vector at iteration t to be ot Suppose Cu, ¢ = E[yf]q,gt],
where 7; € Succ(w;) and Prov(yf ) = w;. We show that the update rules for parameters
p; has a nice closed form: p; = ﬁ, where C; = Y ¢y, 7t and Co = ) (1 — cu,,7;,t), Where
the sum is over 1 < j < N such that 7; € Succ(w;). These parameter values are consid-

ered to be 9;”, estimation of the parameters in the ¢t + 1-th round.
P

Derivation of the update rules. The log-likelihood of the observed data
—. —. N —.
q(x;0) =log P(¥|0) = }_ P(1;|9)
j=1

The complete data version of the problem will have the observed data ¥ = (7, -, Tn)
as well as the hidden data ﬁ = <yf )je[1,N]be1,¢]- The expected log-likelihood of the com-

plete data given the observed data ¥ and current parameter vector 6! will be given by

i

E[q(%,7;6)|%,6)

=YY Pr[yi|t;, 6" logPr[z;, ;6]

<

= K(say)

In the third step of the above derivation, for i/; such that cpj(y_’j) #+ ’L'j,Pr[]}'jh'j,(ﬁ] =0, and
in the fifth step, for i; such that ¢;(i/;) = q,Pr[q]jj,g] = 1. Note that, given the current

guess of parameters 6t = (i, pn), Prii| Tj,é} ] can be easily computed and is a constant.

Pr{7 1) _ Y

For y; such that ¢;(¥/;) = T, Pr[i/j|7;,0!] = el 7

(we
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slightly abuse the notation here: p! = p!, where Prov(y]) w;).

Prov(y j)

Next we rewrite K by expanding and collecting coefficients of logp; and log(1 — p;)

for every word w;, i € [1,n]. Then the value of K

=1y
¢ (¥)) =1
N
=Y ) Pr[y]\“f], |log HPr y]]9
=1y
¢ (77)=T
N
:Z Z PI'[;I/]‘T],Q]IOg[H pProv(y][) H(l pProv(yf))]
=1y yf-:l yi=0
¢ (vj)="1
= Z Z Pr[y]\"r], Z log pProv Z lOg pProv( ))]
=1y yi=1
$i(¥)=7
n N .
=y ) Y [7j]7;, 6] [y logp; + (1 —y;)log(1 — pz)}
i=1 j=17€ 7

n N
=) 21 E[y!|7;,0"]log p; + (1 — E[y!|7;,6')) log(1 — p;)
]:

7€ Succ(w;)
L
Prov(yj):w,-

n N
=Y. Y. cuilogpi+ (1= cu,r,e)log(l—pi)
=1 j=1

7€ Succ(w;)
Prov(yf):w,'

In the above equations, ¢y, 7+ = IE[yf\T],G_}] In the E-step, for every word w;, and for
every occurrence T; € Succ(w;), we compute the expectation of yf (the /-th bit of 7))
given the current parameter vector 6!, where Prov(yf) = w;. This can be computed from
the probabilities Pr[i/;|7;,0 ] So for every occurrence Tj, if ¢; takes b inputs, we have a
vector of real numbers of size b after the E-step.

In the M—step, we maximize the expression K w.r.t. parameter vector § to get the next

guess of the parameters 6L,
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For every i € [1,n],

6K
- = 0
(Spi
N % Cwi,”.[]‘,f . 1 Iiw,‘,"‘fj,t _ 0
= pi pi

T,€ Succ(w;)
Prov(y]/-)Zw,-

G_ G = [collecting the constants ]
pi  1—pi

=>p; = Cl
P=a+a

A.3.3 Proof of Theorem 5.7

THEOREM 5.7.  Maximization of the residual F-score for multiple dictionary refinement under
size constraint is NP-hard even for the simple firstname-lastname rule (i.e., the rule Ry in Fig-

ure 2.4).

We give a reduction from the k’-densest subgraph problem in bipartite graphs which has been
proved to be NP-hard in [48]. Here the input is a bipartite graph H(U,V,E) with n’
vertices and m' edges, and, an integer k¥’ < n’. The goal is to select a subset of vertices
W C U UV such that |IW| =k’ and the subgraph induced on W has the maximum number
of edges. We will denote the set of edges in the induced subgraph on W (every edge in the
subgraph has both its endpoints in W) by E(W).

For simplicity, first we prove a weaker claim: removing a subset S such that the the
size of S is exactly k (as opposed to at most k) is NP-hard. Intuitively, the vertices corre-
spond to entries and the edges correspond to occurrences. We show that if the induced
subgraph on a subset of vertices of size at most k' has a large number of edges, then
removing entries in the complement of this subset results in this induced subgraph that

gives a large residual F-score.

Construction for the weaker claim. Given an instance of the k’-densest subgraph

problem, we create an instance of the dictionary refinement problem with two dictionaries
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D1, D, as follows. The vertices in U (resp. V) correspond to the entries in dictionary D,

(resp. D,). The dictionaries D, D, contain the entries in the firsthame and lastname
dictionaries in the firstname-lastname rule, i.e.,, the rule R4 in Figure 2.4. Every edge
(u,v) € E corresponds to a unique provenance expression ¢, = uv for all occurrences
and a Bad result.

We prove the following lemma:

produced by the join of 1 from D; and v from D,. For each (u,v) € E, there is a Good result

The parameter k in the dictionary refinement problem is k = n" — k'.
Lemma A.21. There is a subset W C U UV, such that |W| =k’ and E(W) > q if and only if
there is a subset S for the dictionary refinement problem such that |S| = k and Fg > —*

q
Proof. (if) Let W be a solution of k’-densest subgraph problem such that [E(W)| > g,

Then Pg

Prov(T) =uv € surv(S) if and only if both u,v € W, i.e. (u,v) € E(W). Also recall that
o ZT€surv(S)¢(T)

— |surv(S)|
2
w42

for any (u,v) € E, there is a Good tuple T, with ¢(7;) =1 and a Bad tuple 7, with ¢(7;) = 0.
= %, and Rg

|W| =k’. Choose S to be the dictionary entries corresponding to vertices in (U U V) \ W.

Then |S| =n’ — k' =k as desired. Further for any edge (u1,v) € H, any result T such that

_ ZTEsurv(S) GD(T) — ‘E(W)
ILS >

Lo ¢(T)
2

> a =2
o > 7. Hence Fg = /Pt 1/R; =

= .
42

__ [EW)]

Re ==~

(only if) Let S be a solution of the dictionary refinement problem, such that |S| =k and

Choose W = (U U V) \ Ws, where W;s is the subset of vertices corresponding

to S. Again, |[W| =n' —k =K. For subset S, Ps = } and Fs
m/

> 1 je |[E(W)|>q as desired.

_ 2
- 2+1/R§ Z m

constraint |S| < k.

2. Therefore
q +2
Proof of Theorem 5.7. Now we strengthen the above reduction to work for the relaxed
Construction.

O]

Given an instance of the k’-densest subgraph problem, we create an
instance of the dictionary refinement problem with two dictionaries D;,D; as follows.

and a Bad tuple 7, with ¢(7,) =0.

(i) The vertices in U (resp. V) form a subset of the entries in dictionary D (resp. D).
Prov(T) = uv. For each (u,v) € E, as before, there is a single Good tuple 7, with ¢(1,) =1

For all results T produced by the join of u from D; and v from D,, where (u,v) € E,
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(ii) In addition, we add s Good result tuples with provenance ab unrelated to anything
where s = m'n’.  These tuples will make the differences in the recall between solutions
tiny (while preserving monotonicity in the size of E(W)). (iii) For every vertex u € UU V
in the graph H, we add s Bad tuples with provenance uu’. (iv) The parameter k in the
dictionary refinement problem is k = n" — k’. The normalizing constant is C = 2m’ + n's +

S.

Lemma A.22. There is a subset W C U UV, such that |W| =k’ and E(W) > q if and only if
>

there is a subset S for the dictionary refinement problem such that |S| < k and Fg >

s+q
Proof. (only if) Suppose there is such a solution W of the k’-densest subgraph problem.
Select S to be the entries corresponding to U UV \ W in the dictionary refinement in-
stance created. Hence |S| =n’ — k' = k. Also after removal of S, the tuples in induced

subgraph on W, the auxiliary bad tuples incident on W, and the special good tuples with

provenance ab will survive. Hence, residual recall = Rg = St‘ffﬂv,v)' and residual preci-
i S stq 2(s+|E(W)|) — 2(s+|E(W)|) -
sion Ps = s r—s- Hence Fs 2 m Gl E Wik 7 —Rs) — w20+ EW) )+ (7R =
. Since |[E(W)| >q, Fs > ———2——.
m’+(n"—k)s =17 S = m'+(n'—k)s
SEW)] T2 sHg T2

(if) We prove this direction in a few steps. Let S be the set of entries deleted, such that
|S| <k and Fg >

-2
m! +(n’ —k)s :
$1q +2

Claim 1. We can assume that wlog. that S contains only corresponding to vertices in
uuv.

Note that the entries a or b occurring in the special Good tuples with provenance ab
will never be deleted, since otherwise we can remove this entry without increasing the
size of set S or decreasing the value of F-score. Also we can assume that if an entry
ucUUVisin S, then none of the entries from its auxiliary bad tuples u' are included
in S. Let u’ € S for some u € UU V. We show that the solution S’ =S — {u'} U {u} has
F-score at least as large as Fs. Hence we can replace u' by u and continue until S contains
only vertices from H.

Let M be the number of Good tuples and N be the number of Bad tuplesin T =S\ {u'}.
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Then

s+ M s+ M s+ M

= == F:?_ A.
ST s+M+H(N-1) "5 s+m’ 5 T(s+m)+(s+M+N-1) (A7)

Suppose m, < n’ be the number of edges incident on u. All entries of its auxiliary Bad

tuples were not chosen before. Hence

s+ M —m, s+ M —my

P > , Rg=——"7-—
= s+ M+ (N-—s) 5 s+m'

s+ M —m, s+M—n

Fg=2 (A.8)

>2
(s+m')+(s+M+N-s) = (s+m')+(s+M+N—5s)
We claim that Fgs > Fg. From (A.7) and (A.8) it suffices to show that

(s+M—-n"Ys+m +(s+M+N-1)) > (s+M)(s+m' +(s+M+N —s))

or, —s—M-n(s+m +s+M+N-1) > —s(s+ M)

or, s(s+M—-1-21n") > M+ (M+N)n' —n

and the last inequality holds since s = m’n’, whereas M, N < 2m’. Hence any such entry u!
from auxiliary Bad tuple can be replaced by u itself without decreasing the F-score value.

So from now on we can assume that S only contains entries from the vertex set of H.

Claim 2. We can assume wlog. that the size of the set S is exactly k.

Let S be the current solution with |S| = ¢ < k. Here we show that adding one more
entry from the vertex set of H improves the F-score. Let u be a vertex not included in
S, and let S’ = SU {u}. Let M; be the number of edges in the induced subgraph on
UUV\S, and let M, be the number of edges in the induced subgraph on UU V \ S'.
Then

P s+ My R,_S""Ml
s+ 2My+ (! —£)s’ ST s+ m
s+ M 2
Fo=2 SR — (A9)
(s+m')+ (s +2M; + (n’ —{)s) 2+%Ml)s
And,
s+ M, s+ M,
Pf’> 7 R7:
S = s+2My+ (n' — £ —1)s S s+ m!
s+ M 2
Fo=2 = — A.10
ST G+ s 2My+ (V= (1)) g4 WA (A-10)
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Again we claim that Fg; > Fg. From (A.9) and (A.10) it suffices to show that

(s+My)(m' +(n' —20)s) > (s+My)(m' + (n' —£—1)s) (A.11)
or, My(m'+ (' —£)s) > —+M(m' + (0 —£)s) — Mys

or, s24sM; > (M;— My)(m' + (0’ —0)s)

However, M; > M, > M; — n’, since deleting one additional vertex can delete at most n’
edges. On the other hand s = m'n’. Hence inequality (A.12) holds (actually the inequality
will be strict) and therefore, by deleting an entry corresponding to one additional vertex
the residual F-score increases. We repeat this procedure until |S| = k.

Lower bound on induced edge set. So far we have shown that wlog. we can assume
that |S| = k and corresponds to vertices in H. Let W be the vertex set for the entries not

in S. Then

= S+ IEW) R — SHIEW)]
ST s+ 2][EW)|+ (n' —k)s’ e
_ s+ |[E(W)| B 5
ILS—2<5—|—m/)+(S—|—2]E(W)’_|_(n/_k)s)—2+W (A.12)

Now, from the solution of the dictionary refinement problem,

2

m'+(n'—k)s
2+

2 2

- =

m'+(n'—k)s m'+(n'—k)s
2+ “FEwWT 2+ 55
=[EW)| = ¢

Fs >

Also |W| =n" — k =k'. This completes the proof of the lemma. O

Theorem 5.7 directly follows from Lemma A.22.

A.4 Proofs from Chapter 6

A.4.1 Proof of Theorem 6.9
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Proof. We prove the theorem by a communication complexity reduction from the set dis-
jointness problem: Suppose Alice and Bob own two subsets A and B of a universe U,
|U| = N. To decide whether they have a common element (i.e. AN B # ¢) takes Q(N)
communications [115].

We construct the following relation R with N + 1 rows for the module m. m has three
input attributes: a,b,id and one output attribute y. The attributes a,b and y are Boolean,
whereas id is in the range [1,N + 1]. The input attribute id denotes the identity of every
row in R and takes value i € [1,N + 1] for the i-th row. The module m computes the AND
function of inputs a and b, i.e., y =a Ab.

Row i, i € [1,N], corresponds to element i € U. In row i, value of a is 1 iff i € A;
similarly, value of b is 1 iff i € B. The additional N + 1-th row has ayy+1 =1 and byy1 =0.
The standalone privacy requirement I' = 2 and the goal is to check if visible attributes
V ={id,y} (with hidden attributes V = {a,b}) is safe for this privacy requirement.

Note that if there is a common element i € A N B, then there are two y values in the
table: in the i-th row, the value of y = a A b will be 1, whereas, in the N + 1-th row it is o.
Hence hiding V = {a,b} will ensure the privacy requirement of I' = 2 (every input x to m
can be mapped either to o or 1). If there is no such i € AN B, the value of y in all rows
i € [1,N + 1] will be zero which does not meet the privacy requirement I' = 2. Hence we

need to look at Q(N) rows to decide whether V = {id,y} is safe. O

A.4.2 Proof of Theorem 6.10

In our reduction, N = 2k=1. Hence, alternatively, if N is the number of tuples in the

relation, there does not exists a poly(log N) algorithm, unless P = NP.

Proof. We prove the theorem by a reduction from UNSAT: Suppose we are given a Boolean
CNF formula g on ¢ Boolean variables xy,- - - ,x,. The goal is to decide if no assignment of
x1,---,x¢ can satisfy g. Given such an UNSAT instance, we build a relation R with input
attributes x1,---,x,y and output attribute z, all of Boolean domain (hence k = ¢ + 2).

The function of m has a succinct description as follows: m(xy,---,x,y) = —g(x1,- -+, Xxp) A
-y (i.e., NOR of g(xq,---,x,) and y). Hence in the table R, implicitly, we have two tuples

for each assignment to the variables, xq,---,x,: if the assignment for xy,---,x, satisfies
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the formula g then, for both y = 0 and y = 1, we have z = 0. Otherwise if the assignment
does not satisfy the formula, for y = 0, we have z =1, and for y =1, z = 0. The privacy
requirement is I' = 2 and the goal is to decide if visible attributes V = {x1,---,x,} U {z}
is a safe subset where hidden attributes V = {y}.

Note that if the formula g is not satisfiable, then it suffices to hide y to get 2-privacy, i.e.
V is safe. This is because for every satisfying assignment, there are two ways to complete
y value (one that is the correct one and one that is the opposite). On the other hand, if
the function g has at least one satisfying assignment, for that assignment in R, regardless
of the value of the hidden attribute y, the output z has to always be o. In that case V is

not a safe subset. O

A.4.3 Proof of Theorem 6.11

Proof. Assume, for the sake of contradiction, that an algorithm ALGo exists which uses
2°(K) oracle calls. We will build an adversary that controls the Safe-View oracle and
outputs answers to the queries consistent with a fixed function m; and a dynamically
changing function m, that depends on the set of queries asked. The minimum cost of a
safe subset for m; will be 3/2 times that for (all definitions of) m,, thereby proving the
theorem.

Consider a function with ¢ Boolean input attributes in I, and one output attribute in
O where / is even (i.e. k = ¢+ 1). The costs of all attributes in I is 1, the cost of attribute y
in O is {. We want to decide whether there exists a safe visible subset V such that the cost
of the hidden subset V is at most C = g, or all hidden subsets have cost at least % = 3%.

Hence, any such set V can never include the output attribute.

The oracle behaves as follows:

(P1) The oracle answers YEs for every set V of input attributes s.t. |V| < £ (ie. [V| > 30),

and

(P2) The oracle answers No for every subset V of input attributes s.t. |[V| > £ (i.e. [V| <
0,

The functions mq and my are defined as follows:
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e my returns 1 iff the total number of input attributes whose value is 1 is at least g

(and otherwise 0),

e m; has a special set A such that |A| = 5. It returns 1 iff the total number of input

L
5
attributes whose value is 1 is at least g and there is at least one input attribute

outside A whose value is 1 (and otherwise o).

Note that while the cheapest safe subset for m; has cost greater than %, my has a safe
subset A where the cost of A is g.
It remains to show that the behavior of the oracle (i.e. properties (P1) and (P2)) remains

consistent with the definitions of m; and m,. We consider m first.

e (P1) holds for my: An all-o V and an all-1 V respectively imply an answer of o and

1 independent of the assignment of V.

e (P2) holds for m;: An all-1 V implies an answer of 1 independent of the assignment

of V.
Now, we consider m5.

e (P1) holds for m;: An all-o V and an all-1 V respectively imply an answer of 0 and 1
independent of the assignment of V' or the definition of A (in the first case, number
of 1is < g and in the second case the number of 1 is > 3% > g and there is one 1

outside A since 3‘% > %)

e (P2) holds for m; as long as V is not a subset of A, since an all-1 V will imply an
answer of 1 independent of the assignment of V. Therefore, such a query restricts

the possible candidates of A, and discards at most (3’;// 44) candidates of A.

Since there are ( 552) possible definitions of A overall, the number of queries required
to certify the absence of A (i.e. certify that the function is indeed m; and not m, with

some definition of A) is at least

(1252> _f/f—f l—i
&R - 30/4 —i

(/4 i=0

Therefore, for a 2°()-restricted algorithm ALGo , there always remains at least one

subset A defining a function m; that is consistent with all previous answers to queries.
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Hence after 2°() calls, if the algorithm decides that there is a safe subset with cost < C,
we choose m to be my; on the other hand, if it says that there is no such subset, we set
m = my (with the remaining consistent subset of size % as its special subset A). In both
the cases the answer of the algorithm is wrong which shows that there cannot be such an

algorithm distinguishing these two cases with 2°() calls. O

Remark. The above construction also shows that given a cost limit C, deciding whether
there exists a safe subset V with cost at most C or all safe subsets have cost at least 3¢
requires 2°() oracle calls. By adjusting the parameters in this construction, the gap can
be increased to a factor of Q(k!/?) from a constant. More specifically, it can be shown that
deciding whether there exists a safe subset with cost at most C, or whether for all safe

subsets the cost is at least Q(k!/3C) requires 20(K%) calls to the Safe—View oracle.

A.4.4 Proof of Proposition 6.13

We construct a simple workflow with two modules m;,m; joined back to back as a chain.
Both mq,my are one-one functions with k Boolean inputs and k Boolean outputs (for
example, assume that m; is an identity function, whereas m, reverses the values of its k
inputs). The module m; gets initial input attribute set I;, produces O; = I, which is fed
to the module m, as input, and m; produces final attribute set O,. Let V; be an arbitrary
subset of O; such that |V;| =logT (for simplicity, we assume that I is a power of 2). It can
be easily verified that, m; as a standalone module is I'-standalone-private w.r.t. visible
attributes V; and both mj,m, are I'-workflow-private w.r.t. visible attributes V; (since
m1,my are one-one modules).

Next we discuss how the one-one nature of m; and m; restricts the size of Wor1ds(R, V7)
compared to that of Worlds(Ry,Vp). Since both my and m, are one-one functions, the
workflow W also computes a one-one function. Hence any relation S in Worlds(R,V;)
has to compute a one-one function as well. But when m; was standalone, any This in
turn implies that the projection 7tj,u0,(S) on I; UO; for any such relation S has to be
one-one as well, otherwise S cannot compute a one-one function (S has to satisfy the
functional dependencies I; — O; and I, — O;). However, both I; and O, are visible

and S € Worlds(R, V1), ie., v, (S) = my, (R). Therefore fixing the attribute values in
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mLu0, (S) also fixes the relation S. Hence the number of relations in Worlds(R,V;) is
exactly the same as the number of relations S’ over I; U O; such that (1) S’ computes a
one-one function from I; to Oy, and, (2) 7(;u0,)nw; (S") = T(uo)nw (R1). On the other
hand, Worlds(Ry,V;) will be all possible relations S’ on I; U O; such that only (2) holds.

Let us first exactly compute |Worlds(Ry, V1)|. Given an input to m;, the visible output
bits in V] are fixed; however, the hidden output bits in V; can have arbitrary values. Since
|Vi| = logT, any input to m; can be mapped to one of T different outputs. There are 2
different inputs to mj, and any relation S’ € Wor1lds(R;,V;) is an arbitrary combination
of the mappings for individual inputs. Hence [Worlds(Ry, ;)| = 2,

Next we compute |[Worlds(R,V;)| which is the same as the number of one-one map-
pings for the module m; with the same values of the visible bits. Let us partition the set
of 2k different values of initial inputs to m; into 2%/T groups, where all T initial inputs
in a group produce the same values of visible intermediate attributes V;. Any relation
S € Worlds(Ry, Vi) has to map the input tuples in each such group to I distinct interme-
diate tuples. Hence S must permute the I' intermediate tuples corresponding to a group
of I input tuples.

Thus, the total number of relations in Worlds(R,V;) is (I1)2/T ~ ((2aT)V/2(T /e))*
by Stirling’s approximation (the input tuples in a group can map to one of I'! per-
mutations, there are 2¢/T" groups which can map independently). Hence the ratio of

2
Worlds(R,V4)| and [worlds(Ry, V1) is (M) <142 forany T >2 4.

e
A.4.5 Proof of Lemma 6.15
Proof. If y € Ourty,, w.r.t. visible attributes V;, then from Definition 6.3,
JR" € worlds(R,V;), 3t € R st x=m(t') Ny =mo,(t) (A.13)

Further, from Definition 6.1, R’ € Worlds(R,V;) only if mty,(R;) = rry;(R"). Hence there

must exist a tuple t € R; such that

oy (6) = 7y (¥) (A14)
BForx>1,x%isa decreasing function and W >14
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Let x' = 7, (t') and y' = 71, (t'), i.e. y = m;(x’). Then by definition of x,y,x’,y’ and from

(A.14), ynr(x) = tyng (X)) and 7tyno, (y) = Tvno, (') O

A.4.6 Proof of Lemma 6.14

First we introduce some additional notations. Recall that the relation R for workflow W
is defined on the attribute set (or vector) A. For a tuple x, we will use x(Q) to denote
that the tuple x is defined on the attribute subset Q C A; For an attribute a € Q, x[a] will
denote the value of the attribute 2 in x, i.e. x[a] = 77,(x).

Let x(P) be a tuple defined on an arbitrary attribute subset P C A and p(Q),q(Q) be
two tuples defined on another arbitrary subset Q C A. Then, the tuple y = Fr1pp q(x)

defined on attribute subset P is defined as

gla] ifa € Q and x[a] = pl[a]
yla] = pla] ifa€ Q and x[a] = q[a]

x[a] otherwise.

Intuitively, if the input tuple x shares the same value of some common attribute a € PN Q
with that of p (i.e. x[a] = p[a]), the flip operation replaces the attribute value x[a] by g]a]
in x, whereas, if x[a] = g[a], it replaces the value x[a] by p[a]. If a € P\ Q, or, if for some
a € PNQ, x[a] # pla] and x[a] # q[a], x[a] remains unchanged. If x[a] = p[a] = q]a], then
also the value of x[a] remains unchanged.

It is easy to see that FL1Ppq(FLIPpq(X)) = x. In the proof of the lemma, we will
also use the notion of function flipping, which first flips the input on p,q, then applies
the function on the flipped input, and then flips the output again on p,q. The formal

definition is as follows.

Definition A.23. Consider a module m mapping attributes in I to attributes in O. Let p(P),q(P)
be two tuples defined on attribute subset P C A. Then, Vx(X) defined on X, FL1Pypq(X) =

FLIPpq(m(FLIPpq(X))).

Now we complete the proof of Lemma 6.14.

Proof of Lemma 6.14.
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Proof. If a module m; is I'-workflow-private w.r.t. visible attributes V;, then from Proposi-
tion 6.7, m; is also I'-workflow-private w.r.t. any V/ C V; (or equivalently, 71’ D V;). Hence
we will prove Lemma 6.14 for V =V,.

Consider module m; with relation R;, input tuple x and visible attribute subset V; as
stated in Lemma 6.14. Lety € OuTy ;. We will prove y € Ourt, , by showing the existence
of a relation R’ € Worlds(R,V) and a tuple t’ € R’ such that x = 717, (t') Ay = 710, (t') (ref.
Definition 6.6).

Since y € OUTy,,, by Lemma 6.15, there are x’ € 7ty (R;), y' = m;(x’) such that

v (X) = 7tynn (X), Tvno,(y) = vino (y') (A.15)

Let p(I; U O;),q(I; U O;) be two tuples on I; U O; where

x[¢] iflel; X' iflel;
y[¢] if €O y'[¢] if £ € O

(Recall that I; N O; = ¢). Hence FL1ppq(X') =x and Fr1pp q(y’) =y. It should be notes
that x,x’ and y,y’ have the same values on visible attribute subsets ; NV and O; NV
respectively. So p and q only differ on the hidden attributes. Therefore, for any two
tuples w,z, if FL1Pp q(W) = z, then w and z will also only differ on the hidden attributes
and their visible attribute values are the same.

For each j € [1,n], we define g = FL.1?p q. Then the desired relation R’ € Wor1lds(R,V)
is obtained by collecting executions of the workflow where every module m; is replaced
by module g;, i € [1,n]. So we need to show that (i) there is a tuple t € S, such that
7, (t) =x and 710,(t) =y, and, (ii) R" € Wworlds(R,V).

(i): To show the existence of such a tuple t € R/, it suffices to show that g;(x) =y,
since then for any tuple t € R, if 71;,(t) = x, then 7o, (t) =y. We claim that g; maps
x to y as desired. This holds since g;(x) = FLIPy,pq(X) = FLIPpq(mi(FLIPpq(xX)))
=FLIPpq(mi(X')) =FrLIppq(y’) =Yy

(ii): Since every g; is a function, R’ satisfies all functional dependencies I; — O;,
i € [1,n]. Hence to prove R’ € Worlds(R,V), it suffices to show that, for the same initial
inputs in R and R/, the values of all the visible attributes in R and R’ are the same. Let I

be the set of initial inputs to workflow W. We need to show that for any two tuples t € R
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and t’ € R’ on attribute set A, if 71y, (t) = 717, (t'), then t,t’ also have the same values on the
visible attributes V, i.e., ry (t) = ry (¢).

Let us fix any arbitrary tuple p on input attributes Ip. Let us assume, wlog., that
the modules my, - -- ,m, (and corresponding g1, --,gx) are ordered in a topological sorted
order in the DAG W. Since I is essentially the key attributes of relation R or R’, there
are two unique tuples t € R and t' € R’ such that 71j,(t) = 775, (t') = p. Note that any
intermediate or final attribute a € A \ Iy belongs to O;, for a unique j € [1,n] (since for
j# ¢, 0;N0O; = ¢). We prove by induction on j that the values of the visible attributes
O; NV are the same for t and t' for every j. Together with the fact that the values of the
attributes in Iy are the same in t,t/, this shows that 7ty (t) = ry (t).

Let ¢j ¢, cjg be the values of input attributes I; and dj¢,djg be the values of output
attributes O; of module m; in t € R and t' € R’ respectively on initial input attributes
p (e ¢ =7m(t), ¢jg =7y (t), djs = mo,(t) and djg = 710,(t')). Then, we prove that
djg =Fr1Ppq(djs)-

From (A.15), x,X/, and y,y’ have the same values of the visible attributes. Therefore
the tuples p and q only differ in hidden attributes. Then if the above claim is true, for
every j, dj s and dj¢ are the same on the visible attributes O; N V. Equivalently, t and t'
have the same values of visible attributes V as desired.

Note that if the inductive hypothesis holds for all j’ < j, then ¢ = FL1Pp q(cj¢), since

the modules are listed in a topological order. Thus,

dj; = g]‘(C]',g):FLIPm/,p,q(FLIPP,q(C]',f))
= FLIPP,q(m]‘(FLIPPIq(FLIPp,q(Cj,f))))

= FLIPpq(mi(cjs)) =FLIPpgq(djf).

Hence the hypothesis dj g = FL1P q(dj¢) also holds for module m;. This completes

the proof of this lemma. O

A.4.7 Proof of Theorem 6.18

In Secure-View problem with cardinality constraint, as stated in Section 6.4.2, every

module m;, i € [1,n], has a requirement list of pair of numbers L; = {((xg, ﬁ{) : zx{: < \M,,BZ: <
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|Oil,j € [1,4i]}. The goal is to select a safe subset of attributes V with minimum cost
c(V), such that for every i € [1,1], at least uc{: input attributes and ,Bz output attributes of
module m; are hidden for some j € [1,4;].
In this section, we prove Theorem 6.18. First we give an O(logn)-approximation al-
gorithm, and then show that this problem is Q)(log#n)-hard under standard complexity-
theoretic assumptions, even if the cost of hiding each data is identical, and the require-

ment list of every module in the workflow contains exactly one pair of numbers with

values o or 1.

A.4.7.1 O(logn)-Approximation Algorithm

Our algorithm is based on rounding the fractional relaxation (called the LP relaxation) of
the integer linear program (IP) for this problem presented in Figure 6.2.

One can write a simpler IP for this problem, where the summations are removed
from constraints (6.4) and (6.5), and constraints (6.6) and (6.7) are removed altogether. To
see the necessity of these constraints, consider the LP relaxation of the IP, obtained by
replacing constraint (6.8) with xy, i, Ypij, zeij € [0,1].

Suppose constraints (6.6) and (6.7) were missing from the IP, and therefore from the
LP as well. For a particular i € [1,n], it is possible that a fractional solution to the LP
has r;j = 1/2 for two distinct values j; and j, of j, where a;;, > a;;, and B;; < Bij,- But
constraint (6.2) (resp., constraint (6.3)) can now be satisfied by setting yy;j, = yuij, =1 (resp.,
Zpij, = Zpij, = 1) for a;;, /2 input data (resp., B;j,/2 output data). However, (a;j, /2, Bij,/2)
might not satisfy the privacy requirement for 7, forcing an integral solution to hide some
data b with x, = 0. This will lead to an unbounded integrality gap.

Now, suppose constraints (6.2) and (6.3) did not have the summation. For a particular
i € [1,n], it is possible that a fractional solution to the LP has r;; = 1/¢; for all j € [1,£;].
Constraint (6.2) (resp., constraint (6.3)) can then be satisfied by setting y;;; = 1//¢; for all
1<¥;, for maxj{zx{} distinct input data (resp., maxj{ﬁz} distinct output data). Corre-
spondingly, x;, = 1//¢; for those data b. If all the ocfs and ,Bis for different j € [1,¢;] have
similar values, it would mean that we are satisfying the privacy constraint for m; pay-

ing an /; fraction of the cost of an integral solution. This can be formalized to yield an
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integrality gap of max;{/{;}, which could be n. Introducing the summation in the LP
precludes this possibility.

Analysis. We can assume wlog that the requirement list L; for each module m; is non-
redundant, i.e. for all 1 <j; # j» </, either a;j; > ajj, and Bjj, < Bjj,, or a;;; < a;j, and
Bij, > Bij,- We can thus assume that for each module m;, the list L; is sorted in increasing
order on the values of [X{: and in decreasing order on the values of ,Bi The following lemma

shows that step 2 satisfies the privacy requirement of each module with high probability.

LEMMA 6.19 Let m; be any module in workflow W. Then with probability at least 1 — 2/n?,

there exists a j € [1,4;] such that |I'| > oc{ and |O"| > ,B]Z

Proof. Given a fractional solution to the LP relaxation, let p € [1,4;] be the index corre-
sponding to the median (DCZ, ,Bg), satisfying 2;:11 rij <1/2 and Z]P:l rij > 1/2. We will show
that after step 2, at least «;, input data and f;, output data is hidden with probability at
least 1 — 2/n? for module m;.

We partition the set of data A into two sets: the set of data deterministically included
in B, B* = {b:x, > 1/ 16logn}, and the set of data probabilistically rounded, Bprob —
A\ B%t. Also, let B*"¢ = B\ B%! be the set of data that are actually hidden among B*"°".
For each module m;, let %" = B! N I; and 09! = B%! N O; be the set of hidden input and
output data in B% respectively. Let the size of these sets be a%! = |[9°!| and g7 = |O%|.
Also, let I = BPoP  [; and OF"" = BP"°" N 0. Finally, let [7o4nd = Bround 1y [; and Oround —
Br“nd 1 O;. We show that for any module m;, |I/°"| > a;, — a4°! and |O/°“"| > B, — B!
with probability at least 1 — 1/n2.

First we show that }_, _ 0 xp > (im — ocfl"t) /2. Constraint (6.2) implies that } e 1. ypij >
rijuc{:, while constraint (6.6) lensures that ), et Ybij < rijoc;-’l”. Combining these, we have

Z ybij Z 7’1‘]‘(0(; — Oé?et). (A.16)

prob
bel]

From constraint (6.4), we have

0 0
Yo=Y, Y k=), ), Yui

beliprob belipmb j:] ]:P belipmb
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Then, from Eqn. (A.16),

4

Y x> Zrl] o —ocd“) > (ajp — adet) Zru

be]]prob ] [4

Finally, using constraint (6.1), we conclude that

. det
Y x> (A17)
bEIpmb
Similarly, since Z]P:l rij =1 /2 and the list L; is sorted in decreasing order of le, it follows
that .
et
Z xXp > ———— Pi 'B (A.18)

beopmb
Next we show that |I/°“"| > Xip — a’e with probability > 1 —1/n% Each b € B/ is

independently included in B”’””d with probability 16x;,logn. Hence, by Eqn. (A.17),

E[II|] = Y 16x,logn > 8(a;, — af)logn.
bEIlpmb
Using Chernoff bound*4, | D,gynq N L] < atjp — d“ with probability at most 1/n2. Similarly,
using Eqn. (A.18), [0/°""] < B;, — 4! with probability at most 1/n%. The lemma follows

by using union bound over the failure probabilities. O

We get the following corollary from Lemma 6.19, which proves the approximation

result in Theorem 6.18.

Corollary A.24. Algorithm g gives a feasible safe subset V with expected cost O(logn) times the

optimal.

Proof. Using union bound over the set of n modules in the above lemma, we conclude
that with probability at least 1 — 2/n, the solution produced by the rounding algorithm
after step 2 is feasible. By linearity of expectation, the cost of the rounded solution at this
stage is at most 16logn times that of the LP solution, and therefore O(logn) times that of
the optimal cost. If all modules are not satisfied after step 3, the cost of the data added

- 452
#4If X is sum of independent Boolean random variables with E[X] = y, then Pr[X < u(1 —¢)] < e (see,

for instance, [132]).
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to B in step 3 (by greedily picking the best option B for individual module) is at most
O(n) times the optimal. However, this happens with probability at most 2/n; thus the
expected total cost of the final solution V produced by this algorithm remains O(logn)
times the optimal cost. Further, the solution V returned by the algorithm is always a safe

subset. O

A.4.7.2 Q(logn)-Hardness

The following theorem shows that Algorithm g produces an optimal answer upto a con-
stant factor and proves the hardness result in Theorem 6.18.

We give a reduction from the minimum set cover problem to this version of the
Secure-View problem where 1n,« = 1 and each data has unit cost. Since set cover is hard
to approximate within a factor of o(logn) unless NP C DTIME(nCU08log")) [76, 119], the
hardness result of the Secure-View problem with cardinality constraints follows under
the same assumption.

An instance of the set cover problem consists of an input universe U = {uq,u2,...,u,},
and a set of its subsets S = {S1,5,,...,Sm}, i.e. each S; C U. The goal is to find a set
of subsets T C S of minimum size (i.e. |T| is minimized) subject to the constraint that
Us,etSi = U.

We create an instance of the Secure-View problem with workflow W, where W has
a module m; corresponding to each element u; € U, and an extra module z (in addition to
the dummy source and sink modules s and t) We now express the connections between
modules in the workflow W. There is a single incoming edge e, from source module s to
z (for initial input data), a set of edges {¢;j: S; > u;} from z to each f; (for intermediate
data), and a single outgoing edge ¢; from each f; (for final output data). to the sink node
t. The edge e, uniquely carries data bs, and each edge e; uniquely carries data b; for
j€[1,n]. All edges {e;;:j € S;} carry the same data a;, i € [1, M].

The privacy requirement for z is any single data a; carried by one of its outgoing
edges, while that for each f; is any single data 4; carried by one of its incoming edges
(i.e. S; 3 uj). In other words, L, = {(0,1)}, L; = {(1,0)}. Hence only the intermediate
data, {a; :i € [1,M]}, can be hidden; the cost of hiding each such data is 1. Note that the
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maximum list size {max is 1 and the individual cardinality requirements are bounded by
1.

If the minimum set cover problem has a cover of size k, hiding the data corresponding
to the subsets selected in the cover produces a solution of cost k for this instance of the
Secure-View problem. Conversely, if a solution to the Secure-view problem hides
a set of k data in {a; : i € [1, M]}, selecting the corresponding sets produces a cover of k
sets. Hence the Secure-View problem with cardinality constraint is Q(logn)-hard to

approximate.

A.4.8 Proof of Theorem 6.20

We now consider the Secure-View problem with set constraints. Here the input re-
quirement lists L;-s are given as a list of pair of subsets of input and output attributes:
L= {(71,51) s [1,&],75 C Ii,éf C O;}, for every i € [1,n] (see Section 6.4.2). The goal is
find a safe subset V with minimum cost of hidden attributes c(V) such that for every
ie[l,n, V> (Tf U@{) for some j € [1,4;].

Recall that ¢max denotes the maximum size of the requirement list of a module. Now

we prove Theorem 6.20. First we show that the Secure-vView problem with set con-

straints is /¢

s ax-hard to approximate, and then we give an /mac-approximation algorithm

for this problem.
A.4.8.1 {pax-Approximation Algorithm

Here we give an /max-approximation algorithm for the Secure-Viewproblem with set
constraints as claimed in Theorem 6.20. The algorithm rounds the solution given by LP

relaxation of the following integer program:

Minimize ) ,c 4 cpxp subject to

Y rij>1 Vie [1,n] (A.19)
j=1

Xp > 1ij Vb € TZ U@{, Vi€ [1,n] (A.20)
Xp,Tij € {0,1} (A.21)
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The LP relaxation is obtained by changing Eqn. (A.21) to
Xp, Tij € [0,1]. (A.22)

The rounding algorithm includes all attributes b € A such that x, > 1/¢max to the hidden
attribute set V. The corresponding visible attribute subset V is output as a solution.
Next we discuss the correctness and approximation ratio of the rounding algorithm.
Since the maximum size of a requirement list is {max, for each i, there exists a j = j(i)
such that in the solution of the LP, r;; > 1//; > 1/{max. Hence there exists at least one
j € [1,4] such that TZ: C V,@f: CV.Since c(V) is most {max times the cost of LP solution,

this algorithm gives an ¢max-approximation.

A.4.8.2 (5, -Hardness

max

The hardness result in Theorem 6.20 is obtained by a reduction from the minimum label
cover problem [11]. An instance of the minimum label cover problem consists of a bipartite
graph H = (U,U’,Ey), a label set L, and a non-empty relation R,;,, C L x L for each edge
(u,w) € E. A feasible solution is a label assignment to the vertices, A: U U U — 2L such
that for each edge (u,w), there exist ¢; € A(u),¢, € A(w) such that (¢1,{2) € R,w. The
objective is to find a feasible solution that minimizes Y, ¢y |A(u)].

Unless NP C DTIME (1 P18 ™) the label cover problem is |L|¢-hard to approximate
for some constant € > 0 [11, 143]. The instance of the Secure-View problem in the
reduction will have ¢, = |L|?. Theorem 6.20 follows immediately.

Given an instance of the label cover problem as defined above, we create an instance
of the Secure-View problem by constructing a workflow W (refer to Figure A.2). For
each edge (u,w) € Ep, there is a module x,;, in W. In addition, W has another module z.

As shown in Figure A.2, the input and output attributes of the modules are as follows:
(i) z has a single incoming edge with the initial input data item b, (ii) z has (|U| + |U’|) x
L output attributes b, ¢, for every u € UU U’ and every ¢ € L. Every such attribute b, 4 is
sent to all x,,, where (u,w) € Ey (see Figure A.2). Hence every x,,, has 2L input attributes:
{by,e : €L} U{by : ¢’ €L}. (iii) there is a single outgoing edge from each x,,, carrying
data item b, (final output data). The cost of hiding any data is 1. The requirement list

of z contains singleton subsets of each intermediate data b, ¢, i.e., L. = {(¢,{b,¢}) : u €
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Figure A.2: Reduction from label cover: bold edges correspond to (p,q) € R,w, dotted

edges are for data sharing.

Uuu', ¢ e L}. The list of x4, for each (u,w) € E, contains pairs of data corresponding to
the members of the relation Ry, i.€ Lyw = {(¢, {bu,¢,, bu,e, }) : (€1,42) € Ryw }

The following lemma proves the correctness of the reduction.

Lemma A.25. The label cover instance H has a solution of cost K iff the Secure—-View instance

W has a solution of cost K.

Proof. Let A: U U U" — 2L be a solution of the label cover instance H with total cost
K=Y ,cuuu |A(u)|. We create a solution V for the Secure-View instance W as follows:
for each u € UU U, and ¢ € L, add b, ; to hidden attributes V iff £ € A(u). We claim
that V is a feasible solution for G. For each u € UU U’, A(u) is non-empty; hence,
the requirement of z is trivially satisfied. Since A is a valid label cover solution, for
each (u,w) € Ep, there exists ¢; € A(u) and ¢, € A(w) such that (¢1,¢;) € Ryz. Hence
for the same pair (¢1,¢2), (bye,,bwy,) € Ly,,, and both b, s, by, e, € V. This satisfies the
requirement for all modules x;, in W.

Conversely, let V be a solution of the Secure-View instance W, where |V| = K.
Note that V can include only the intermediate data. For each u € U U U’, we define
A(u) = {L|b,y € V}. Clearly, ¥, cyou |A(u)| = K. For each xyy € V, the requirement of
Xuw i satisfied by V; hence there exist ¢1,¢; € L such that bue, bwe, € V. This implies
that for each edge (u,w) € Ep, there exist {1 € A(u) and ¢, € A(w), where ({1,02) € Ry,

thereby proving feasibility. O
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Remark. If N = |U| + |U’|, the label cover problem is also known to be Q(Zlog]ﬂN )-hard
to approximate for all constant oy >0, unless NP C DTIME(n P98 ") [11, 143]. Thus, the
Secure-View problem with set constraints is Q(ZIOgPW”)—hard to approximate as well,

for all constant v > 0, under the same complexity assumption.

A.4.9 Proof of Theorem 6.21

The Secure-View problem becomes substantially easier to approximate if the workflow
has bounded data sharing, i.e. when every data d produced by some module is either a final
output data or is an input data to at most oy other modules. Though the problem remains
NP-hard even with this restriction, Theorem 6.21 shows that it is possible to approximate
it within a constant factor when < is a constant.

First, we give a (y + 1)-approximation algorithm for the Secure-View problem with set
constraints, where each data is shared by at most -y edges. This also implies an identical
approximation factor for the cardinality version. Then, we show that the cardinality
version of the problem is APX-hard, i.e. there exists a constant ¢ > 1 such that it is
NP-hard to obtain a c-approximate solution to the problem. The set version is therefore

APX-hard as well.

A.4.9.1 (7 +1)-Approximation Algorithm

Recall that the input to the problem includes a requirement list L; = {(ﬂ,@{) je [1,&],T{ C
Ii,ég C O;} for each module v;. Let (T?,@Z:*) be a minimum cost pair for module v;, i.e.

c(ﬂ* U 51*) = minfi:1 c(f{j U0)). The algorithm greedily chooses Tf:* U0/ for each
module v;, i.e. the set of hidden data V = U1§ign(ﬂ"* U 5{*)

Note that each intermediate data is an input to at most y modules. In any optimal
solution, assume that each terminal module of every hidden edge carrying this data pays
its cost. Then, the total cost paid by the modules is at most  + 1 times the cost of the
optimal solution. On the other hand, the total cost paid by any module is at least the cost
of the edges incident on the module that are hidden by the algorithm. Thus, the solution
of the algorithm has cost at most oy + 1 times the optimal cost.

A very similar greedy algorithm with the same approximation factor can be given to
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the Secure-view problem with cardinality constraints.

A.4.9.2 APX-Hardness

We reduce the minimum vertex cover problem in cubic graphs to the Secure-vView prob-
lem with cardinality constraints. An instance of the vertex cover problem consists of an
undirected graph G'(V’,E’). The goal is to find a subset of vertices S C V’ of minimum
size |S| such that each edge e € E’ has at least one endpoint in S.

Given an instance of the vertex cover problem, we create a Secure-View instance W
(see Figure A.3). For each edge (u,v) € E/, there is a module x,, in W; also there is a
module y, for each vertex v € V'. In addition to these, W contains a single module z.

Next we define the edges in the workflow W; since there is no data sharing, each edge
corresponds to a unique data item and cost of hiding each edge is 1. For each x,,, there
is a single incoming edge (carrying initial input data) and two outgoing edges (X, Yu)
and (Xy0,Y»). There is an outgoing edge (y,,z) from every y, (carrying final output data).

Finally, there is an outgoing edge from z for final output data item.

Figure A.3: Reduction from vertex cover, the dark edges show a solution with cost |E’| +

K, K = size of a vertex cover in G’

Now we define the requirement list for each module in W. For each x,,, Lo = {(0,1)},
i.e. the requirement for x,, is any single outgoing edge. For each y,, L, = {(d,,0),(0,1)},
where d, is the degree of the v in G'. Hence the requirement of the vertex y, is either all
of its incoming edges, or a single outgoing edge. For vertex z, L, = {(1,0)}, i.e. hiding

any incoming edge suffices.
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Lemma A.26. The vertex cover instance G’ has a solution of size K if and only if the Secure-View

instance W has a solution of cost m’ + K, where m' = |E’| is the number of edges in G'.

Proof. Let S C V' be a vertex cover of G’ of size K. We create a create a set of hidden edges
V for the Secure-Viewproblem as follows: for each v € S, add (y,,z) to V. Further, for
each x,,, if u ¢ S, add (x40,y4) to V, otherwise add (xy0,1,). For this choice of V, we
claim that V is safe set of attributes for W.

Clearly, the requirement is satisfied for each x,,, since one outgoing edge is hidden;
the same holds for all y, such that v € S. Assuming E’ to be non-empty, any vertex cover
is of size at least one. Hence at least one incoming edge to z is hidden. Finally, for every
Yo such that v € S, all its incoming edges are hidden; if not, S is not a vertex cover. Hence
V satisfies the requirement of all modules in W. Since we hide exactly one outgoing
edge from all x,,, and exactly one outgoing edge from all y, where v € S, the cost of the
solution is m’ + K.

Now assume that we have a solution V C A of the Secure-View instance with cost
|V| = K. We can assume, wlog, that for each x,, exactly one outgoing edge is included
in V; if both (x,y4) and (xys,Y») are in V, we arbitrarily select one of u or v, say u,
and replace the edge (x,,,) in V with the edge (y,,z) to get another feasible solution
without increasing the cost. We claim that the set S C V' of vertices v such that (y,,z) € V
forms a vertex cover. For any edge (1,v) € E, if (Xy0,yu) € V, then (y,,z) € V to satisfy the
requirement of y,, and therefore u € S; otherwise, v € S by the same argument. Hence S is

a vertex cover. Since each vertex x,, has exactly one outgoing edgein V, |S| =K' —m’. [

To complete the proof, note that if G’ were a cubic graph, i.e. the degree of each
vertex is at most 3, then the size of any vertex cover K > m’/3. It is known that vertex
cover in cubic graphs is APX-hard [9]; hence so is the Secure-View problem with car-
dinality constraints and no data sharing. An exactly identical reduction shows that the

Secure-View problem with set constraints and no data sharing is APX-hard as well.

A.4.10 Proof of Theorem 6.24

As sketched in Section 6.5.1, the proof of Theorem 6.24 directly follows from the following

lemma. This lemma uses the same notations as in Lemma 6.14. Here again m; is a fixed
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private module.

Lemma A.27. If mj,j € [K+1,n] is a public module such that m; # g; in the proof of Lemma 6.14,
then (1; U Oj) N'V; # ¢, and therefore m; will be hidden.

Proof. We will show that if (I; UO;) NV; = ¢, then m; = g;.

Recall that we defined two tuples p, q over attributes I; U O; in the proof of Lemma 6.14
and argued that p[a] = g[a] for all the attributes a € (I; UO;) N V;. Hence if pla] # q[a],
then a € V;, i.e. a is hidden. From the definition of Fr1pr it follows that, when (Ij U
O;) N'V; = ¢, for an input u to mj FL1Ppq(u) = u. Similarly, FL1ppq(V) = v, where v =
mj(u). Hence for any input u to m;, gj(u) =FL1Pu,pq(u) =Fr1Ppq(m;j(Fr1rpq(u)))
=FL1Ppq(mj(u)) =Frippq(v) =v =m;(u).

Since this is true for all input u to m;, m; = g; holds. O

A.4.11 Bounded Data Sharing

In Section A.4.9 we showed that the Secure-View problem with cardinality or set con-
straints has a 7y + 1-approximation where every data item in A can be fed as input to at
most y modules. This implies that without any data sharing (when v = 1), Secure-View
with cardinality or set constraints had a 2-approximation. In the following theorem we

show that in arbitrary networks, this problem is ()(logn)-hard to approximate.

Theorem A.28. Bounded Data sharing (general workflows): The Secure-View problem
with cardinality constraints without data sharing in general workflows is Q) (logn)-hard to ap-
proximate unless NP C DTIME(nO(108181))  even if the maximum size of the requirement lists

is 1 and the individual requirements are bounded by 1.

Proof. The reduction will again be from the set cover problem. An instance of the set
cover problem consists of an input universe U = {uy,u,...,u,y}, and a set of its subsets
S=1{51,52,...,Suw} ie. each S; C U. The goal is to find a set of subsets T C S of minimum
size (i.e. | T| is minimized) subject to the constraint that Ug c1S; = U.

Given an instance of the set-cover problem, we construct a workflow W as follow: (i)
we create a public module for every element in U, (ii) we create a private module for

every set in S, (iii) we add an edge (S;,u;) with data item b;; if and only if u; € S;. Every
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set S; has an incoming edge with data item 4; (initial input data) and every element u; has
an outgoing edge with data item b; (final output data). The cost of hiding every edge is
o and the cost of privatizing every set node S; is 1. The requirement list of every private
module u; is L; = {(1,0)}, i.e., for every such module one of the incoming edges must be
chosen.

It is easy to verify that the set cover has a solution of size K if and only if the
Secure-View problem has a solution of cost K. Since set-cover is known to be Q)(logn’)-
hard to approximate, m’ is polynomial in n’ in the construction in [119], and the total
number of nodes in W, n = O(n’ + m’), this problem has the same hardness of approxi-

mation as set cover, i.e. the problem is ()(logn)-hard to approximate. ]

A.4.12 Cardinality Constraints

Here we show that the Secure-View problem with cardinality constraints is Q(Zl(’glﬂ”)—
hard to approximate. This is in contrast with the O(logn)-approximation obtained for this

problem in all-private workflows (see Theorem 6.18).

Theorem A.29. Cardinality Constraints (general workflows): The Secure-View prob-
lem with cardinality constraints in general workflows is Q(Zl"glﬂn)—hard to approximate unless
NP C DTIME(n P98 ™), for all constant -y > 0 even if the maximum size of the requirement

lists is 1 and the individual requirements are bounded by 1.

The hardness result in Theorem A.29 is obtained by a reduction from the minimum
label cover problem [11]. An instance of the minimum label cover problem consists of
a bipartite graph H = (U,U’,Ey), a label set L, and a non-empty relation R,,, C L X L
for each edge (u,w) € Ey. A feasible solution is a label assignment to the vertices, A :
U U U’ — 2L, such that for each edge (u,w), there exist ¢; € A(u),{; € A(w) such that
(£1,02) € Ryz. The objective is to find a feasible solution that minimizes Y,y |A(1)].
If N = |U|+ |U'|, the label cover problem is known to be |L|°-hard to approximate for
some constant € > 0, as well as, Q(ZIOglﬂN )-hard to approximate for all constant ¢ > 0,
unless NP C DTIME(n PO¥198 ) [11, 143].

Given an instance of the label cover problem as defined above, we create an instance

of the Secure-view problem by constructing a workflow W (refer to Figure A.4). We
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will show that the label cover instance H has a solution of cost K if and only if the
Secure-View instance W has a solution with the same cost K. Further, in our reduction,
the number of modules 7 in the workflow W will be O(N?). Hence the Secure-View
problem with cardinality constraints in general workflows will be Q(Zl"glﬂ”)-hard to
approximate for all constant y > 0 under the same complexity assumption which proves

Theorem A.29.

Figure A.4: Reduction from label cover: (p,q) € Ry, the public modules are darken, all
public modules have unit cost, all data have zero cost, the names of the data never hidden

are omitted for simplicity

Construction First we describe the modules in W. For each edge (u,w) € Ep, there is
a private module x,,, in W. For every pair of labels (¢1,/,), there is a private module
Ye,0,- There are public module z,,, for every u € UU U’, ¢ € L. In addition, W has another
private module v.

As shown in Figure A.4, there are the following types of edges and data items in
W: (i) an incoming single edge to v carrying initial input data item d;, c(ds) =0, (ii)
an edge from v to every node vy, »,, each such edge carries the same data d, produced
by v, c(dy) =0, (iii) for every (u,w) € Ey, for (¢1,¢2) € Ry, there is an edge from
Yo, 0, 10 Xy carrying data dy, g0, 0, and  c(dywe,0,) = 0, (iv) further, every such data
dy w0, Produced by vy, ,, is also fed to both z,, and z,,. (v) All yy, 4, and all z,,
have an outgoing edge carrying data (final output data items) d, ¢, and d,, ;, respectively;

C(d€1,€2) =0 and C(du,gl) =0.
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Privacy requirement of v is {(0,1)}, i.e., v has to always choose the output data d,
to satisfy its requirement. Privacy requirement of every vy, s, is {(1,0)}, i.e. choosing d,
satisfies the requirement for all such yy, ¢,-s. Requirements of every x, is (1,0), so one
of the data items d,, 4 ¢, 1,, (¢1,€2) € Ry must be chosen.

All modules except z, -s are private. Cost of privatizing z,,, c(z,¢) =1. In the
above reduction, all data items have cost o0 and the cost of a solution entirely comes from
privatizing the public modules z, /-s.

In this reduction, maximum list size and maximum magnitude of any cardinality
requirement are both bounded by 1. In the label cover instance it is known that number
of labels L < number of vertices N, therefore the total number of modules in W = O(L2 +

LN + N?) = O(N?). The following lemma proves the correctness of the reduction.

Lemma A.30. The label cover instance H has a solution of cost K iff the Secure—-View instance

W has a solution of cost K.

Proof. Let A: U U U’ — 2% be a solution of the label cover instance H with total cost
K=Y, cuuw |A(u)|. We create a solution V for the Secure-View instance W as follows:
First, add d, to the hidden attribute subset V. This satisfies the requirement of v and all
Y, 0, without privatizing any public modules. So we need to satisfy the requirements of
Xy -

Since A is a valid label cover solution, for every edge (u,w) € E, there is a label pair
(01,02) € Ryw such that ¢; € A(u) and ¢, € A(w). For every x,,,, add such d,, 4 ¢, ¢, to V.
For eachu e UUU’, and ¢ € L, add z, ¢ to the privatized public modules P. iff £ € A(u).
It is easy to check that (V,P) is safe for W. If d,, 4, , , is hidden, both z, 4, and z,, are
added to P. Since c(V) =0, cost of the solution is c(P) = K=Y, cyuu |A(u)].

Conversely, let (V,P) be a safe solution of the Secure-View instance W, where K =
c(P). For each u € UUU’, we define A(u) = {{|z,, € P}. Clearly, ¥, cyuw |A(u)| = K.
For each (u,w) € E, the requirement of x,,,, is satisfied by V; hence there exist /1,4, € L
such that d, 4 ¢, ¢, € V. Therefore both z,,,z,., € P. This implies that for each edge
(u,w) € Eg, there exist {; € A(u) and ¢, € A(w), where ({1,{2) € Ry, thereby proving

feasibility. O
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A.4.13 Set-Constraints

We modify the LP given in Section A.4.8 and give an {mac-approximation algorithm for
the set-constraints version in general workflows. As before, for an attribute b € A, x, =1
if and only if b is hidden (in the final solution b € V). In addition, for a public module
m;,i € [K+ 1,n], w; =1 if and only if m; is hidden (in the final solution m; € P). The
algorithm rounds the solution given by LP relaxation of the following integer program.
The new condition introduced is (A.25), which says that, if any input or output attribute
of a public module m; is included in V, m; must be hidden. Further, (A.23) is needed only
for the private modules (m; such that i € [1,K]). For simplicity we denote c(b) = ¢, and

c(mi) = Ci.

Minimize } e CpXp + Yie[k41,0) Ciwi  subject to

Y rij>1 Vi e [1,K] (A.23)
j=1

Xp > 1 Vb € I;; UO;;, Vi€ [1,K] (A.24)
w; > Xp Vbe L, UO;, Vie [K+1,n] (A.25)
xp, 1, w; € {0,1} (A.26)

The LP relaxation is obtained by changing Constraint (A.26) to
X, 1ij,Ww; € [0,1]. (A.27)

The rounding algorithm outputs V = {b:x, > 1/lmax} and P={m;:b € V for some b €
LUO;}.

Since the maximum size of a requirement list is £i,.x = max}' , /;, for each i, there exists
a j such that in the solution of the LP, rij>1 /i >1/lmax (from (A.23)). Hence there exists
at least one j € [1,/;] such that [;; UO;; C V. Further, a public module m;, i € [K+ 1,n] is
hidden (i.e. included to V) only if there is an attribute b € I; U O; which is included to V.
Therefore from (A.25), for all m; € P, w; > én}? Since both c(V) and c(P) are most #imax
times the cost of the respective cost in the LP solution, this rounding algorithm gives an

lmax-approximation.
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A.5 Proofs from Chapter 7

A.5.1 Limitation of Upward Propagation

We illustrate here why upward propagation requires upstream public modules to be onto
(see Section 7.2.1). If particular, we show that if hiding a subset of input attributes for a
standalone module m; gives I'-standalone privacy, then hiding the same subset of input
attributes in a simple chain workflow (m; — m,) may not give I'-workflow-privacy for
my unless my is an onto function.

Let my : Iy — O; be a public module and m; : I, — O, be a private module that gets all
inputs from mj, i.e. I = O;. Let the ranges Ry C O1 and R, C O; of my,m; respectively
be such that |R;| = K; and |Rz| = K;. Then hiding all inputs of m; gives Kr-standalone-
privacy. But in the workflow, m, can have at most K;-workflow privacy when all output
attributes of my are visible. This is because any input x € I, has to map to S = {y: 3Ix €
Rq,y = my(x)}. The size of S is at most K;. Therefore the possible output set OuTy y of
the inputs x € Ry can have size at most K;. In the worst case, K; =1 when m; is a constant
function mapping all inputs to a fixed tuple a, therefore |S| =1, and the value of mj(a)
can be exactly guessed from the visible attributes of m,. Hence the maximum achievable
workflow privacy of m; totally depends on the behavior of the public module m;. In
the best case, when m; is an onto function, the maximum achievable workflow privacy
equals the maximum achievable standalone privacy of m; by hiding its input attributes.
(the maximum achievable standalone privacy of m; by hiding its output attributes may

be even higher).

A.5.2 Proof of Lemma 7.14

LEMMA 7.14. Let m; be a standalone private module with relation R;, let x be an input to m;,
and let V; be a subset of visible attributes such that V; C O; (only output attributes are hidden). If

Y € OUTxm; then y =y, z where z = m;(x).

Proof. If y € OuTy,, w.rt. visible attributes V;, then from Definition 6.3,
JR" € worlds(R,V;), 3t € R st x=m,(Y') Ny =mo,(t) (A.28)
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Further, from Definition 6.1, R’ € Worlds(R,V;) only if rty,(R;) = v, (R"). Hence there

must exist a tuple t € R; such that
7y (1) = 7y, (t) (A-29)

Since V; C Oy, I; C V;. From (A.29), 1;,(t) = 7y, (t') = x. Let z = 1o, (t), i.e. z = m;(x).
From (A.29), ty,~o,(t) = ty,no, (t'), then y.qo.(z) = 7Ty,n0,(y). Tuples y and z are defined

on O;. Hence from Definition 7.5, y =y, z. O]

Corollary A.31. For a module m;, and visible attributes V; such that V: CO;, if two tuples y,z
defined on O; are such that y =v, z, then also y =y z where V is a subset of visible workflows in

the workflow such that V. = A\ H;, and V; C H;.
Proof. Since V; = A; \V; = (L, UO;)\'V; CO;, and V; C H;,

VinO; = O;\V;
2 O\ H;
= 0\ (A\V)
= O;\V
= 0NV
(A is the set of all attributes).

Since TTV,NO; <y) = n‘/imoi(z), and, Vl N O,‘ ovn Oi, TV No; (y) = ﬂvgoi(z), ie., y=v
z. O

Note. Lemma 7.14 does not use any property of single-predecessor workflows and
also works for general workflows. This lemma will be used again for the privacy theorem

of general workflows (Theorem A.44).

A.5.3 Proof of Lemma 7.12

Definition A.32. Given subsets of attributes P,Q C A, two tuples p,q defined on P, and a
tuple u defined on Q, FrL1ppq(u) = w is a tuple defined on Q constructed as follows: (i) if

monp(w) = onp(p), then w is such that monp(W) = monp(q) and TCQ\P(W) = TtQ\p(w),
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(ii) else if tonp(u) = monp(q), then w is such that monp(W) = monp(p) and mo\p(W) =

nQ\p(w), (iii) otherwise, w = u.

The following observations capture the properties of Fr.1p function.

Observation A.33. 1. If FL1pp q(u) =w, then FL1p, q(W) =u.
2. FLippq(FLIPpq(u)) =u.
3. fPNQ =0, Frippq(u) =u.

4. FLIPpq(p) = QFLIPpq(q) =P-
5. If monp(p) = onp(q), then FL1pp g(u) = u.

6. If Q = Q1 UQ2, where Q1 N Q2 =@, and if FL1pp (g, (u)) = wy and
FLIPpq(7Q,(u)) =wpy, then FL1P, q(u) = w such that 71, (W) = wy and g, (W) =
2.
The above definition of flipping will be useful when we consider the scenario where
M does not have any successor. When M has successors, we need an extended definition

of tuple flipping, denoted by EFr1p, as defined below.

Definition A.34. Given subsets of attributes P,Q,R C A, where two tuples p,q defined on
PUR, a tuple u defined on Q and a tuple v defined on R, EFL1Pp qv(u) = W is a tuple defined
on Q constructed as follows: (i) if v = rg(p), then w is such that monp(W) = monp(q) and
mto\p(W) = o\ p(W), (ii) else if v = 7tr(q), then w is such that mgnp(w) = mgnp(p) and
mto\p(W) = 7\ p(W), (iii) otherwise, w = u.

Note that EFL1Pp =FLIPpgq(u), where R=PNQ.

parng(u) (W)
Observation A.35. 1. f EFLIPpgv(u) =w, and u’ is a tuple defined on Q' C Q , then
EFLIPpqv(u’) = gy (w).
Next we prove the lemma assuming the existence of a composite public module M =
C(Va).
LEMMA 7.12.  Consider a single-predecessor workflow W; any private module m; in W and

any input x € 111, (R); and any y € Oty w.r.t. a set of visible attributes V;. Given a set of

hidden attributes H; C A, such that (i) the hidden attributes V; C H;, (ii) only output attributes
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from O are included in V; (i.e. V; C Oy), and (iii) every module m; in the public-closure C(V;) is
UD-safe w.r.t. A;\ H;. Then'y € Outyw w.r.t. visible attributes V = A\ H;.

Proof. We fix a module m;, an input x to m; and a candidate output y € Oury,,, for x
w.r.t. visible attributes V;. Let us refer to the set of public modules in C(V;) by simply C,
and let us consider the composite module M with the modules in C. By the properties
of single-predecessor workflows, M gets all its inputs from m; and sends its outputs to
zero or more than one private modules. By Lemma 7.16, it suffices to prove the lemma
assuming M is UD-safe w.r.t. H;, where we denote the inputs and outputs of M by I and
O respectively. Clearly I C O; is the subset of output attributes of m; that is input to M,
and the hidden attributes V; C I.

However m; can also send (i) its visible outputs to other public modules (these public
modules will have m; as its only predecessor, but these public modules will not have any
public path in undirected sense to M), and it can send (ii) visible and hidden attributes
to other private modules.

We will show that y € Outyw w.rt. visible attributes V = A\ H; by showing the ex-
istence of a possible world R’ € Worlds(R,V), s.t. if 71, (t) = x for some t € R/, then
o, (t) =y. Since y € OUTy;, by Lemma 7.14, y =v, z where z = m;(x). We consider two

cases separately based on whether M has no successor or at least one private successors.

Case I.  First consider the easier case that M does not have any successor, so all
outputs of M belong to the set of final outputs. We redefine the module m; to i; as
follows. For an input u to m;, #1i;(u) = FL1Py,(m;(u)). All public modules are unchanged,
fiij = m;. All private modules m; # m; are redefined as follows: On an input u to m;,
fiij(u) = mj(FL1py,(u)). The required possible world R’ is obtained by taking the join of
the standalone relations of these 77;-s, j € [n].

First note that by the definition of 7i;, ;(x) =y (since 7i;(x) = FL1py,(m;(x)) =
FLIPy,(z) =y, from Observation A.33(4)). Hence if 7 (t) = x for some t € R’, then
7o, (t) =y.

Next we argue that R’ € Wor1ds(R,V). Since R’ is the join of the standalone relations
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for modules 7;-s, R’ maintains all functional dependencies I; — O;. Also none of the
public modules are unchanged, hence for any public module m; and any tuple ¢ in R/,
7o, (t) = m;(7t;;(t)). So we only need to show that the projection of R and R’ on the visible
attributes are the same.

Let us assume, wlog. that the modules are numbered in topologically sorted order.
Let Iy be the initial input attributes to the workflow, and let p be a tuple defined on I.
There are two unique tuples t € R and t’ € R’ such that 71y, (t) = 717, (t') = p. Since M does
not have any successor, let us assume that M = m,,;1, also wlog. assume that the public
modules in C are not counted in j =1 to n 41 by renumbering the modules. Note that
any intermediate or final attribute 2 € A\ Iy belongs to O;, for a unique j € [1,n] (since
for j # £, 0; N O, = ¢). So it suffices to show that t,#' projected on O; are equivalent w.r.t.
visible attributes for all module j, j =1 to n + 1.

Let ¢j ., ¢;m be the values of input attributes I; and d;;,, d; 7 be the values of output
attributes O; of module m;, in t € R and t’ € R’ respectively on initial input attributes p
(ie. ¢jm= (), ¢jm = 7y (t'), djm = 70, (t) and d; 7 = 7o, (t')). We prove by induction

on j =1 to n that

Vil<j<n,d;z= FLIPy,(djm) (A.30)

First we argue that proving (A.30) shows that the join of (i;)1<;<, is a possible world
of R w.rt. visible attributes V. (A) When m; is a private module, note that d;,, and
djn =FL1Py,(d;,) may differ only on attributes O; N O; But y =y; z, i.e. these tuples are
equivalent on the visible attributes. Hence for all private modules, the t,t' are equivalent
wrt. Oj. (actually for all j #i, O;NO; = @, so the outputs are equal and therefore
equivalent). (B) When m; is a public module, j # n + 1, O; N O; = @, hence the values of
t,t' on O; are the same and therefore equivalent. (C) Finally, consider M = m,, 1 that is

not covered by (A.30). M gets all its inputs from m;. From (A.30),
din =FLIPy,(dim)
Since y,z,d; ,,, d; 7 are all defined on attributes O;, and input to m,1, I,+1 C O;,

Cri1ii = FLIPyz(Cogim)
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Hence ¢, 117 =v ¢u+1,m- Since these two inputs of m,, ;1 are equivalent w.r.t. V, by the
UD-safe property of M = m,1, its outputs are also equivalent, i.e. d,115 =v dyy1,m-
Hence the projections of ¢, on O, are also equivalent. Combining (A), (B), (C), t,t’ are
equivalent w.r.t. V.

Proof of (A.30). The base case follows for j =1. If my # m; (m; can be public or

private), then I N O; = @, so for all input u,

j(u) =mj(Fripy,(u)) =m;(u)
Since the inputs ¢ 7z = ¢1,, (both projections of initial input p on I;), the outputs

dy 7 = dy,. This shows (A.30). If m; = m;, the inputs are the same, and by definition of

~

my,

diz = (s

This shows (A.30).
Suppose the hypothesis holds until j — 1, consider m;. From the induction hypothesis,

i =FLIPy,(¢jm), hence ¢, =FL1Py4(cj7) (see Observation A.33 (1)).

(i) If j =1, again,

= Frieyz(mi(cim))

= FLIPy,(mi(FLIPyz(Cim)))
= FLIPy,z(mi((Ci,m))

= FLIPy,z(di,m)

FLIPyz(Cim) = Cim follows due to the fact that I; N O; = @, y,z are defined on O;,

whereas ¢; ,, is defined on I; (see Observation A.33 (3)).
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(ii) If j # i and m; is a private module,

dj =

m]'(erm)
d;m

FL IPy,z(d]"m)

FLIPyz(djn) = dj, follows due to the fact that O; N O; = @, y, z are defined on O,

whereas d; ;, is defined on O; (again see Observation A.33 (3)).

(iii) If m; is a public module, j <, r?zj = mj.

Here

3

)
)

(

(
mj(FLIPyz(Cjm))

(

)

i\Sj,
. C][

]

3
)

3

i(€m)

[N

jim

= FL IPy,z(dj,m)

FL IPylz(d]',m)

= d;,; again follows due to the fact that O; N O; =@. Fr1Py,(cjm)

= ¢jn follows due to following reason. If [; N O; = @, i.e. if m; does not get any

input from m;, again this is true (Observation A.33(3)). If m; gets an input from m;,

ie. [;NO; # O, since mj # my 11, [; N O; does not include any hidden attributes from

V.. Buty =y, z, i.e. the visible attribute values of y,z are the same. In other words,

Tino; (y) = o, (z), and from Observation A.33 (5), FL1Py,(¢jm) = Cjm-

This completes the proof of the lemma for Case-I.

Case II.

Now consider the case when M has one or more private successors (note that M can-

not have any public successor by definition). Let M = m,, and assume that the modules
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my,---,my are sorted in topological order (again, the nodes inside M are not considered
explicitly). Hence I = I;,O = O, and I C O;. Let wy = M(m;,(y)), w, = M(m(z)). In-
stead of y,z, the flip function will be w.r.t. Y,Z, where Y is the concatenation of y and
wy (110,(Y) =y, mo,(Y) = wy), and Z is the concatenation of z and w,. Hence Y,Z are
defined on attributes O; U Oy.

We redefine the module m; to i; as follows. Note that since input to M, Iy C O;, O; is

disjoint union of Iy and O; \ Ii. For an input u to m;, i1;(u), defined on O; is such that

7o (Mi(w)) = Fr1ey z (7o, 1, (mi(u)))

and
7, (W) = EFL IRy z:M(ry, (m(w))) (705 (723 (@) ))

For the component with EFr1?, in terms of the notations in Definition A.34, R = Oy,
P=Q=0;. p=Y,q=2Z, defined on PUR = 0; UO. v = M(m; (m;(u))), defined
on Og. u in Definition A.34 corresponds to m;(u). All public modules are unchanged,
m; = m;. All private modules m; # m; are redefined as follows: On an input u to m;,
fiij(u) = m;(Fr1pyz(u)). The required possible world R’ is obtained by taking the join of
the standalone relations of these 7i;-s, j € [n].

First note that by the definition of 71;, i1i;(x) =y due to the following reason:

(i) M(7y (mi(x))) = M(my(2)) = wz = 7o, (Z), s0
7, (Mi(x)) = EFLIPYZM(m, (mi(x))) (701 (1 (X)))
= EFLIPY,Z,-M(mk(z))(”Ik(Z))
= m(y))
(ii)
Tong (Mi(x)) == Frieyz(mopy, (mi(x)))
= FLIPY,Z(noi\Ik(z))
= 7Tol-\1k<Y)
Taking union of (i) and (ii), m;(x) =y. Hence if 7 (t) = x for some t € R/, then
nOi(t) =Yy
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Again, next we argue that R’ € Wor1ds(R,V), and it suffices to show that the projec-
tion of R and R’ on the visible attributes are the same.

Let Iy be the initial input attributes to the workflow, and let p be a tuple defined on
Ip. There are two unique tuples t € R and t’ € R’ such that 77, (t) = 717, (t') = p. Note that
any intermediate or final attribute a € A\ Iy belongs to O;, for a unique j € [1,n] (since
for j # £, 0; N O = ¢). So it suffices to show that ¢, projected on O; are equivalent w.r.t.
visible attributes for all module j, j =1 to n 4 1.

Let ¢j ., ¢; 7 be the values of input attributes I; and d;;,, d; 7 be the values of output
attributes O; of module m;, in t € R and t' € R’ respectively on initial input attributes p
(ie. ¢jm = my(t), ¢z = 7y (t'), djm = 7o, (t) and d; = 7o, (t')). We prove by induction

on j=1to n that

Vi#i,1<j< Ifl,d]-,ﬁ1 = FLIPY,Z(dj,m) (A.31)
7 (din) = EFLIPY z:M(my (d;)) (70 (digm)) (A32)
o (dia) =Fr1eyz(mon g, (dim)) (A.33)

First we argue that proving (A.31), (A.32) and (A.33) shows that the join of (/1;)1<j<y

is a possible world of R w.r.t. visible attributes V.

(A) When m; is a private module, j # i, note that d;,, and d; 5 = Fr1pryz(d;;) may
differ only on attributes (O U O;) N O;. But for j # i and j # k (m; is private module
whereas 1 is the composite public module), (O UO;) N O; = @. Hence for all

private modules other than m;, the t,t’ are equal w.r.t. O; and therefore equivalent.

(B) For m;, from (A.32), my (d;7) = EFLIPY’Z;M(nIk(di,m))(ﬂ[k(di,m)). Here 75, (d; ) and
my,(d; ) may differ on Iy only if M(my (diy)) € {wy,w.}. By Corollary cor:out-
equiv, y =y z, i.e. 1 (y) =v 715,(z). But since M is UD-safe, by the downstream-
safety property, wy =y w,. Then by the upstream-safety property, all inputs 77;, (d; )
=y y =v z such that M(7; (d;)) € {wy,w.}. In particular, if M(m, (d;,)) = wy,
then 715, (d; ) = 711,(z), and 717, (z), 717, (d; ) Will be equivalent w.r.t. V. Similarly, if
M(my (dip)) = ws, then 7 (d; ) = 711, (y), and 717, (y), 77, (di ) will be equivalent

w.rt. V. So t,t' are equivalent w.r.t. V N Ii.
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Next we argue that ¢, are equivalent w.r.t. VN (O; \ Ix). From (A.32),

o (dim) = Freyz(7o, g, (dim))

7Toi\1k (di,ﬁl) and 7Toi\1k (di,m) differ only if ﬂoi\lk(di,m) = 7'(Oi\1k (Y), then 7Toi\1k (di,@) =
”oi\zk(l): or, ”o,\lk(di,m) = ﬂoj\lk(z)z then 7To,-\1k<di,n7> = 7To,-\1k(Y)- But ”o[\zk(Y)z
7o\ 1, (2) are equivalent w.r.t. visible attributes V. Hence 7, j, (d;,) and 7o g, (d; )

are equivalent w.r.t. V. Hence ¢, t' are equivalent on O;.

(C) When m; is a public module, d; 7 =Fr1ryz(d);). Here d;,, d; 7 can differ only on
(OxUO;) NO;. If j # k, the intersection is empty, and we are done. If j =k, d;,,d; 5
may differ only if d;,, € {wy,w,}. But note that y =y, z, so 715, (y) =v, 711,(z), and
nty, (y) =v 7y, (z). Since my is UD-safe, for these two equivalent inputs the respective
outputs w,,w, are also equivalent. Hence in all cases the values of t,t' on Oy are

equivalent.

Combining (A), (B), (C), the projections of t,¢' on O; are equivalent for all 1 <j <; i.e.

t,t' are equivalent w.r.t. V.

Proof of (A.31), (A.32) and (A.33). The base case follows for j = 1. If m; # m; (m; can
be public or private, but k # 1 since m; is its predecessor), then I; N (O; U Ox) = @, so for
all input u, 711;(u) = m;(Fr1ryz(u)) = m;(u) (if m; is private) and 7i;(u) = m;(u) (if my is
public). Since the inputs ¢; 7 = ¢1,,, (both projections of initial input p on I;), the outputs

d;y 7 = di . This shows (A.31). If m; = m;, the inputs are the same, and by definition of

~

my,

m (dim) = mp(mi(ers))
= EFLIPY,Z;M(mk(ml(ch)))(nlk(m1<cl,rﬁ)))
= EFLIPYZM(ry (mi(cr,)) (TR (M1 (C1m)))

= EFLI PYrZ;M(T(Ik(dLm)) (7TIk (dl,m))

This shows (A.32) for i = 1. Again, by definition of i,

o (dim) = 7oy, (M1(eym))
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This shows (A.33).

= FLIPyrz(T[ol\Ik(ml(Clﬁ))
= FLIPylz(ﬂ'Ol\Ik(WZl(Cl,m))

= Frieyz(mo, g (dim)

Suppose the hypothesis holds until j — 1, consider m;. From the induction hypothesis,

if ;N O; =@ (m; does not get input from m;) then ¢; 5 = FLIPyz(Cjm), hence ¢, =

FLI Pyrz(C]‘,m) (see Observation A.33(1)).

(i) If j=1i, [NO; =, hence Cim = FLIPylz<Cl’,m) =cim (N (Oi @] Ok) =@, myis a

successor of m;, so m; cannot be successor of my). By definition of 7i;,

7y, (dim)

This shows (A.32).

Again,

7oy, (1 (¢im))
EF L IPY,ZM(r;, (mi(c;))) (700 (i (€i) )
EFLIPY,Z;M(rmy, (s (ci,n)) (700 (1 (Cim) ))

EFLIPY,ZM(m, (dim)) (75 (dim))

o (dim) = 7o, (Mi(cim))

This shows (A.33).

= FLIPle(TCOi\[k (mi(cim)))
= FL IPylz(TCoi\[k (mi(cim)))

= FL IPylz(ﬂ.’oi\[k(di,m))

(ii) If j =k, my gets all its inputs from m;, so 7ty (d; ;) = ¢k . Hence

Ck

,m

= EFLIPY,Z;M(ﬂIk(di,m))(Ck/m)
= EFLIPYIZ;M(Cklm)(Ck,m)

= EFLIPyzZaq,, (Chm)
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Therefore,

diin = ig(cem)
= m(cem)

= my(EFLT PY,Z;dy (Ck,m))

Lets evaluate the term my(EF11Pyz,4q, ,(¢km)). This says that for an input to my is

cx,m, and its output dy ,,, (a) if di,, = wy, then

EFLI PY,Z;dkl,,, (Ck,m) =TT, (Z)’

and in turn

dim = mp(EFL1Py,z4,, (Ckm)) = Wz;

(b) if dy ,, = w, then

EFLIPyzd,, (Ckm) = 7T (y),

and in turn

dk’m = mk(EFL I PY/Z;dk,m (Ck,m)) = wy;

(c) otherwise

din = mk(EFLIPY,z;dk,m(Ck,m))

= my(Crm) = dim

According to Definition A.32, the above implies that

dk,rﬁ = FLI Pw,,w, (dk,m)

= Frieyz(dgm)

This shows (A.31).
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(iii)

(iv)

If j # i and m; is a private module, m; can get inputs from m;. (but since there is
no data sharing I; N Iy = @), and other private or public modules my, £ # i (¢ can be
equal to k). Let us partition the input to m; (c;,, and ¢; 5 defined on I;) on attributes

I;NO; and I; \ O; From (A.31), using the TH,

0 (€m) = FL1ey,z (7100, (¢jm)) (A.34)

Now I N I; = @, since there is no data sharing. Hence (I; N O;) C (O; \ Ix). From

(A.33) using Observation A.35,

7T1ij,v <C]',ffl) =FLI PY,Z(nI]'ﬁOi (C],m)) (A35)

From (A.34) and (A.35), using Observation A.33 (6), and since ¢;,, ¢; 7 are defined

on Ij, SO

Ciim = FLIPylz(Cj/m) (A36)

From (A.36),

= m]'(Cj/m)
= d]/m

= FLI Pylz(d]‘,m)

Fr1pyz(djmn) = d;, follows due to the fact that O; N (O; UO) =@ (j # {i,k}), Y, Z
are defined on O; U O, whereas d; ;, is defined on O; (again see Observation A.33

3)):

Finally consider m; is a public module such that j # k. m; can still get input from
m;, but none of the attributes in I; N O; can be hidden by the definition of m; = M =

C(V;). Further, by the definition of M = my, m; cannot get any input from m (M
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is the closure of public module); so I; N Oy = @. Let us partition the inputs to m;
(¢jm and ¢; defined on I;) into three two disjoint subsets: (a) [; N O;, and (b) I; \ O;.

Since there is no data sharing Iy N [; = @, and we again get (A.36) that

Cj,ﬁ = FLIPyz (C]',m)
= Cj,m
FLIPyz(Cjm) = ¢jmu follows due to following reason. If [; N O; = @, i.e. if m; does not
get any input from m;, again this is true (then [; N (O; UOy) = (I; N O;) U (I; N Ox) =
@). If m; gets an input from m;, i.e. [; N O; # @, since j # k, I; N O; does not include
any hidden attributes from V; (i is the closure C(V;)). But y =y, z, i.e. the visible

attribute values of y, z are the same. In other words, 7,10, (y) = 71,10, (2), and again

from Observation A.33 (5),
FLI Pylz(C]',m) =FrI Py,z(cj,m) = Cjm

(again, [; N Ox = Q).

Therefore,

Fripyz(djm) = dj» again follows due to the fact that O; N (O; U Ox) = @, since
jé{ik}.

Hence all the cases for the IH hold true, and this completes the proof of the lemma for

Case-II.
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A.5.4 Proof of Lemma 7.16

LEmMMA 7.16.  Let M be a composite module consisting of public modules. Let H be a subset
of hidden attributes such that every public module m; in M is UD-safe w.r.t. Aj\ H. Then M is
UD-safe w.r.t. (I1UO) \ H.

Proof. Let us assume, wlog., that the modules in M are my,---,m; where modules are
listed in topological order. For j =2 to k, let M/ be the composite module comprising
the modules my, - - - M, and let I/, 0/ be its input and output. Hence MP = M, IF = I and
OF = 0. We prove by induction on 2 < j < p that M/ is UD-safe w.r.t. HN (I UOJ).

The base case directly follows for j =2, since A, =L UO; =1 2UO2. Let the hypothesis
hold until j = j and consider j + 1. Hence M/ is UD-safe w.r.t. (I'! UO/) \ H. The module

mj,1 may consume some outputs of M/ (my to m;). Hence

I =0 Ul \O and O =0/ U041 \ [ (A.37)

First we show that for two equivalent inputs the outputs are equivalent. Consider two
inputs x;,x; to M/*! (on attributes I'*1) and let y; = M/*1(x1) and y» = M/ (x;) (on
attributes O/*1).

Let x; =y xp wrt. V= (U1 UOI*!) \ H. By (A.37), x1 =y, xo where V, = (Il UO/) \ H.
This is because O/ N I/ = @ and therefore I/ C I/'*1. Since modules are sorted in topological
order, all of the attributes in O;;1 belong to O/, Also recall that every attribute is
produced by a unique module; hence O/ N O;;; = @. Hence y; can be partitioned into
y11 and y1p, where y1; is defined on Oj;; and yj2 is defined on OJ; let Y21,Y22 be the
corresponding partitions of y».

Similarly, let xj» be projections of x; on i similarly define xp, for x;. Since x; =y, x,

X12 =v, X22. Since Y12 = Mj(xlz) and Y = Mj<X22), by IH

Y12 =v, Y22 (A.38)

Let x]; (resp. x},) be projections of x1 (resp. x2,) on ;1 \ O/. Hence x}; =y x5;. Let
x{; (resp. x73,) be projections of y1 (resp. y22) on ;1 N Ol. Since y12 =v, ya, x{; =v, x5,

Let x1; be concatenation of x7,x7}; similarly x;,. Note that these are defined on I; .
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V=" UO™)\ Hand V, = (I UO/) \ H. Therefore x1; =y, x15, where V; = (Ij;1 U
O;j41) \ H. Since m; is UD-safe w.r.t. Vi,

Y11 =v, Y21 (A.39)

(note that y11 = m; 1 (x11),y21 = mj1(x21)).
ViUV, O V. Hence from (A.38) and (A.39), concatenating 11,12 to y1 and yz1,y22 to
Y2,
Vi=vyz

This shows that for two equivalent input the outputs are equivalent. The other direction,
for two equivalent outputs all of their inputs are equivalent can be proved in similar way

by considering modules in reverse topological order from my to ms. O

A.55.5 Proof of Proposition 7.11

By Definition 7.8, a workflow W is not a single-predecessor workflow, if one of the fol-
lowing holds: (i) there is a public module m; in W that belongs to the public-closure of a
private module m; but has no directed path from m;, or, (ii) such a public module m; has
directed path from more than one private modules, or, (iii) W has data sharing.

To prove the proposition we provide three example workflows where exactly one of
the violating conditions (i), (ii), (iii) holds, and Theorem 7.10 does not hold in those
workflows.

Case (i) was shown in Section 7.3.2. To complete the proof we demonstrate here
cases (ii) and (iii). We start by considering data sharing and give an example in which
the second condition of Definition 7.8 holds, but in which the propagation only through
public modules does not suffice due to data sharing.

Multiple private predecessor. Finally we give an example where a public module

belonging to a public-closure has more than one private predecessors.

Example A.36. Consider the workflow W, in Figure A.5a, which is a modification of W, by
the addition of private module m, that takes a¢ as input and produces a; = mg(ag) = ag

as output. The public module m;3 is in public-closure of m, but has directed public paths
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a0
r (6]
1§ 1
r3 (0}
T4 1

Table A.1: Relation R, for workflow W, given in Figure A.5a

from both my and m;. The relation R, for W, in given in Table A.1 where the hidden
attributes {ay,a3,a4,a5} are colored in grey.

Now we have exactly the same problem as before: When 77 maps o to 1, a5 =1
irrespective of the value of a4. In the first row a¢ = 0, whereas in the second row as = 1.
However, whatever the new definitions of iy are for my and 7y for my, i7iy cannot map 1

tobothoand 1. HenceI' =1. O O

a1 az

aa

=]
as

-

(a) m3 has paths from (b) a3 is shared as in-

mo, My put to my,m3

Figure A.5: White modules are public, Grey are private.

Example A.37. Consider the workflow, say W;, given in Figure A.5b. All attributes take
values in {0,1}. The initial inputs are a1,a, and final outputs are a¢,a7; only my is public.
The functionality of modules is as follows: (i) m; takes aj,4, as input and produces
mq(ay,a2) = (a3 = a1,a4 = ap). (ii) my takes a3, a4 as input and produces as = my(az,as) =
a3V as (OR). (iii) m3 takes as as input and produces a¢ = m3(as) = as. (iv) my takes a3 as

input and produces a; = my4(a3) = as. Note that data a3 is input to both my,my, hence the
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workflow has data sharing.

Now focus on private module m; = m;. Clearly hiding output a3 of m; gives 2-
standalone privacy. and for hidden attribute h; = {a3}, the public-closure C(h;) = {my}.
As given in the theorem, H; C O; U Uy, ep- Ar = {a3,04,a5} in this case.

We claim that hiding even all of {a3,a4,a5} gives only trivial 1-workflow-privacy of
my, although the UD-safe condition is satisfied for m; (actually hiding a3,a4 gives 4-
standalone-privacy for m;). Table A.2 gives the relation R;, where the hidden attribute

values are in Grey.

ay az as ag as ag ay

1 o o o (0) (o) o o

rn | o 1 o 1 1 1 0
r3 1 o 1 o 1 1 1
T4 1 1 1 1 1 1 1

Table A.2: Relation R; for workflow W; given in Figure A.5.

When a3 (and also a4) is hidden, a possible candidate output of input tuple x = (0,0) to
my is (1,0). So we need to have a possible world where m; is redefined as 7i1(0,0) = (1,0).
Then a5 takes value 1 in the first row, and this is the only row with visible attributes
a1 = 0,a, = 0. So this requires that 7i3(a5s = 1) = (ag = 0) and #is(az = 1) = (a7 =0), to
have the same projection on visible ag,a7.

The second, third and fourth rows, r2, 73,74, have ag = 1, so to have the same projection,
we need a5 = 0 for these three rows, so we need i3(as = 0) = (a¢ = 1) (since we had to
already define 77i3(1) = 0). When a5 is o, since the public module i, is an OR function, the
only possibility of the values of a3, a4 in rows r,,73,74 are (0,0). Now we have a conflict on
the value of the visible attribute a7, which is o for r, but 1 for r3,74, whereas for all these
rows the value of a3 is o. 714 being a function with dependency a3 — a7, cannot map a3
to both o and 1. Similarly we can check that if 7;(0,0) = (0,1) or 1(0,0) = (1,1) (both
a3, a4 are hidden), we will have exactly the same problem. Hence all possible worlds of

R, with these hidden attributes must map 7 (0,0) to (0,0), and therefore I' =1. O dJ
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A.55.6 Proof of Theorem 7.18

THEOREM 7.18.  Given public module m; with total number of attributes k, and a subset of

attributes V, checking whether m; is UD-safe w.r.t V is coNP-hard in k.

Proof. We do a reduction from UNSAT, where given n variables x1,---,x;,, and a Boolean
formula f(xq,---,x,), the goal is to check whether f is not satisfiable. In our construction,
m; has n+ 1 inputs x1, - - -, x, and y, and the outputis z =m;(x1, -, xp,y) = f(x1,- -+, X)) V
y (OR). The set of visible attributes is {y,z}; so all of x1,---,x, are hidden. We claim that
f is not satisfiable if and only if m; is UD-safe w.r.t. V.

Suppose f is not satisfiable, so for all assignments of xi,---,x,, f(x1,---,%,) = 0.
For output z = 0, then the visible attribute ¥ must have o value in all the rows of the
relation of m;. Also for z =1, the visible attribute ¥ must have 1 value, since in all rows
f(x1,--+,x,) = 0. Hence for equivalent inputs w.r.t. V, the outputs are equivalent and
vice versa. Therefore m; is UD-safe w.r.t. V.

Now suppose f is satisfiable, then there is at least one assignment of x1,---,x,, such
that f(x1,---,x,) = 1. In this row, for y =0, z =1. However for all assignments of
X1, ,Xy, whenever y =1, z=1. So for output z = 1, all inputs producing z are not
equivalent w.r.t. the visible attribute y, therefore m; is not upstream-safe and hence not

UD-safe. O

A.5.7 Communication Complexity Lower Bound for UD-safe Subsets

Given a public module m; and a subset V C A]-, in this section we give a lower bound on
the communication complexity to verify if V is a UD-safe subset for m;. This also gives a
lower bound for the optimization problem of finding the optimal UD-safe subset for m;:
assume that each attribute in V has cost > 0 whereas all other attributes have cost zero;
then the optimization problem has a solution of cost o if and only if V is a UD-safe subset.

If the standalone relation R; of m; has N rows, we show that deciding whether V' is
UD-safe needs ()(N) time. The argument uses the similar ideas as given in [63] for the
standalone Secure-View problem. Note that simply reading the relation R; as input

takes QQ(N) time. So the lower bound of QQ(N) does not make sense unless we assume
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the presence of a data supplier which supplies the tuples of R; on demand: Given an
assignment x of the input attributes I;, the data supplier outputs the value y = m;(x)
of the output attributes O;. The following theorem shows the Q)(N) communication
complexity lower bound in terms of the number of calls to the data supplier; namely, that

(up to a constant factor) one indeed needs to view the full relation.

Lemma A.38. Given module m; and a subset of attributes V, deciding whether m; is UD-safe
w.r.t V requires Q)(N) calls to the data supplier, where N is the number of tuples in the standalone

relation R; of m;.

Proof. We prove the theorem by a communication complexity reduction from the set dis-
jointness problem: Suppose Alice and Bob own two subsets A and B of a universe U,
|U| = N. To decide whether they have a common element (i.e. AN B # ¢) takes Q(N)
communications [115].

We construct the following relation R; with N + 1 rows for the module m;. m; has
three input attributes: a,b,id and one output attribute y. The attributes a,b and y are
Boolean, whereas id is in the range [1, N + 1]|. The input attribute id denotes the identity
of every row in R and takes value i € [1,N + 1] for the i-th row. The module m; computes
the AND function of inputs a and b,ie., y =aAb.

Row i, i € [1,N], corresponds to element i € U. In row i, value of a is 1 iff i € A;
similarly, value of b is 1 iff i € B. The additional N + 1-th row has ay,; =1 and by; = 0.
The goal is to check if visible attributes V = {y} (with hidden attributes V = {id,a,b}) is
UD-safe for m;.

Note that if there is a common element i € A N B, then there are two y values in the
table: in the i-th row, 1 <i <, the value of y = a A b will be 1, whereas, in the N + 1-
th row it is 0. Hence V = {id,a,b} or V = {y} is not UD-safe for m; — all inputs are
equivalent, but their outputs are not equivalent, so the downstream-safety property is not
maintained. If there is no such i € AN B, the value of y in all rows i € [1,N + 1] will be
zero, and V = {y} will be UD-safe.

So V = {y} is UD-safe if and only if the input sets are not disjoint. Hence we need to

look at QQ(N) rows to decide whether V = {y} is UD-safe. O
This proof also shows the lower bound for verifying if a subset is downstream-safe.
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A.5.8 Upper Bound to Find All UD-safe Solutions

The lower bounds studied for the second step of the four step optimization show that
for a public module m;, it is not possible to have poly-time algorithms (in |A;|) even to
decide if a given subset V C A; is UD-safe, unless P = NP. Here we present Algorithm 10
that finds all UD-safe solutions of m; is time exponential in k; = |A;|, assuming that the
maximum domain size of attributes A is a constant.

Time complexity. The outer for loop runs for all possible subsets of A, i.e. 2ki
times. The inner for loop runs for maximum A"Vl times (this is the maximum num-
ber of such tuples x*), whereas the check if V is a valid downstream-safe subset takes
O(A"\V1) time. Here we ignore the time complexity to check equality of tuples which
will take only polynomial in |A;| time and will be dominated by the exponential terms.
For the upstream-safety check, the number of (x*,y*) pairs are at most A"/, and to
compute the distinct number of x*,y* tuples from the pairs can be done in O(AZ™V])
time by a naive search; the time complexity can be improved by the use of a hash function.
Hence the total time complexity is dominated by 2% x O(ATV) x O(AIVI 4 A2TNVIY
= 0(28A%¥) = 0(2%). By doing a tighter analysis, the multiplicative factor in the expo-
nents can be improved, however, we make the point here that the algorithm runs in time
exponential in k; = |A;].

Correctness. The following lemma proves the correctness of Algorithm 1o0.
Lemma A.39. Algorithm 10 adds V C Aj to UD — safe; if and only if m; is UD-safe w.r.t. V.

Proof. (if) Suppose V is a UD-safe subset for m;. Then V is downstream-safe, i.e. for
equivalent inputs w.rt. the visible attributes I; NV, the projection of the output on the
visible attributes O; NV will be the same, so V will pass the downstream-safety test.
Since V is UD-safe, V is also upstream-safe. Clearly, by definition, n; > n,. Suppose
n1 > np. Then there are two x; and x; that pair with the same y'. By construction,
x; and x5 (and all input tuples x to m; that project on these two tuples) have different
value on the visible input attributes I; NV, but they map to outputs y-s that have the
same value on visible output attributes O; N V. Then V is not upstream-safe, which is a

contradiction. Hence 11 = np, and V will also pass the test for upstream-safety and be
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Algorithm 10 Algorithm to find all UD-safe solutions UD — safe; for a public module m;

1. —Set UD —safe; = @.

2: for every subset V of A; do

32 /* Check if V is downstream-safe */

4 for every assignment x™ of the visible input attributes in I; NV do

5: —Check if for every assignment x~ of the hidden input attributes in I; \ V, whether

the value of 770,y (m(x)) is the same, where 71;qv(x) = x* and an\V(x) =X

6: if not then

7: — V is not downstream-safe. Go to the next V.

8: else

9: ~ V is downstream-safe. Let y* = 710,nv (m;(x)) = projection of all such tuples

that have projection = x* on the visible input attributes

10: — Label this set of input-output pairs (x,m;(x)) by (x*,y*).

11 end if

12 /* Check if V is upstream-safe */

13: — Consider the pairs (x,y ™) constructed above. Let 1 be the number of distinct

x T values, and let 1, be the number of distinct y* values

14: if ny == n, then

15: — V is upstream-safe. Add V to UD — safe;.

16: else

17: -V is not upstream-safe. Go to the next V.

18: end if

19: end for
20: end for

21: return The set of subsets UD — safe;.

included in UD — safe;.

(only if) Suppose V is not UD-safe, then it is either not upstream-safe or not downstream-

safe. Suppose it is not downstream-safe. Then for at least one assignment x*, the values

of y generated by the assignments x~ will not be equivalent w.r.t. the visible output
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attributes, and the downstream-safety test will fail.
Suppose V is downstream-safe but not upstream-safe. Then there are Then there are
two xi’ and x; that pair with the same y™. This makes n; > ny, and the upstream-safety

test will fail. O

A.5.9 Proof of Lemma 7.20
The following proposition will be useful to prove the lemma.

Proposition A.qo. For a public module m;j, for two UD-safe sets Uy, Uy € Aj, if Uy NO; =
Uzﬂ O], then U1 = U2.

Proof. Assume the contradiction, and wlog. assume that there is an attribute a € U; \ Us.
UD-safe condition says that if the inputs to m; are equivalent then the corresponding
outputs are also equivalent w.r.t. the visible attributes and vice versa. Let U; be the
set visible attributes. This allows us to partition the set of outputs into K equivalence
classes Y1, -, YK and the set of inputs into K equivalent classes X! ... XK wrt. the

same projection on input attribute values, such that forall 1 < ¢ <K,
Yi={y= m;i(x) :x € x4

Again for visible attributes Uy, since U; N O; = Uz N O, the set of outputs can be parti-
tioned into the same K equivalence classes Yl ... YK and the set of inputs into K equiv-
alent classes Z!,---,ZX w.r.t. the same projection on input attribute values, such that for
all1 </ <K,

Yi={y= m;(x) :x € z'}

Hence
{y:3Ixe Xg,mj(x) =y} ={y:3Ixe Zé,mj(x) =y}

and

xt=z7¢

for all 1 < ¢ < K. Suppose not, and wlog. there is a x € X", i.e. mj(x) € Y. Suppose

x ¢ 7', i.e. mj(x) ¢ Y* which is a contradiction.
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For all ¢, X! = Z¢. Consider any tuple x € Xt Since a € U \ Uy, and both Uy, U, C Aj,
a € Uy \ U;. Consider two tuples x1,x2 € Z¢, such that 77,(x1) # 7t4(x2). Since a is hidden
for U, two such tuples must exist. But a is visible in Uj, and for all tuples in the same
group X!, value of a must be the same (the reverse is not necessarily true). In other
words, since the value of a is different, x1,x, must belong to different groups w.r.t. Uj.
But we argued that X! = Z¢, so these two tuples belong to the same group. This is a
contradiction, and therefore no such a, and U; C U,. By the same argument, U, C U;,

and therefore U; = Uy. O

LEMMA 7.20.  For1<j <k, theentry Q[j,¢], 1 <¢< pj, stores the minimum cost of the
hidden attributes Uizle D HI* DSy, such that A;\ HI* = Uj;, and every module m,,1 < x < j
in the chain is UD-safe w.r.t. A, \ H/'.

Proof. We prove this by induction from j =1 to k. The base case follows by the definition
of Q[1,4], for 1 < ¢ < p;. Here the requirements are A; D HY DS, and A; \ HY = Uy,
i.e. U, = H'. So we set the cost at Q[1,/] to c(Uy,) = c(HY), if Uy, D S,

Suppose the hypothesis holds until j — 1, and consider j. Let H/* be the minimum
solution s.t. A;\ HI' = Uj, and satisfies the other conditions of the lemma.

First consider the case when there is no g such that m NOj_1 = @ N I;, where we
set the cost to be co. If there is no such q. i.e. forall g < p;_q, Uj_1,N Oj_1 # m N I;, then
clearly there cannot be any solution H/* that contains Uj, and also guarantees UD-safe
properties of all x < j (in particular for x = j — 1). In that case the cost of the solution is
indeed co.

Otherwise (when such a g exists), let us divide the cost of the solution c¢(H/*) into two
disjoint parts:

c(H') =c(H'NO;) + c(H"\ 0))

We argue that c(O; N H/) = c(O; N Uj,). A;\ H' = W' So Uj, = Aj\ Uy = A;n H.
Then O; N U, = OjN A;N HI* = O; N HY, since Oj C A;. Hence ¢(O; N H/*) = c(0; N Ujy).
This accounts for the cost of the first part of Q[j,¢].

Next we argue that ¢(H/* \ O;) = minimum cost Q[j — 1,4], 1 < g < p;, where the

minimum is over those those g where Uj_1, N Oj_; = U; ;N I;. Due to the chain structure
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of Cy, O;N U} Aj =@, and O; U} Ax = UL, Ax. Since U._ A, D HI, HI'\ O; =
H! N A

Consider H' = H/* N Ui;ll Ay. By definition of H/*, H' must satisfy the UD-safe re-
quirement of all 1 < x < j — 1. Further, Uj_1 Ay DH'. Aj\ HIf = ;0 hence

x=1
7 il
u]',g = A]' \ u]',g = A]' N H - H]'g

We are considering the case where there is a g such that

u]'_llq N O]'_l = u]',g N I]' (A.40)

and therefore
Uj1,N0; 1 CUj CH'

We claim that if g satisfies (A.40), then A; 4 \H = Uj_14. Therefore, by IH, Qlj — 1,/
stores the minimum cost solution H' that includes U;j_;,, and part of the the optimal
solution cost c(H/* \ O;) for m; is the minimum value of such Q[j — 1,4].

So it remains to show that A; 1\ H' =U; 1, Aj 1 \H = A;_1\ H' e UD — safej 1,
since H/* gives UD-safe solution for m;_q1. Suppose A;j_1 \ HIt = Uji1y-

Next we argue that Uj_; , = Uj_;,, which will complete the proof. Uj_1,y N O;_1 =
(Aji-1\Uj—1y) NOj_1 = (A1 NHY) N0 = HY)NOj_y, = ' NI = (Aj\ Ujs) Njie.

U]',1,y N O]',1 = m N Ij (A41)

From (A.40) and (A.41),
Uji—1,9N0j1 =Uj—1,yN O

, since both U; 14,U; 1, € UD —safe; 1, from Proposition A.40, Uj 1, = U 1,. This
completes the proof of the lemma. O
A.5.10 Optimal Algorithm for Tree Workflows

THEOREM 7.21.  The single-subset problem can be solved in PTIME (in n, |A| and L) for tree

workflows.

Proof. Similar to the proof of Theorem 7.19, to obtain an algorithm of time polynomial in

L, for a given module m;, we can go over all choices of safe subsets S;; € S; of m;, compute
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the public-closure C(S;;), and choose a minimal cost subset H; = H;(S;,) that satisfies the
UD-safe properties of all modules in the public-closure. Then, output, among them, a
subset having the minimum cost. Consequently, it suffices to explain how, given a safe
subset S;y € S;, one can solve, in PTIME, the problem of finding a minimum cost hidden
subset H; that satisfies the UD-safe property of all modules in a subgraph formed by a
given C(Sy).

To simplify notations, the given safe subset S;; will be denoted below by S;., the
closure C(S;;) will be denoted by T’, and the output hidden subset will be denoted by H.
Our PTIME algorithm uses dynamic programming to find the optimal H.

First note that since T’ is the public-closure of (some) output attributes for a tree
workflow, T’ is a collection of trees all of which are rooted at the private module m;. Let
us consider the tree T rooted at m; with the subtrees in T', (note that m; can have private
children that are not considered in T). Let k be the number of modules in T, and the
modules in T be renumbered as m;,my,---,my, where the private module m; is the root,
and the rest are public modules.

Now we solve the problem by dynamic programming as follows. Let Q be an k x L
two-dimensional array, where QJ[j,¢], 1 <j<k1</¢< p;j denotes the cost of minimum
cost hidden subset H/ that (i) satisfies the UD-safe condition for all public modules in
the subtree of T rooted at m;, that we denote by Tj; and, (ii) A; \ HI = Uj,. Here A; is the
attribute set of m;); the actual solution can be stored easily by standard argument. The

algorithm is described below.

e Initialization for leaf nodes. The initialization step handles all leaf nodes mjin T.

For a leaf node mj, 1 < ¢ < p;,
Qlifl = c(Ujy)

e Internal nodes. The internal nodes are considered in a bottom-up fashion (by a
post-order traversal), and Q[j,£] is computed for a node m; after its children are

processed.

For an internal node m;, let m;,,---,m;, be its children in T. Then for 1 < ¢ < p;,
1. Consider UD-safe subset U; ;.
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2. For y =1 to x, let UY = Uj, N [;, (intersection of U;, with the inputs of m;,).

Since there is no data sharing, UY-s are disjoint

3. Fory=1tox,

k/ = argmin,Qli,, k] where the minimum is over
1<k<p, st U, NL=U

= 1 (undefined), if there is no such k

4. Q[j,¢] is computed as follows.

Qlif] = oo if y1<y<x k=1

X
= c(ljNnUj) + ) Qliy k] (otherwise)
y=1

e Final solution for S;.. Now consider the private module m; that is the root of

T. Recall that we fixed a safe solution S;, for doing the analysis. Let m;,,---,m;

X

be the children of m; in T (which are public modules). Similar to the step before,
we consider the min-cost solutions of its children which exactly match the hidden
subset S;, of m;.
1. Consider safe subset S;, of m;.
2. Fory =1to x, let S¥ = S;,, N ;, (intersection of S, with the inputs of ;). Since
there is no data sharing, again, $Y-s are disjoint

3. Fory=1tox,

k/ = argmin,Qli,, k] where the minimum is over
1<k< pi, s.t. uiy,k N L‘y DSy

= 1 (undefined), if there is no such k

4. The cost of the optimal H (let us denote that by c*) is computed as follows.

) ify1<y<x, k=1
X

= Y Qliy, k] (otherwise)
—1

<
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It is not hard to see that the trivial solution of UD-safe subsets that include all at-
tributes of the modules gives a non-infinite cost solution by the above algorithm.

The following lemma (whose proof is given later) shows that Q[j, ¢] correctly stores the
desired value. Then the optimal solution H has cost min; <<, Q[k,¢]; the corresponding

solution H can be found by standard procedure.

Lemma A.41. For 1 < j <k, let T; be the subtree rooted at m; and let Att; =, c1, Aq the
q ]

entry Q[j,¢], 1< (< pj, stores the minimum cost of the hidden attributes HI' C at tj such that

Aj\ Hit = i¢, and every module mg € Tj, is UD-safe w.r.t. Ag\ Hit,

Given this lemma, the correctness of the algorithm easily follows. For hidden subset
H D S, in the closure, for every public child m;, of m;, HNI;, 2 S;. N I;, = SV. Further,
each such m;, has to be UD-safe w.r.t. H/!. In other words, for each m;,, HN I;, must equal
U, kv for some 1 < k¥ < p; . The last step in our algorithm (that computes c*) tries to find
such a k¥ that has the minimum cost Qli,, kY], and the total cost ¢* of H is L, Qliy, k]
where the sum is over all children of m; in the tree T (the trees rooted at m;, are disjoint,

so the c¢* is sum of those costs). O

To complete the proof of Theorem 7.21, we need to prove Lemma A.41, that we prove
the next.

Proof of Lemma A.41

Proof. We prove the lemma by an induction on all nodes at depth i = H down to 1 of the
tree T, where depth H contains all leaf nodes and depth 1 contains the children of the
root m; (which is at depth o).

First consider any leaf node m; at height H. Then T; contains only m; and Att; = A;.
Forany 1 </ < pj, since Att; = Aj D H/' and A]- \ HI' = it hence H/! = m In this
case H'* is unique and Q[j, ¢] correctly stores c(U;,) = c(H'*).

Suppose the induction holds for all nodes up to height / + 1, and consider a node m;
at height h. Let m;,,---,m;, be the children of m; which are at height /1 + 1. Let Hi’ be the

min-cost solution, which is partitioned into two disjoint component:
14 14 il
c(H") =c(H "N I) +c(H"\ I))
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First we argue that c(H* N I;) = c(Uj,). A;\ H* = W". So Uy = A; \ Uj, = A; N H'.
Then I; N Uj, = ;N A; N H* = I; N H, since I; € A;. Hence c(I; N H*) = ¢(I; N Uj). This
accounts for the cost of the first part of Q[j,¢].

Next we analyze the cost c(H/* \ I;). This cost comes from the subtrees T;,---,T;,
which are disjoint due to the tree structure and absence of data-sharing. Let us partition
the subset H/* \ J; into disjoint parts (H/*\ I;) N Att;, 1 <y <x. We claim that c((HI*\
I) natty,) = Qliy, kY], 1 <y < x, where k¥ is computed as in the algorithm. This will
complete the proof of the lemma.

Proof of claim: c((H/* \ I)) Natt;, ) = Qfiy, kY], 1<y <x. LetH = (H*\ )N Att,.
Clearly, Att;, 2 H'. Since every m, € T; is UD-safe w.r.t. Ag '\ H/*. If also mg € T;,, then
Ag\H = Aj\ H/*, and therefore all mq € T;, are also UD-safe w.r.t. H'. In particular, mi,
is UD-safe w.r.t. H’, and therefore Aj, \H = Ui, kv, since U, gy was chosen as the UD-safe
set by our algorithm.

Finally we argue that c(H’) = c(H"*), where H»*" is the min-cost solution for mj,
among all such subsets. This easily follows from our IH, since m;, is a node at depth

h + 1. Therefore, c(H') = c(H"*') = Qliy, k], i.e.
c((H'\ I) Natt;,) = Qliy, kY]

as desired. This completes the proof of the lemma. O

A.5.11 Proof of Theorem 7.22

THEOREM 7.22. The problem of testing whether the single-subset problem has a solution with cost
smaller than a given bound is NP-complete when the public-closure forms an arbitrary subgraph.
This is the case even when both number of attributes and the number of safe and UD-safe subsets

of the individual modules is bounded by a (small) constant.

Proof. Given a CNF formula ¢ on n variables zi,---,z, and m clauses 1, -+, ¢, we
construct a graph as shown in Figure A.6. Let variable z; occurs in m; different clauses

(as positive or negative literals). In the figure, the module py is the single-private module
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Figure A.6: Reduction from 3SAT. Module pg is private, the rest are public. The narrow
dark edges (in red) denote TRUE assignment, the bold dark edges (in blue) denote FALSE

assignment.

(m;), having a single output attribute a. The rest of the modules are the public modules
in the public-closure C({a}).

For every variable z;, we create m; + 2 nodes: p;,y; and x;1,---,X; . For every clause
;, we create 2 modules C; and f;.

The edge connections are as follows:
1. po sends its single output a to p;.

2. For every i =1 to n — 1, p; has two outputs; one is sent to p;;1 and the other is sent

to y;. pn sends its single output to y;,.

3. Each y;, i =1 to n, sends two outputs to x;;. The blue outgoing edge from y; de-
notes positive assignment of the variable z;, whereas the red edge denotes negative

assignment of the variable z;.

4. Each x;j, i=1ton, j=1to m; — 1, sends two outputs (blue and red) to x;;1. In
addition, if x;;, i =1 to n, j =1 to m; sends a blue (resp. red) edge to clause node
Cy if the variable z; is a positive (resp. negative) in the clause Ci (and Cy is the j-th

such clause containing z;).
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5. Bach Cj, j =1 to m, sends its single output to f;.

6. Bach f;, j =1 to m — 1, sends its single output to f;,1, fu outputs the single final

output.
The UD-safe sets are defined as follows:
1. For every i =1 to n — 1, p; has a single UD-safe set: hide all its inputs and outputs.

2. Each y;, i =1 to n, has three UD-safe choices: (1) hide its unique input and blue
output, (2) hide its unique input and red output, (3) hide its single input and both

blue and red outputs.

3. Bach x;;, i =1to n, j =1 to m;, has three choices: (1) hide blue input and all blue

outputs, (2) hide red input and all red outputs, (3) hide all inputs and all outputs.

4. Each Cj, j =1 to m, has choices: hide the single output and at least of the three

inputs.
5. Bach fj, j =1 to m, has the single choice: hide all its inputs and outputs.

Cost. The outputs from y;, i =1 to n has unit cost, the cost of the other attributes is

The claim is that there is a solution of single-module problem of cost = n if and

only if the 3SAT formula ¢ is satisfiable.

(if) Suppose the 3SAT formula is satisfiable, so there is an assignment of the variables
z; that makes ¥ true. If z; is set to TRUE (resp FALSE), choose the blue (resp. red) outgoing
edge from y;. Then choose the other edges accordingly: (1) choose outgoing edge from
po, (2) choose all input and outputs of p;, i =1 to n; (3) if blue (resp. red) input of x;; is
chosen, all its blue (resp. red) outputs are chosen; and, (4) all inputs and outputs of f; are
chosen. Clearly, all these are UD-safe sets by construction.

So we have to only argue about the clause nodes C;. Since ¢ is satisfied by the given

assignment, there is a literal z; € C; (positive or negative), whose assignment makes it
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true. Hence at least one of the inputs to C; will be chosen. So the UD-safe requirements
of all the UD-safe clauses are satisfied. The total cost of the solution is # since exactly one

output of the y; nodes, i =1 to n, have been chosen.

(only if) Suppose there is a solution to the single-module problem of cost n. Then each
yi can choose exactly one output (at least one output has to be chosen to satisfy UD-safe
property for each y;, and more than one output cannot be chosen as the cost is n). If y;
chooses blue (resp. red) output, this forces the x; ; nodes to select the corresponding blue
(resp. red) inputs and outputs. No x;; can choose the UD-safe option of selecting all its
inputs and outputs as in that case finally y; be forced to select both outputs which will
exceed the cost. Since C]- satisfies UD-safe condition, this in turn forces each Cj to select
the corresponding blue (resp. red) inputs.

If the blue (resp. red) output of y; is chosen, the variable is set to TRUE (resp. FALSE).
By the above argument, at least one such red or blue input will be chosen as input to each

C;, that satisfies the corresponding clause ¢;. O

A5.12 General Workflows

In this section we discuss the privacy theorem for general workflows as outlined in Sec-
tion 7.5.
First we define directed-path and downward-closure as follows (similar to public path

and public-closure )

Definition A.42. A module m; has a directed path to another module my, if there are modules
Miy, My, - -+, 1M, such that m; = my, M, = My, and forall 1 <k <j, O, NI, #@.
An attribute a € A has a directed path from to module m;, if there is a module my such that

a € Iy and my has a directed path to m;.

Definition A.43. Given a private module m; and a set of hidden output attributes h; C O; of m;,
the downward-closure of m; w.r.t. h;, denoted by D(h;), is the set of modules m; (both private

and public) such that there is a directed path from some attribute a € h; to m;.

The goal of this section is to prove the following theorem:
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Theorem A.44. (Privacy Theorem for General workflows) Let W be any workflow. For a
private module m; in W, let V; be a safe subset for I'-standalone-privacy s.t. only output attributes
of m; are hidden (i.e. V; C O;). Let D(V;) be the downward-closure of m; w.r.t. hidden attributes
V. Let H; be a set of hidden attributes s.t. V; C H; CO; U{J keD(V) Ay and where for every module

m; € D(V;) (mj can be private or public), m; is downstream-safe (D-safe) w.r.t. A;\ H;. Then the
workflow W is T-private w.r.t the set of visible attributes V.= A\ (Ujem- Hi)-

In the proof of Theorem 7.10 from Lemma 7.12 used the fact that for single-predecessor
workflows, for two distinct private modules m;, my, the public-closures and the hidden
subsets H;, H; are disjoint. However, it is not hard to see that this is not the case for general
workflows, where the downward-closure and the subsets H; may overlap. Further, the
D-safe property is not monotone (hiding more output attributes will maintain the D-safe
property, but hiding more input attributes may destroy the D-safe property). So we need
to argue that the D-safe property is maintained when we take union of H; sets in the
workflow. The following proposition will be helpful to prove the privacy theorem for

general workflows.

Lemma A.45. If a module m; is D-safe w.r.t. sets V1,Vo C A, then m; is D-safe w.rt. V =
Vinv,.

Proof. (Sketch) Given two equivalent inputs x; =y x w.r.t. V =V, N V,, we have to show
that their outputs are equivalent: m]-(x1) =y m]-(xz). Even if x1,Xx; are equivalent w.r.t. V,
they may not be equivalent w.r.t. V; or V,. In the proof we construct a new tuple x3 such
that x; =y, x3, and x2 =y, x3. Then using the D-safe properties of V; and V,, we show that
m;(x1) =v mj(xz) =y mj(xz). O
The full proof is given in Appendix A.5.13.
Along with this lemma, two other simple observations will be useful.
Observation A.46. 1. Any module m; is D-safe w.rt. A; (hiding nothing maintains

downstream-safety property).

2. If m;j is D-safe w.r.t. V, and if V' is such that V' C V, but V' N I; =V N, then m;

is also D-safe w.r.t. V' (hiding more output attributes maintains downstream-safety
property).
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Proof of Theorem A.44. Using Lemma A.47 and Lemma A .45, we present the proof of
Theorem A.44 below.

Proof. We again argue that if H; satisfies the conditions in Theorem A.44, then H] =
Urem- He satisfies the conditions in Lemma A.47. The first two conditions are easily
satisfied by H!: (i) V; C H; C Ugep- He = H! ; (ii) V; C O; is unchanged.

Now we argue that (iii) every module ; in the downward-closure D(V;) is D-safe
w.rt. H/. From the conditions in the theorem, each module m; € D(V;) is D-safe w.r.t.
A;\ H;. We show that for any other private module my # m;, m; is also D-safe w.r.t.
A; \ Hi. There may be three such cases as discussed below.

Case-I: If mj € D(Vy), by the D-safe conditions in the theorem, m; is D-safe w.r.t.
A;\ Hy.

Case-II:  If m; ¢ D(V4) and m; # my, for any private module my # m;, then A; N
Hy =@ (since H, C O, U UeeD(W) Ay from the theorem). Hence A; \ Hy = Aj, and from
Observation A.46, m; is D-safe w.r.t. A;\ H.

Case-IIL: If m; ¢ D(V;) but mj = my (or j =k), then HyN A; C O; (again since Hy C Ox U
UEGD(Vk) Ay and Oy = O;). From Observation A.46, m; is UD-safe w.r.t. A;, and A;\ Hy C A;
is such that A; N [; = I; = (A; \ Hi) N I;. Then again from the same observation, m; is UD-
safe w.rt. A;\ Hy.

Hence m; is D-safe w.rt. A;\ H; and for all my € M~, my # m;, m; is D-safe w.r.t.
A;\ Hy. By Lemma A .45, then m; is D-safe w.r.t. (A;\ H;) N (A;\ Hy) = A; \ (H; U Hy).
(this is by the simple fact that (A; \ H;) N (A; \ Hy) = (AjNH;) N (A; N Hy) = A; N H; U Hy
= A;\ (H; U Hj)). By a simple induction on all k € M~, m; is D-safe w.r.t. A;\ (Uxep- ) Hi
= Aj\ H]. Hence H; satisfies the conditions stated in the lemma. The rest of the proof
follows by the same argument as in the proof of Theorem 7.10.

Now the proof can be completed using exactly the same argument as in Theorem 7.10.
Theorem A .44 also states that each private module m; is I'-standalone-private w.r.t. visible
attributes V;, i.e., |0u Ty, | > T for all input x to m;, for i € M~ (see Definition 6.3). From
Lemma 7.12, using H! in place of H;, this implies that for all input x to private modules
mi, [ouTyw| >T wart V.=A\ H = A\ Uyerr- He. From Definition 6.6, this implies that

each m; € M~ is I-workflow-private w.rt. V = A\ U;cp- Hi; equivalently W is T-private
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wrt V. O

Again, similar to Lemma 7.12, we present the following lemma that allows us to

analyze every private module separately to prove Theorem A.44.

Lemma A.47. Consider any workflow W; any private module m; in W and any input x € 7, (R);
and any y € OU Ty, w.r.t. a set of visible attributes V;. Given a set of hidden attributes H; C A,
such that (i) the hidden attributes V; C H;, (ii) only output attributes from O; are included in V;
(ie. V; € Oy), and (iii) every module m; (private or public) in the downward-closure D(V;) is

D-safe w.r.t. Aj\ H;. Then'y € Outyw w.r.t. visible attributes V = A\ H;.

Proof. We fix a module m;, an input x to m; and a candidate output y € Ou Ty, for x w.r.t.
visible attributes V;. for simplicity, let us refer to the set of modules in D(V;) by D. We
will show that y € Out,w w.r.t. visible attributes V = A \ H; by showing the existence
of a possible world R’ € Worlds(R,V), s.t. if 7;,(t) = x for some t € R/, then 7o, (t) =y.
Since y € OUTym,, by Lemma 7.14, y =y, z where z = m;(x).

We will use the Fr.1p function used in the proof of Lemma 7.12 (see Appendix A.5.3).
We redefine the module m; to 77; as follows. For an input u to m;, #ii;(u) =Fr1py,(m;(u)).

All other public and private modules are unchanged, 7; = m;. The required possible

world R’ is obtained by taking the join of the standalone relations of these 7i;-s, j € [n].

First note that by the definition of 7i;, ;(x) =y (since 7i;(x) = FL1Py,(m;(x))
FLIPy,(z)=1y, from Observation A.33). Hence if 77;,(t) = x for some t € R’, then 71o,(t) =
y.

Next we argue that R’ € Worlds(R,V). Since R’ is the join of the standalone relations
for modules 7i;-s, R’ maintains all functional dependencies I; — O;. Also none of the
public modules are unchanged, hence for any public module m; and any tuple ¢ in R/,
7o, (t) = m;(7t1(t)). So we only need to show that the projection of R and R’ on the visible
attributes are the same.

Let us assume, wlog. that the modules are numbered in topologically sorted order.
Let Iy be the initial input attributes to the workflow, and let p be a tuple defined on I.
There are two unique tuples t € R and t' € R’ such that 7, (t) = 717, (') = p. Note that

any intermediate or final attribute 2 € A\ Iy belongs to O;, for a unique j € [1,n] (since

267



for j # £, 0; N O, = ¢). So it suffices to show that ¢, projected on O; are equivalent w.r.t.
visible attributes for all module j, j =1 to n.

Let ¢ju, ¢ s be the values of input attributes I; and d;;,, d; 7 be the values of output
attributes O; of module m;, in t € R and t’ € R’ respectively on initial input attributes p
(ie. ¢jm =7y (t), ¢ = 7, (t'), djm = 70,(t) and d;z = 710,(t')). We prove by induction

on j =1 to n that

d]',nq =y (dj,m) ifj=ior mj € D (A.42)

dm = djn otherwise (A.43)

If the above is true for all j, then 710, (t) =v 710, (t), along with the fact that the initial
inputs p are the same, this implies that t =y t'.

Proof of (A.43) and (A.43). The base case follows for j = 1. If my # m; (m; can
be public or private), then I N O; = @, so for all input u, 7i1;(u) = m;(Fr1ry.(u)) =
m;(u). Since the inputs ¢; 5 = ¢, (both projections of initial input p on Iy), the outputs
dy 7 = dy,,. This shows (A.43). If m; = m;, the inputs are the same, and by definition of
iy, dyz = Mi(c1m) =FLipy(mi(crm)) =FLipyz(mi(cim)) =FLIPyz(dym). Since y,z
only differ in the hidden attributes, by the definition of the Fr1r function d; 5 =v dy .
This shows (A.43). Note that the module m; cannot belong to D since then it will have
predecessor m; and cannot be the first module in topological order.

Suppose the hypothesis holds until j — 1, consider m;. There will be three cases to

consider.

(i) If j =1, for all predecessors my of m; (Ox N I; # D), k #i and my ¢ D, since the
workflow is a DAG. Therefore from (A.43), using the induction hypothesis, ¢; ; =
¢im- Hence d; 5 = m;(¢im) =FL1Py(mi(cim)) =FLIPy,(mi(cim)) =FLIPyz(dim).
Again, y,z are equivalent w.r.t. V,so d; 7 =v d; ;. This shows (A.43) in the inductive

step.

(ii) If j #i (m; = m;) and m; ¢ D, then m; does not get any of its inputs from any module
J j =M j j getany p y

in D, or any hidden attributes from m; (then by the definition of D, m; € D). Using

IH, from (A.43) and from (A.43), using the fact that y,z are equivalent on visible
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attributes, ¢jz = ¢j. Then dj 5 = mj(c;5) = m;j(cjm) = dju. This shows (A.43) in

the inductive step.

(iii) If j # i, but mj € D, mj can get all its inputs either from m;, from other modules in
D, or from modules not in D. Using the IH from (A.43) and (A.43), ¢;m =v ¢jm-
Since m; € D, by the condition of the lemma, m; is D-safe w.rt. V. Therefore
the corresponding outputs d;z = m;(¢;) and d;,, = m;(c;,) are equivalent, or

d; i =v dj - This again shows (A.43) in the inductive step.

Hence the IH holds for all j =1 to n and this completes the proof of the lemma. ]

A.5.13 Proof of Lemma A.45

LEMMA A45. If a module m; is D-safe w.r.t. sets V1,V, C Aj, then m; is D-safe w.r.t.
V=Vvinh.

Proof. Let V=V NV2 = A;\ (V1 UV,). Let x1 and x; be two input tuples to m; such that
X1 =y X2. i.e.

7TVm1j(X1) = ﬂvmlj(xz) (A.44)
For a € I, let x3[a] denote the value of a-th attribute of x3 (similarly x;[a], x2[a]). From

(A.44), for a € VN I;, x1]a] = x2[a]. Let us define a tuple x3 as follows on four disjoint

subsets of [; (since V =V, N Vy):

X3[a] = X [a] ifae I] \ (V1 U Vz)
= xifa] ifacin(Vi\V2)
= xa] ifacin(V2\W)

= xi[a] =x20a] ifacNV

For instance, on attribute set I; = (ay,---,as), let x1 = (2,3,2,6,7), x2 = (4,5,9,6,7), V1 =
{az,a4,a5} and V, = {ay,a4,a5}, V = {ag,as} (in xq,x2, the hidden attribute values in

V = {ay,a3,a3} are underlined). Then x3 = (4,3,2,6,7).
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(1) First we claim that, x; =y, x3, or,

ﬂvlmlj(xl) = Ttving; (x3) (A.45)

Partition V; N I; into two disjoint subsets, I; N (V1 \ V2), and, I; N (VU V2) = [; N V. From
the definition of x3, for alla € I; N (V1 \ V2) and all a € [; NV, x1[a] = x3[a]. This shows
(A.45).

(2) Next we claim that, x, =y, x3, o1,
szml,(xz) = Tty,ny; (x3) (A.46)

Again partition V, N [; into two disjoint subsets, I; N (V2 \ V1), and, ;[N (ViU V) =NV,
From the definition of x3, for all a € I; N (V2 \ V1) and all a € I; NV, x3[a] = x3[a]. This

shows (A.46). (A.45) and (A.46) can also be verified from the above example.

(3) Now by the condition stated in the lemma, m; is D-safe w.r.t. V; and V;. Therefore,

using (A.45) and (A.46), mj(x1) =v, mj(x3) and m;(xz) =y, m;(x3) or,

Ttyino; (m(x1)) = myno; (mj(xs)) (A-47)
and
Tty,no, (m(x2)) = myyno; (mj(xs)) (A.48)
Since VN O; = (ViNV2)N0O; € Vi NO;j, from (A.47)
mtyno, (m(x1)) = mtyno, (m;(xs)) (A.49)
Similarly, VN O; C V2 N O;j, from (A.48)
Ttvno; (m(x2)) = mtyno, (mj(xs)) (A.50)
From (A.49) and (A.50),
tvno,; (m(x1)) = mtyno, (mj(x2)) (A.51)
In other words, the output tuples m(x1),m(xz), that are defined on attribute set O;,
m(x1) =v mj(xz) (A.52)
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Since we started with two arbitrary input tuples x; =y x», this shows that for all equivalent
input tuples the outputs are also equivalent. In other words, m; is D-safe wrt. V =

VinWv,. ]
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